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Abstract

This IVA lab represents an effeotimplement a multiplatform system management solution across a
heterogeneous network environment. It operates using Micros&g®tem CenteDperations Manager
to administerSunSolarislO platformsrunning applications such as Oracle DataBaseahd@racle
Application Expresas well as interoperating with other system management solutions sutiBNas
Tivoli and HP Openview.

This lab was initiated in response to the feedback provided bintemperability
Executive Customé&ounci{l[ECCounci). In particular]JECCouncilmember NATO
commented the outcome of this lab:

Gb! ¢h SyLX2ea | RAGSNES aSd 27 KIN
vendors that are committed to work on interoperability, said Detlef Janezic, N/
CIS Services Agen¢NCSA) when participating in the Interoperability Execut
Council sessions in 2008. NCSA mentioned on behalf of NATO some
interoperability challenges experienced between Microsoft System Center anc
OpenView product lines. Based on these consedicrosoft engaged in an initiative
geared to resolve the stated interoperability challenges. This solution was prese
to NATO on 24 Mar 2009. The initial assessment of NCSA and the NATO C3
(NC3A) on the chosen approach and its implementatien that the presentec
solution shows great potential. The two NATO agencies very much appreciate t
Microsoft efforts and intend to implement & test the provided solution in its
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Introduction : interoperability scenario

With the increasing complexity of various corporate, governmental, and military systems and networks
in use throughout the world, the necessitieEmanaging remote systems and applications across a
heterogeneous environment represents a significant challenge to the IT field. In an attempt to address
these challenges, and to increase interoperability within these large distributed networks, the IVA
created this lab to demonstrate the interoperability of Microsoft System Center Operations Manager
2007 with dissimilar platforms, such as Solaris10 and Windows Server 2003, and applications such as
Oracle Database 10g, Oradlgplication Suiteas well @ with other system management applications

such adBM Tivoli, and HP Openview.

The success of this labiedon components native to Microsoft Operations Manager as welthesr
IVA membersuch as Xandros

Oracle
Application s

Express Windows Server 2003

Xandros
Apache Web Bridgeways

Server —

Oracle Microsoft System
Datab 10 Center Operations "~
atabase 119 l Manager 2007

Windows Server 2003

IBM Tivoli
Windows Server 2003

Figurel. Labenvironmentoverview

Components used during the lab:

System Management Components Operating systems and applications
Microsoft Operation Manager Sun Solaris 10
0 Microsoft System Center Operations Manage
2007 Cross Platform Extensions 9 Microsoft Windows Server

1 IBM Tivoli
o Tivoli enterprise Console 3.0
o Tivoli Framework 4.1

1 HP Openview

1  Oracle Database 10g

o OVO for Windows 8.1 1 Oracle Application Express
Y Xandros Bridgeways
o0 BridgeWays Management Packs B&ta 1 Apache Web Server



http://www.microsoft.com/systemcenter/operationsmanager/en/us/overview.aspx
http://technet.microsoft.com/en-us/opsmgr/cc677004.aspx
http://technet.microsoft.com/en-us/opsmgr/cc677004.aspx
http://www-01.ibm.com/software/tivoli/
http://welcome.hp.com/country/us/en/prodserv/software.html
http://www.bridgeways.ca/
http://www.sun.com/software/solaris/
http://www.microsoft.com/windowsserver2003/default.mspx
http://www.oracle.com/technology/products/database/oracle10g/index.html
http://www.oracle.com/technology/products/database/application_express/index.html
http://httpd.apache.org/
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Lab Scenarios

This IVA lab consists of two separate scendfius first scenario addresses the managemer8urf
Solaris systems anteir associatedracleand Apachepplicationswith Microsoft System Center
Operations Manager (or MOM, short for Microsoft Operations Manager, as we refer to it) using the
cross platform extension pack and tBedgeWays ManageméRacks

Thesecond scenario explores the interoperabiligtween MOM andvith remote servers hosting the
IBM Tivoli and HP Openview system management suites.

The goal of this lab is @emonstrate how you can achietiee following functionality:

1 UsingMicrosoft System Center Operations Manager tmitor performance and availability of
Microsoft and norMicrosoft platforms and applications such &¢indows Server 200$un
Solaris 100Oracle DatabaseéOracle Application Expregspache Web Server

9 Using Mcrosoft System Center Operations Manaigereport performance and availability data
to IBM TivolandHP OpenViewnanagement consoles

1 Improvethe monitoring ofSLAR By providing a single point of accessftardware, OS, and
application level monitoringsystem troubleshootindgrailure analysiDisc, Network, Memory,
and CPU Metricand Application status and availability

This lab centers on theapability ofMicrosoft System Center Operations Manager to manage remote
systems and applications, andtiten aggregate datfrom that management to other system
management applications. To accomplish this requires interoperability at both the hardware and
operating systentevel as well as at the application level.

System Center Operations Manager interopeligbis based onkiree main components:

1 Interoperability Connectors

0 These are used to connect to other operations management applications. In the lab we
used the connectors fddP Operations Manager for Windows &id IBMTivoli
Enterprise Console

1 Managment Packs:

0 There are a wide range of management paakailableas addinsfrom Microsoft,for
non-Microsoft plaforms. In this instance we are using thénuXUNIX (HPUX, AlX,
Solarispacks to enable interoperabilitgt the hardware and OS levels of t8elaris
machinesn the lab.

9 Xandros Bridgeways

0 The Xandros Bridgways used in this lab handle interoperability at the application level

between MOM and the applications running on the Solar&chines



tero
Lab environment

The lab environment used here consists of several virtual machines running in a Windows Server
2008+HypeiV environment.

These virtual machines include Solaris 10 machines hosting the Oracle datab&meedApplication
ExpressApache Welserver Windows Server 2003 machines for MOM, IBM Tivoli, and HP OVO, as well
as a Windows Server 2008 machine to act as a Domain Controller.

The virtualization of this lab environment does not reflect a need or limitation of the lab, so much as an
easierway for us to deploy the lab environment.

Oracle

Application —
Express Windows Server 2003

Xa'ndros
Apache Web piideeways
Server

Oracle Database Connector for
10g 4 HP OpenView

Microsoft System
Center Operations  p|
Manager 2007

';ir: g,mntsent onnector for IBM Tivoli
packﬂg)r Windows Server 2003 = JEIEIGIEEeN eIl

UNIX/LINUX

IBM Tivoli

Windows Server 2008 + Hyper-V Windows Server 2003

Figure2. System Management Lab Overview



Scenario 1. Managing Heterogeneous Environment

Functionalities

The first scenariamplementsthe managenent of heterogeneous environmesincluding Oracle
DataBase 1QdracleApplication Expresand an Apache Web Servemning onSolaris 10Microsoft
System Center Operations Manager 2@PIOM) installed on Windows Server 2Q08onitorsthe
performance and availability of the remote applicatsyas well aproviding detailed troubleshooting
and root cause analysis capabilities.

Oracle
Application
EXxpress

> i Solaris2:/u01/app/Apache/Apache/contittpd.conf. Apacheserver is not running
: :ﬁ FLOW_ IFreespace on this Orackablespaceés below the threshold.
o oracle@Solari2 (LGWRPGAnaximum memory threshold has been exceeded.

Apache Web

Server XandrosBridgeways

 Oracle Database —
10g

Operations Management Microsoft System
/ pack for UNIX/LINUX Center Operations
Manager 2007

> i Network Adapter state
———> W cpy usage
> :ﬁ Disk usage

Figure3. Heterogeneous environment management scenario with MOM and Oracle/Apache/Solaris

Windows Server 2003

Scenario details

Interoperability betveen MOM and the Solar@perating systenis based on the Operations
Management Pack for UNIX/LINUX to enable hardware anddd8gementevel access, and Xandros
Bridgeways to enablmanagementt the application levelThe Operations Management Pack is a
component of Microsoft Operations Managtat is available as a rcharge ad-in and must be
downloaded and installed separatdlpm MOM. The Linux/Unix Management Pack enaddepport for

the Solaris operating systeand hardware, including CPU usadisk usage, and network adapter state



Iﬁ CPU usage h Network Adapter state

—
— ‘l—\y-.w—ﬁg
< W

Figure4. MOM management console showing status of the Solaris server

The Xandros Bridgeways connector enaltlee montoring of health and status afpplications running

on the Solaris mdmnes.In the lab, we use the Apache HTTP Server management pack and the Oracle
Database Server management pscWe then camonitor attributes likethe disk capacity of the Oracle
database machindyealth of the Apache Server and PHP:

K System Center Operations Manager 2007 R2 - OpsMngr1 (T

File Edit Wew Go Actions Tools Help

I Q search ~ l i Scope }l 4 Actions | @) |

Monitoring PHP State (1)

= EE Bridge\Ways Apache HTTP Server ﬁ Q%Look for: I Find Mow  Clear
lﬂ Access Log State =
|4 Active Alerts State N | @| Path | Name
EJ;] Active Connection State Solaris-2.lan Solaris-2:fu01fappforacleforacle/product{10.2.0/db

2| Error Log State
2| Module State

| Task Status

22| web Server State
?| web Site State
22| Worker Process State =
=] [.% Performance

ﬁi_h] PHP Response Time

Figure5. MOM showing health of Apache/PHserver



MOM canbe configured tdrigger an alert any time the Apache Web Server goes offline, or to simply log

the ongoing system load, status, or conditidincan alsdrigger an alert whenhe disc capcity reachs

a specified point:

TR system Center Operations Manager 2007 R2 - OpsMngr1l

File Edit ‘View Go Actions Tools Help
I \k§ean:h - ‘ ¥ Scope 11 | Actions | @) 1
Monitoring

‘Web Site State N

Instance State (3)

J‘\'Look for: I Find Mow

22| Worker Process State
[[§ Performance

= @ BridgeWays Oracle Database Server
%] Alert Log State
|4 Database Server Alerts
*| Database Server State
2t Datafile State
8] Instance Dashboard
22 Instance State

=] Listener State

som
(858
8

5

State v | )| path | Name

& Critical Solaris-2.lan;Solaris-2 ¥
Solaris-2.lan; Solaris-2 sales
Solaris-2.lan; Solaris-2 orcl

Figure6. MOM displaying an alert related to the Oracle database

When an alert is triggered, MOM allowdministratorsto explore the root cause and offers guidance

toward the resolutbn of the problem:

SR ENDIoTerTor e
| (V)Reset Health P Recalculate Health (2] [ Properties @) Help |
| W overrides ~ |

Health monitors for sales

Knowledge | State Change Events (2) |

= a Entity Health - sales (Entity)
= @ Availability - sales (Entity]
@ Instance Availability Monitor - sales [Oracle Instance (Unix))
Configuration - sales (Entity)
= 8 Perfarmance - sales (Entity)
- @ Alert Log File Performance Rollup - sales (Oracle Instance (Unix))
@ Dictionary Cache Hit Rate Monitor - sales (Oracle Instance (Unix]]
@ Instance Active Session Count Monitor - sales (Oracle Instance (Unix))
@ Instance Buiffer Cache Hit Percentage Monitor - sales (Oracle Instance [Unix))
@ Instance Inactive Session Count Monitor - sales (Oracle Instance [Unix))
@ Instance Large Pool Free Memory Monitor - sales (Oracle Instance (Unix))
@ Instance Shared Pool Free Memory Monitor - sales (Oracle Instance (Unix))
@ Instance Transaction Monitor - sales (Oracle Instance [Unix))
2 @ Library Cache Hit Rate Monitor - sales (Oracle Instance (Unix])
Memory Sort Rate Monitor - sales [Oracle Instance (Unix))
= 8 Process Performance Rollup - sales (Oracle Instance (Unix))

=]

[#-(2) Performance -
() Performance -
#-() Performance -
[#-(~) Performance -
() Performance -
() Performance -
[#-(~) Performance -
[#-(~) Performance -
() Performance -
@ Performance -
[#-(~) Performance -
Performance -

g Performance -
i Process PGA Maximum Memory Monitor - oracle@Solaris-2 (LGWR) (Oracle Process (Unix]]

oracle@Solaris-2 (MMAN) (Entity)
oracle@Solaris-2 (CJQ0) (Entity)
oracle@Solaris-2 (SMON] (Entity)
oracle@Solaris-2 (DBWO) (Entity)
oracle@Solaris-2 (MMNL] (Entity)
oracle@Solaris-2 (D000) (Entity)
oracle@Solaris-2 (J000) [Entity)
oracle@Solaris-2 (RECO) (Entity)
oracle@Solaris-2 (S000] (Entity)
oracle@Solaris-2 (q002) [Entity)
oracle@Solaris-2 (CKPT] (Entity)
oracle@Solaris-2 (PSPO) (Entity)
oracle@Solaris-2 (LGWR) (Entity)

Summary

This monitor ensures that the PGA maximum memory allocated
for an Oracle process session does not exceed the threshold.
This is the maximum PGA memory ever allocated for this
process.

Causes

An unhealthy state indicates that the processes peak PGA
memory allocation exceeded the threshold. The direct causes
are dependent on the specific Oracle process. This is an
indicator of increased memory usage.

Resolutions

Monitor the Oracle sessions and process during peak
operations and try to balance the application load on the
database. If more dynamic memory is required the
SGA_MAX_SIZE initialization parameter may need to modified.
This parameter is for the life on an instance and should be
changed with caution as it allocates total memory available to
Oracle processes.

Figure?. Exploring the cause of alert and looking for resolution guidance




Scenario 2: Heterogeneous Management Consoles

Functionalities

The second scenario to be addressed represents efforts to interopbesteeen Microsoft System

Center Operations Manager 20@nd other management suiteg order to propagate data tthe IBM
Tivoli and HP Openviemranagement solutionsThis scenario addresses the need for interoperability
between multiple management suités order to aggregate the system and applicat&gatus being
managed by MOM. In the lab scenafidicrosoft System Centeyenerates thalertsto IBM Tivoli and

HP Openviewthe state of those alerts isidlirectional. Either MOM or the receiving system
management application can alter the state of the alert, and it will propagate to all of the systems that
received the alert.

ager : OPSMNGR3\Nodes\HP Defined Groups]

s IsIUIrIAIcIulmmd Iu«w | service

X - - - - 2/18/2009 3:1S:07PM 2{18[2009 3:15:07 PM  Opshgr 2007 Managed

- 2/18f2009 3:15:07 M 2{18[2009 3:15:07 PM  Opshigr 2007 Managed

- 2[18{2009 3:15:07 PM 2{16[2009 3:15:07 PM  Opstigr 2007 Managed

- 2J18{2009 3:15:07PM 2{18/2009 3:15.07 PM  Opshigr 2007 Managed

- Q07 Managed
(2 -

Windows Server 2003

Connector for HP
; OpenView

g

ﬁ Apache server is not running

MICFOSO& SVStem ﬁ Network Adapter state

Center Operations

Manager 2007 ﬁ 1S Web Server is unavailable

- ﬁ Application Pool is unavailable
Windows Server 2003 e

Connector for
IBM Tivoli

IBM Tivoli

~Ioixl

opsmingr2 - Event Viewer: Group AllActiveEvents - All Active Event:

TR TE Gk~ Sskciod Taike How, Windows Server 2003
[EFEIEI_ HEvE He Tt ssaects'
Time Receved Event Type Class Hostname Severity Status Message
eruarnﬂ 2008 3:24:47 PM PST Dmo ent  opsmngrl iva.contoso.com  Critical Open The Microsoft Windows Internet Information Services 2003 Web Servari...
February 18, 2009 3:24:47 PMPST  Othe, ent  opsmnarl iva.contoso.com  Critical Open The Intemet Information Services Web Site named W3SVC/1 15 unavaila...
February 18, 2009 3:24:47 PMPST  Othe/| 0S8 nt  opsmngri iva contoso.com  Critical Open The Intemet emvices tion Pool namead O .
February 18, 2008 3:24:47 PMPST  Othe| Details ent  opsmngrl iva.contoso.com  Critical Open The Internet Services. Fool named =
February 18, 2009 3:24:47 PMPST  Othe  Information ent  opsmngrl.iva.contoso.com  Critical Open The Internet Information Services YWeb Site narmed W3SVC/2 is unavaila...
February 18, 2009 3:24:47 PMPST  Othe| | ent  opsmngr.iva.contoso.com  Critical Open The Infernet ervices ion Paol named D \opPa...
Action Details
Trouble Ticket | . [MWH e HDH!I! mem
i Task D
All Events.
February 18, 2009 3:24:47 PM PST Other SCinterop_Event opsmngri . ‘Open The Microsomt Windows Internet Information Services 2003 Web Server is U.
February 18, 2000 3:24:47 PM PET  Other §CInterop_Event opsmngr! i... EOTEIM Cpen The Internet Information Services Web Site named W3SVCH is unavailable ..
February 18, 2009 3:24:47 PM PST  Other SClnterop_Event opsmngr i. The Internet Information Services Application Pool named OPWebConsoleA. .
February 18, 2009 3:24:47 PM PST Other SCInterop_Event opsmnarl The Internet Information Services Application Pool named RepofServeris ..
February 18, 2009 3:24:47 PM PST Other SCinterop_Event opsmngri i The Internet Information Services Web Site named W3SVCI2 is unavallable
February 18, 2000 3:24:47 PM PST  Other SCinterop_Event opsmngr! ... [ETETNN Open The Internet Information Services Application Pool named DefaultappPool i

Figure8. Alert Propagation between MOM and OpenView/Tivoli
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Scenario details

The primary functionality in this implementation is interoperable access to the metrics and usage
statistics generated by the various system management applications, as well as aggregating any system
alerts generated by MOM. This enables a single poiatoéss for remote system management
applications for monitoring the systems being managed by MOM to ensure SLA compliance, as well as
server load and capacity statistics.

Regardless of the system being monitored, alerts generated by MOM can be propsmaied|i or
Openview via theppropriateconnectors. Determining/hichalerts are propagated can be done either
manually, orautomatically, through a subscription based systersuBscription can be defined so that
all of a predefined subset of alerdse forwarded to another application such as HP OpenView or IBM
Tivoli This results inleof the alerts meeting the criterian the subscription beinfprwarded to the
remote systenvia an automatic workflowAs an example, if the Apache Web Service beiagitored

by MOM were to go offline and trigger an alert, that alert could be sent on to IBM Tivoli or HP

Openview.

Manually forwarding Alerts to HP Openview

The first tesffor this scenariavas tomanuallyforward alerts toOpenView using the OpsManager
console. This is not a typical scenario but we used it because we wanted to be able to wimtiol
connector the alertsvere sentto. When an alert is automatically forwarded, it can only be sent to
either Openview or Tivoli, not both.

FA system Center Dperations Manager 2007 R2 - OpsMnarl =] x|
Fle Edt Wew Go Actions Took Help
Q Search - | 4 scope 2 Actions | @ || ) show at least 1 week of data + || T Oyerrides +

Monitoring Active Alerts (8 items, 6 selected - refreshes paused) I
=) ] Moritoring A Lookfor: | EndMow  Clear #

|LA] Active Alerts

3] Computers 11 | Source | Wame Resolution Stabe | Ticket ID Forwarding Sta... | Connector Created

| Discovered Inventory = Severity: Critical (6)

%] Distributed Applicatiors

< Task Status Open »
5| Agentless Exception Moritaring
23 Cross Platform Servers Moification subscription 13
L Interop Cannectars
g Microsaft Audit Collection Services
L8 Microsaft Wwindows Clisnt /% Close Alert

Set Resolution Skate 3

Unix Computer Connectar
A connator used by MOM components to insert discovery data, pleass create your own connector do ot use this connectar.,

OpsMgr Connector fFor 18M Tivoli Enterprise Console

OpsMgr Connector for HP Opentiew Operations

2| Esfresh F5

(5 Personglize wizw...

A Properties

Figure9. Using the Operations Manager console we forwarded the alerts to HP OpenView
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A system Center Operations Manager 2007 R2 - OpsMngrl

Fle Edt Wew Go Acions  Tooks

2 search - |: #E Seops
oring

) 5] Moritoring
4] Active Alerts

omputers
Discovered Inventory
Distributed Applications

| Task Status
g Agentlsss Exception Maonitoring
L3 Cross Platform Servers
L3 Interap Connectors
L3 Micrasoft Audit Collection Services
L3 Mictosoft Windows Client
[ Micrasoft Windaws Internet Information Services
L3 Network Device
3 Operations Manager
g Synthetic Transaction
L3 weh Applisation
3 Windows Service And Process Manitoring

Help

I Active Alerts

2 Actions | @) Ii [ Show at least 1 week of data

Active Alerts )

%Look far: Eind Mow

Ousrtides =

=181 x]

\:kl;ook for: I Eind Mow

Clear X
L | source | Wame: Resolution State | Tickst ID | Forwarding Status Connector | crested
= Saverity: Critical (6)
@ DefaultippPool Microsoft windows Internet Information Services... Mew Forwarding pending OpsMgr Connector for HP ... 2/18/2009 3:
(&) Operations Manager 2007 ... Microsoft Windows Internet Information Services... New Forwarding pending Opshgr Connector for HP ... 2/18/2009 3:
() Reportserver Micrasaft Windows Internet Information Services... Mew Forwarding pending OpsMgr Connector for HP ... 2/16/2009 3:
@ oPwebConsolsipp Micrasaft Wwindaws Tnternet Tnformation Servicss.,. Mew Farwarding pending OpsMgr Connector For HE ... 2/18j2009 3:
(&) Default web Site Microsoft Windows Internet Information Services... Mew Forwarding pending Opshgr Connector for HP ... 2/18/2009 3:
) 115 web Server Intermet Information Services 2003 Web Server i... Mew Forwarding pending Opsgr Connector for HP ... 2/16(2009 3:

FigurelO. The alert list is updated with the status, and the alerts have been forwarded but an acknowledgement has not
been sent yet from OpenView

Clear %
] | Source | Mame | Resal... | Ticket ID Forwarding Status Conneckor | Created
= Severity: Critical {6}
@ DefaultappPool Microsoft Windows Internet Information Services,.,  Mew fbzcfeb0-fel1-71dd-0...  Successfully forwarded  OpsMgr Connector for HP ... 2/18/2009
@ Operations Manager 2007 ... Microsoft Windows Internet Information Services,.,  Mew fb473570-fe11-71dd-0... Successfully forwarded  OpsMgr Connector for HP ... 2/18/2009
@ ReportServer Microsoft Windows Internet Information Services,.,  Mew fbsf0330-fe11-71dd-0... Successfully forwarded  OpsMgr Connector for HP ... 2/18/2009
@ OPWebConsoledpp Microsoft Windows Internet Information Services,.,  Mew fb721600-fe11-71dd-0... Successfully forwarded  OpsMgr Connector for HP ... 2/18/2009
@ Defaulk Web Site Microsoft Windows Internet Information Services,.,  Mew fba729d0-fe11-71dd-0... Successfully forwarded  OpsMgr Connector for HP ... 2/18/2009
@ 115 Web Server Internet Information Services 2003 Web Server i...  Mew fb9aacal-fel1-71dd-0... Successfully forwarded  OpsMgr Connector for HP ... 2/18/2009

=10l x|
Ackion  Wiew Favorites  Window  Help ‘ - E‘lﬂ
m e 2E(EET PN EAaNAA RIS TRATE
[i Operations Manager : OPS | Severit | Duplicates I S I u I I | A I Q | M | Received I Created I Service | Mode | Application | Object I Group

8 Services €23 Critical - % - - - - 2/18{2009 3:15:07 PM  2f18/2009 3:15:07 PM  Opshgr 2007 Managed OPSMNGRE (Manage...  System Ce...  Principal...  SCInkero|
Modes €3 Critical - W - - - - 2/152009 :S07PM  2f1§2009 3115:07 PM  OpsMgr 2007 Managed OPSMNGRS (Manage.., System Ce... Principal..,  5CIntero)
ﬁé HP Defined Groups | ¢23 cyjca) - ¥ - - - - 2/16/2009 H1S07PM  2/18/2009 31507 PM  OpsMgr 2007 Managed OPSMNGR3 (Manage... System Ce... Principal...  SClntero)
% g’;ss";ﬂ”ﬁ:m . €23 Critical S - - - - 2/1Bj2008 3:15:07PM 2/18/2009 3:15:07 PM  CpsMgr 2007 Managed OPSMNGRE (Manage... System Ce... Principal...  SCIntero)

- anat
55 Tecls "3 critical - W - - - - 2/152009 :S07PM  2f1§2009 3115:07 PM  OpsMgr 2007 Managed OPSMNGRS (Manage.., System Ce... Principal..,  5CIntero)
E Certificate requests €33 Critical - % - - - - 2/18/2009 3:15:08PM 2/15/2009 3:15:08 PM  OpsMgr 2007 Managed OPSMNGR3S (Manage...  System Ce... Principal...  SCInterol

Policy management

Figurel2. In the OpenView console we can see the alerts sent by Operations Manager
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Message Properties il

| Commands |

Custom Message Attributes I
Annotations | Duplicates | Instructions | Text I f I

x|

ID:  fb2cteb0-fe11-71dd-0c2e-c0a800070000 4
~ 7 (X) | =

ICnhcal l o |

Time First Created on Node: [2/18/2009 3:15:07 PM -0800UTC

Time First Received on Server.  [2/18/2009 3:15:07 PM -0800 UTC

Number of Duplicates: i

Time Last Received on Server: |2/13/2C09 315:.07 PM -0800UTC

Sender: |

Origin: |

Primary Node Name:  |opsmngr3.iva.contoso.com

Service Id: |OpsMgr 2007 Managed

Message Group: |SCInlerop

Message Type: |

Message Key: |

Ack msgs w/msg key: |

Poicy:  [opomsglB.0)

PolicyType:  |Open Message Interface

Application: ISystem Center OpsMar to HP OVO

Object:
¥ Unmatched

|PrincipaIName-opsmng(14iva.codoso.com

Message Properties i 4

State ] Commands I Custom Message Attributes

General | Annotations | Duplicates | Instructions [ Test

Message

Description=The Intemet Information Services Application Pool named
DefaultdppPool is Unavaiable as the Application Pool has been stopped.
Priotity=Low Alert_ID=5b04f5c3-16bb-43d3-ab19-27a2b534b585
MamtGrp=0psMngr1

Original Event
Node: opsmngrl.iva.contoso.com

Message group: SCinterop
Application:  System Center OpsMar to HP OVO

Object: PrincipalName=opsmnarl.iva.contoso.com
Severity:  Critical
Text: Desciription=The Intemet Information Services Application Pool

named DefaultdppPool is Unavailable as the Application Pool has been
stopped. Priority=Low Alert_ID=5b04f5c3-f6bb-43d3-ab19-2722b534b585
MgmtGrp=0psMngr1

o]

Cancel

Aoply

Help

Figurel3. The properties of the Alerts in Openview are populated based on the mapping defined when the connecter wa

installed.

Automatically forwarding Alerts

To demonstrate the automatic forwarding of Alerts, we are using Tivoli; however automatic forwarding

works in OpenView as well.

to Tivoli

IR system Center Operations Manager 2007 R2 - OpsMngrl -8 x|
Ele Edt Yiew Go Acions  Iook  Help
4 Zearch - || A Scoge 2 Actions | @) | (2 show atleast 1 week of data - ¢ T Overrides ~|
Monitoring f e Ale
=) ] Moritoring |, Look For: EindMow  Clear H
4] Active Alets
4 | Source | Hame | Resal... | Ticket ID Forparding Status Connector Created

Computers

Discovered Inventory
58] Distributed Applications
& Task Status
3 Agentless Exception Monitoring
[ Cross Platform Servers
[ Interap Connectors
A Microsoft Audit Collsction Services
LA Microsoft \windows Clisnt

= Severity: Critical (6)

32

I open

| Matfication subscription

Set Resolution State

Close Alert

Unixx Computer Connectar

A connector used by MOM components to insert discovery data, please create your own connector do nat use this connector.

I ©OpsMgr Connector for 18M Tivali Enterprise Consdle

OpsMgr Cornectar For HP Openvisw Operations

2l
sy

Refresh

Personalze viw,..

Properties

FS

Figureld. The samelertsthat were manuallyforwarded to OpenVieware forwarded to IBM Tivoli
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- \
(i) Shiow at least 1 week of data
\:kl;ook for: I Eind Mow

Clear

k3

4 | Source

| Mame

| Resal... | Ticket ID

Forwarding Status

Connectar

| Created

[z Sewerity: Critical (6)

@ 115 'Web Server

() Default web Site

@ OPWebConsoledpp

@ ReportServer

@ Operations Manager 2007 ..,
@ DefaultappPool

Internet Information Services 2003 Web Server ...
Microsoft Windows Inkernet Information Services. ..
Microsoft Windows Inkernet Information Services. ..
Microsoft Windows Inkernet Information Services. ..
Microsoft Windows Inkernet Information Services. ..

Microsoft Windows Inkernet Information Services. ..

Mew 112349994571
Mew 112349994572
Mew 112349994573
Mew 112349994574
Mew 112349994575
Mew 112349994576

Figurel5. The Alert gatus is updated when notifications receivedfrom Tivoli.

Successfully Forwarded
Successfully Forwarded
Successfully Forwarded
Successfully Forwarded
Successfully Forwarded

Successfully Forwarded

Opshgr Connector For IEBM L.,
Opshgr Connector For IEBM L.,
Opshgr Connector For IEBM L.,
Opshgr Connector For IEBM L.,
Opshgr Connector For IEBM L.,
OpsMgr Connectar for IEM ..,

— opsmngrZ - Event Yiewer: Group AllA; Events - All Active Events - Dlﬂ
File Edit Options Selected Automated Tasks Help |
Working Queue
B S
.‘Dl Time Received | Event Type | Class I Hostname Severity Status Message
February 18, 2009 3:24:47 PMPST - Othe[™ o o o ent  apsmngrliva.cantoso.cam  Critical Open The Microsoft Windows Internet Information Services 2003 Weh Server |
Fehbruary 18, 2009 3:24:47 PMPST  Othe i ent  apsmngrl.vacantoso.cam  Critical Open The Internet Information Services Wehb Site named YW35YCI1 is unavaila...
February 18, 2009 3:24:47 PM PST  Othe ent  opsmngri.iva.contoso.com  Critical Open The Internet Infarmation Services Application Pool named OPWebConso
February 18, 2008 3:24:47 PMPST  Othe Details ent  apsmngrliva.cantoso.cam  Critical Open The Internet Information Services Application Pool named ReportServer i...
Fehbruary 18, 2008 3:24:47 PMPST  Othe| Information ent  apsmngrl.vacantoso.cam  Critical Open The Internet Information Services Wehb Site named YW35YCI2 is unavaila...
February 18, 2008 3:24:47 PMPET  Othe ent  opsmngri iva contosocom - Critical Open The Internet Information Services Application Pool named DiefaultAppPo
Local Command
Action Details
Trouble Ticket | . ‘ Acknowledyge ‘ Close | | Details | | Information
1] Task E: Tr
2w HetWiew S,
All Events
Time Received Event Type Class Hostname | Severity Status | Message |
February 18, 2009 3:24:47 PM PST Cther SClnterap_Event opamngrt .l The Micrasoft Windows Internet Infarmation Services 2003 Wehb Serveris U
February 18, 2008 3:24:47 PM PST Other SClnterap_Event opsmngrt.i The Internet Information Services Yeb Site named W3SV is unavailable ...
February 18, 2009 3:24:47 PM PST Other SCInterop_Event opsmngrl i The Internet Information Services Application Pool named OPWebConsoleA,
February 18, 2009 3:24:47 PM PST Cther SClnterap_Event opamngrt .l The Intermet Infarmation Services Application Pool named ReportServer is ..
February 18, 2008 3:24:47 PM PST Other SClnterap_Event opsmngrt.i The Internet Information Services Yeb Site named W35VC/2 is unavailable ...
February 18, 2009 3:24:47 PM PST Other SCInterop_Event opsmngrl i

The Internet Information Services Application Pool named DefaultAppPool i

Figurel6. The alerts, available in the Tivdiivent Viewer.
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o snte

Bi-directional synchronization

The alerts generated by MOM and sent to the other management suites supgdirebtional state
management. This means that any changes made to the status of an alert by any of the management
applications receiving it automaglly propagate to the other machines that have received that
particular alert. Any changes made to the state of the Alert by OpenView/Tivoli, for example, would

automatically propagate back to MOM and vice vebdate that this onlyaffectsthe state ofthe Alert,
not changes/alterations of the Alert itself.

= HP Dperations Manager - [Operations Manager : OPSMNGR3'Nodes' HP Defined Groups]

=101x]|
Eile Action Yiew Favorites  Window  Help ‘;Iilll
= O 8| @E[ TS B e WER =R D
8 Operations Manager : OPS Severity I Duplicates | 5 I UlIla I OI I | Received Created I Service I Naode I Application Object I Group

B services

EI-@ Modes Commands Ly
{figd HP Defined Groups e iy
-2 opsmngr1 - Disown
% OPSMNGR3 (Mana

T Tools

E ertificate requests
- E@ Policy management

Map
Show Graph
Show Repart

Palicy
Save Message ToEile...

Instructions: ..
Annotations. ..
Message Texk,.,

Properties...

Figurel?. AnAlert is closed on HP/Tivoliesults in thechange propagahgto Ops Manager

-{I;mk for: Find Maw Clear

2 | | Source | Mame | Resal... | Ticket 1D
[zl Severity: Critical {(6)

& Default web S
®

mMotification subscription

Set Resolution State b
|,_§ Close Alert

Forard to 3

Maintenance Mode 3

COverrides 3

View or edit the settings of this monitor

Refresh F5

Personalize view...

B ER Oé

Properties

Figurel8. AnAlertis closedin MOM results in thatchange propaganhgto IBM/HP
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Lab Installation and configuration

Microsoft Operations Manages able to monitor the health of systems runginon Microsoft operating
systems. In this case we will be using the Linux/Unix Management Pack to enable support for the Solaris
operating system. We also use the Xandros Bridgeways connector to enable support for applications
running on the Solaris mattes.

Microsoft System Center Operations Manager 2007
Cross Platform Extensions Installation

Microsoft Operations Manager is able to monitor the health of systems running non Microsoft operating
systems. In this case we will be using the Linux/Unix MamageéPack to enable support for the Solaris
operating system.

From the management pack list, we select Import Management Pack

P& system Center Operations Manager 2007 RZ - DpsMngrl =& x|

Fle Edt View Go Actons Tools  Hsip

4 Gearch - | ¥K Scope 2 Actions | @)

Management Packs &5

&} Administration 4 Lok for: FindMow — Clear b3
@, Connected Management Groups - - —
2 Device Managemert Marme Version Sealed | Date Created Description

ﬁi Agent Managed 8
Ly Agentless Managed %, Baselining Tasks Library 6.1.6407.0 ves 2{12{2009 %:02:.., Syster Baselining Tasks Library: This [
Management: Servers
2 Hetwork Devices 4 Client Monitoring Internal Library 6.1.5407.0 ves 2/12/2009 3,04, Microsoft System Center Client Monita
B Pending Management % Client Monitoring Library 6.1.5407.0 ves 2/12/2009 3:031... Microsoft System Center Client Monito
Unise/Linuoc 5
1y g bclLinu Servers i Clisnt Monitoring Overrides Management Pack 6.1.6407.0 2{12{2009 :04:... This management pack is the default I
i Natficatio| -5 Distovery Wizard &y Client Monitaring Yiews Library 6.1.5407.0 ves 2/12/2009 3,04, Microsoft System Center Client Monita
5 gz';:(f B Create Management Fack £y Data Warehause Library 6.1.5407.0 ves 2/12/2009 3,03, Microsoft System Center Data Warehe
2 ubse| B Downlaad Management Padks . fir Default Management Pack 6.1.5407.0 2/12{2009 3:041... This management pack s the default k
S Product {1 ianagement Packs. . | oistrbuted appication Cesigner irary 6.1.5407.0 ves 2/12/2009 3:031... Microsoft System Center Distributed A
2L Inter iy Health Internal Library £.1.6407.0 Yes 2/12{2009 9:04:,.. System Health Interal Library: This Ma
20 Inter{ 48 Mew User Rols »
Q% H i) Health Library 6.1.5407.0 ves 2/12/2009 3:02:.., System Health Library: This Managem
& om g G Create Run As Account... iy Image Library (System Center) 6.1.6407.0 Yes 2{12/2009 9:03:,,, Microsoft System Center Image Librar®
By Run As C
7 ””A:mu M Create Run fs Profile... &, mage Library (System) 6.1.6407.0 Yes 2/12{2009 %021, System Imags Library: This Manageme
IE_Z Profil iz Mew channel v |5 Image Library (Windows) 6.1.6407.0 Yes 2f1zf2009 %:02:,,, Microsoft Windows Image Library: This
& 5&“”“‘ _:! New subscriber, .. f& Instance Group Library 6.1.6407.0 Yes 2/12/2009 2:03:,., Microsoft System Center Instance Gro
Userf
@ settings |l New subsarption... &, Microsoft Audit Collection Services 6.1.5407.0 ves 2/12/2009 9.03:...
B add Hansgement Grow i Microsoft Generic Repart Library 6.1.5407.0 ves 2/12/2009 3:031... Microsoft System Center Data Warshc
iy Micrasoft System Center Opsrations Manager Library 6.1.5407.0 ves 2/12/2009 3:031... Microsoft System Center Operations b
2| Refresh F5
2l & £ MOM 2005 Backward Compatibiicy 6.1.5407.0 ves 2/12/2009 3,03, Microsoft Operations Manager Backwe

¥ Network Device Library 6.1.6407.0 ves 2{12/2009 9:
i Notifications Internal Library 6.1.6407.0 2{12{2009 %04
% Notifications Library 6.1.6407.0 ves 2{12{2009 :04:... Microsoft System Center Notifications

. Microsoft System Center Network Dev.

. Microsaft System Center Notifications
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Out of the boxMOM supports several Linux distributions adiNIXflavors

r‘ Import Management Packs

]'3 Select Management Packs

Look, in: I@ System Center Management Packs j Q ﬂ 3 [

ft, 5ol

9.

0

o

o

o

o

o

o

o

o

| Microsoft Linus Library.mp o
() Microsoft Linux RedHat. Library..mp o
o

o

o

o

o

o

0

o

o

Microsoft, Solaris, & mp

File name: I”Micrusofl.Solans Library.mp" ”Miclosoft.Solansj Open

Files of type: 0 Maragement Packs) (*mp: =) =l Cancel

Istall Cancel | 200

1 Az

The next step is to start the Discovery Wizardind, configure and connect to the remote machines

G Agentless Managed
@ Management Servers

Discovery Wizard

=1 Motifications
=2 Channels
Subscribers
£ 2] Subscriptions
LF Product Connector
A0 Internal Connes
A0 Inkerop Conne
JE HP Opentig
¥ IBM Tivali E
% Fun As Configurat

Create Management Pack
Download Management Packs ...

Import Management Packs, ..

Mew User Role

Create Bun As Account, ..

Create Run As Profile, ..

g Accounts Mew channel
Profiles
. ) Mew subscriber. ..
[ﬁ Securiby

B User Roles Mew subscripkion, ..

% Settings

add Management Group

B Pl PR b &89 5

Refresh
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R System Center Operations Manager 2007 R2 - DpsMngrl
Flle Edt Wiew Go Actions Tools  Help

4 search - | #EsScope 13 Actions |@‘

Administration Unix /Linux Servers 1
80 Administration JEL_UDkFur: I Eind Mow Clear

Connected Management Groups
Device Management Health State | Path

Agent Managed
[ Agentless Managed
@ Management Servers
= Network Devices
g Pending Management
UnizfLinux Servers
& Management Packs
1 Notfications
-=, Channels Discovery Methad Choose the type of computers or devices to discover and manage.
f Subscribers
1] Subscriptions
& Product Connactars Summary

Q51 Internal Connectors %ndowzl cumpl:tedrs i -
QE' II‘ItB!’UD Connectors I enables pou to digcover NAoWs Computers in pour

— Aclive Directory environment and to install agents on the
CI¥ HP Openview Operations Connectors Lg'u Ohes you want to manage.

1Bl IBM Tivoli Enterprise Console Connectars
% Run As Configuratian

| Brincipal Name | 1P Address Architecture Agent Yersion

=
[
o
H
]
=%
T
<
S
c
=
[
-
S
2
z
=]
o
Q
0]
-

Select Computers to kanage

% Accounts

Profiles - Unix/Linux Discovery Wizard

(5] Security This enables yau to discaver Unix and Linus computers in
s User Roles ¥4 your environment and install agents on the ones you want to

@ Settings 3 manage.

Network devices
This enables you to specify an IP range to discover network
devices and manitar them using SMNIP.

Select a discoveny type and click Mest to continue,

< Brevious Mext » | Discaver I Cancel

In the wizard we specify the IP address (for instance) of the machine we want to connect to with the
credentiab of the user that will be used to perform the initial configuration

omputer and Device Management Wizard x|

7E l Discoveru Mathnad
Define discovery

==

Discovery Type Define discovery criteria

This information is used by Operations Manager 2007 to discover computers and ko

Select Computers to Manz ™1 commands on thern.

Summary [ Discovery scope
@ |P address: |
 DNS name: | Removs |
 pddressrange | . - 2 -
i~ Credentials

User name: l— W This is a supenuser account
Password: l—
LConlfirm password: l—
Boot passward: l—

”SECUIE Shell [S5H)]

SSH port [22

Cancel

Hext > I iscover I Cancel

< Previous I
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™ Computer and Device Management Wizard g x|

_E ! Discovery Method

—

Discovery Type

Define discovery criteria
Select Computers to Manage

Click Add to add a computer or an 1P address range. Select a lisk entry ko change or
Summan remove it

SPAdd.. 7 Edt.. ¢ Remove |
55H Port | Credentials .

22 rook

Management Server:

opsmingr] v contasa com -]

< Previous Idest > | Discaver I Cancel

After one or moranachines are added to the list, we can start the discovery process

In this case one machine was found (running SUN Solaris), the discovery wizard also tells us that we
need to install theagentso the machine can be monitored by operations Manager

MOM starts the installation of the Agemtn the Solaris machine.

™ Computer and Device Management Wizard 1[

_E ! Select Computers to Manage

=0

Dizcavery Tupe

Digcaveny Methad Discovery results

Select Camputers to Manage

The wizard Found the Following computers,
Summary

Select the systems you want ko manage:

| Mame | 1P address | Action | | Operating System

[T solaris-1  192.168.0.2 Install Agent and Disco... ﬂ Details | sunos

4 | i
Deselect Al

Management Server:

opsmnagr L .iva.contoso, com

< Previous edt > Finish Cancel
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After the agent installation is completed, the machinadsled to the monitoring console.

Initially the status igiNot Monitoreck but it ischanged tamonitored as soon as the agent stasendng
systemhealth information

The monitoring console shows the type of basic OS metrics that can be collected: Network Adapter
state, Disk, CPU and so on
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