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Abstract

This lab explores two scenarios for establishing Remote Desktop connections between Macintosh
and Windows based machines. These scenarios demonstrate that it is possible to establish a
connection in both directions: a Mac connecting to a Windows machine, and a Windows machine
connecting to a Mac.

In the first scenario, Aqua Connect’s Mac Remote Desktop Beta is used to allow a Windows based
machine to establish remote connectivity to a Macintosh OSX based machine. This enables remote
access to the Macintosh system and applications in much the same manner as traditional remote
access on homogenous machines. This functionality relies on Microsoft’s Remote Desktop Protocol
(RDP) thanks to a licensing agreement between Aqua Connect and Microsoft.

To accomplish the reversed scenario (from Macintosh to Windows), a second configuration was
built utilizing Microsoft’'s Remote Desktop Client for Mac 2 (RDC2). This client installs on a
Macintosh machine and enables the Macintosh machine to establish remote desktop connections
with RDP capable Windows machines. RDC2 was released in July 2008, and is available as a free
download on Mactopia.


http://www.microsoft.com/mac/products/remote-desktop/default.mspx
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Introduction

With the increasing complexity of heterogeneous and mixed IT systems, remote access to network
machines (both client and server) has been become important. This lab explores two scenarios for
establishing Remote Desktop connections between Macintosh and Windows based machines. These
scenarios demonstrate that it is possible to establish a connection in both directions: a Mac
connecting to a Windows machine, and a Windows machine connecting to a Mac.

The lab environment used for these scenarios is quite simple. It consists of a Macintosh and a
Windows machines pre-existing on a common network. Both Aqua Connect’s Mac Remote Desktop
Beta and Microsoft’s Remote Desktop for Mac 2 are installed on the Macintosh machine. The
Windows machine utilizes existing Remote Desktop Connection client software.

Both scenarios utilize the same hardware and network configuration: A Macintosh with 0SX
(10.5.6) and Windows Server 2008/Windows 7 Virtual Machine connected to a network. 0SX Server
is compatible but not required for Mac Remote Desktop. Mac Remote Desktop is compatible with OSX
client.

Windows
Server 2008/
Windows 7

Macintosh
0SX (10.5.6)




Lab Scenarios

Windows to Macintosh

Enabling a Windows based machine to establish a Remote Desktop connection to a Macintosh
machine is the result of the Aqua Connect software.

As part of its development of a Mac terminal server, Aqua Connect obtained a license from
Microsoft for the Remote Desktop protocol (more detail) and then integrated the Remote Desktop
protocol (RDP) into the system. Using the protocol documentation that Microsoft had made publicly
available on its developer website (msdn.microsoft.com), Aqua Connect took advantage of access
Microsoft provided to its Interop Lab facilities and key Microsoft RDP engineers to develop a bridge
between Windows and Macintosh system.

The result is that any Windows machine with the Remote Desktop Connection client tool is able to
connect to a Mac with the Aqua Connect Mac Remote Desktop Beta installed on it.

Aqua Connect
. Mac Remote Desktop Beta

Windows Remote

' Desktop Connection
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http://www.microsoft.com/interop/featured/AquaConnect.aspx
http://msdn.microsoft.com/en-us/library/cc203350.aspx

Macintosh to Windows

Enabling a Macintosh to establish a Remote Desktop connection to a Windows based machine is a
result of the Remote Desktop Client for Mac 2 that Microsoft released in 2007. This application
enables a Macintosh to connect to any RDP capable Windows machine. It is not limited to a single
session, and instead supports multiple sessions for logins to multiple Windows machines at the

same time.

Microsoft Remote Desktop
Client for Mac 2




Lab Setup

Scenario 1: Windows machine connecting to a Macintosh.

In this scenario we will be using the Macintosh Powerbook running Mac OS X, and Windows Server
2008/Windows 7 Virtual Machines connected to a non-domain network router. In this scenario, the
Aqua Connect Mac Remote Desktop Beta is installed on the Macintosh machine and Windows
Server 2008 &Windows 7 use standard Windows Remote Desktop Connection components.

Installation & Configuration

The installation process for Aqua Connect Mac Remote Desktop Beta is fairly standard.

CXeXe) __ Aqua Connect Mac Remote Desktop =
” 4 items, 5.5 MB available

< A

Aqua Connect Installer

= o

AN

Aqua Connect Quickstart Guides ACUninstaller

00 ' Install Aqua Connect
Software License Agreement
o L ["English I+
N AQUA CONNECT, INC.
O License Software License Agreement m

® Destination Select AQUA CONNEGT, INC ("Licensor’) IS WILLING TO LIGENSE THE

@ Installation Type ENCLOSED SOFTWARE AND DOCUMENTATION (the "Software")

TO YOU ("You OR Licensee”) ONLY ON THE GONDITION THAT YOU

® Settings ACCEPT ALL OF THE TERMS IN THIS LICENSE AGREEMENT (the
“Agreement’). IF YOU ARE AN EMPLOYEE OR AGENT OF A

® User Setup COMPANY (The "Company”) AND ARE ENTERING INTO THIS

) AGREEMENT TO OBTAIN THE SOFTWARE FOR USE BY THE

® License Keys COMPANY FOR ITS OWN BUSINESS PURPOSES, YOU HEREBY

® Installation AGREE THAT YOU ENTER INTO THIS AGREEMENT ON BEHALF
OF THE COMPANY AND THAT YOU HAVE THE AUTHORITY TO

® Summary BIND THE COMPANY TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT.

BY CLICKING CON THE "ACCEPT" BUTTON BELOW, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT,
UNDERSTAND [T, AND AGREE TO BE BOUND BY IT. IFYOU DO

NOT AGREE TO ANY OF THE TERMS BELOW, LICENSOR IS e
UNWILLING TO LICENSE THE SOFTWARE TO YOU, AND YOU
SHOULD CLICK ON THE "DO NOT ACCEPT" BUTTON BELOW TO 1

( print.. ) ( Save.. ) (" GoBack ) ( Continue )
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Standard Install on "Macintosh HD”

© Introduction

& License

© Destination Select
& Installation Type
@ Settings

® User Setup

@ License Keys

@ Installation

® Summary

Click Install to perform a standard installation of
this software on the volume "Macintosh HD".

Change Install Location...

© Introduction

© License

© Destination Select
© Installation Type
© Settings

® User Setup

® License Keys

@ Installation

® Summary

4

Registration

VNC Settings

Default screen

Default color depth: | B

VNC port: 0

RDP Settings

X11 Settings

™ Enable bitmap caching

X11 port: 0

YA

By default RDP uses port 3389 for its communications needs. Depending on the network
configuration, it may be necessary to utilize a different port, as pictured here.

& Introduction

© Read Me

© License

© Destination Select
© Installation Type
@ Settings

© User Setup

® License Keys

@ Installation

® Summary

User Setup

By default, ACTS manages all users. Instead, you can select groups

which contain the users allowed to use ACTS.

8 Manage All Users

O Manage users in groups:

Group [ Enable | |
accessibility O
admin = 0
authedusers O
bin =|
certusers O
com.apple.sharepoint.group.1 = -
com.apple.sharepoint.group.2 (] '
com.apple.sharepoint.group.3 O _;

® Initially Allow Access to Server () Initially Deny Access to Server

C Go Back ) CCnntinue)

The Mac Remote Desktop Beta includes user management capabilities to specify which user
accounts have access to the remote desktop functionality.



License Keys A

@ Introduction License Key Type Connections

& Read Me

& License

& Destination Select
© Installation Type
6 Settings

6 User Setup

6 License Keys

@ Installation

Total connections: 0 ‘

Region: [ Please select a region... ]

® Summary

Key server host: |

( Co Back ) (" Continue )

© Introduction

© License
© Destination Select
© Installation Type

O Settings Install Succeeded
£ User Setup
O License Keys The software was successfully installed.

6 Installation

s \

Click Restart to finish installing the software.

Goseck ) (e )
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Establishing the Remote Desktop Connection from the Windows
machine

#% Remote Desktop Connection

‘ Remote Desktop
A |
iy

Connection

General | Display | Local R | Programs | Experience | Advanced |

~Logon settings:
&4 Enter the name of the remote computer.
|
Computer: | E'

Username: |lmeropTeam

Saved credentials will be used to connectto this computer. You
can edit or delete these credentials.

[~ Always ask for credentials

~Ci ion settings
Save the current connection settings to an RDP file or open a
l » saved connection.
Save | Save As... | Open... |

I Options << |




Logging in to/InteropteamMacPro.local

Asat]| |3 & @
@ 1226 - Rem..
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® Finder File Edit
800
C oo
¥ DEVICES
2 Macintosh KD
(A Untitled
B ioisk

Pict

¥ SHARED
I 24-1043-0dd
I 24-2171-0dd
B i utiimkfdhve
! asi-w9vdlalrrfr
- e
E bryn-dev-win?
0
E— ® Al
¥ PLACES
B Desktop
A InteropTeam
#A Applications
:; Documents
# Eclipse

¥ SEARCH FOR

Pict

i Teas D

| |3 6@

View Go Window Help
@ InteropTeam

A - MO Ich e

& Desktop
Documents
About Stacks.pdf
[l ROC Connections
@l workspace
Bl workspace4
£ workspace21
Gl workspace23
Gl workspace44
(& workspace343
(8 workspacessss
(Gl workspace6766
@ pownloads
(@ ubrary
Movies
@ Music
Pictures
@ public

VN VI VN Vv

Y

Date Modified

Yesterday, 11:09 AM
Jun 2,2009, 7:34 PM
Feb 14, 2009, 12:22 PM
Jun 8, 2009, 7:32 PM
Mar 3, 2009, 2:59 PM
Mar 16, 2009, 4:43 PM
Mar 16, 2009, 1:39 PM
Mar 16, 2009, 2:13 PM
Mar 16, 2009, 2:55 PM
Mar 16, 2009, 4:37 PM
Mar 18, 2009, 8:15 AM
Mar 16, 2009, 5:33 PM
Jun 2,2009, 7:29 PM
May 29, 2009, 2:00 PM
Mar 9, 2009, 9:57 AM
Feb 19, 2009, 2:29 PM
Feb 14, 2009, 12:23 PM
Feb 14, 2009, 12:22 PM
Feb 14, 2009, 12:22 PM

The remote desktop session is now opened. The user has remote control over the Mac desktop.
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Scenario 2: Macintosh connecting to a Windows machine.

In this scenario we will be using a Macintosh and Windows Server 2008 & Windows 7 Virtual
Machines connected to a non-domain network. Microsoft’s Remote Desktop Client for Mac 2 is
installed on the Macintosh machine.

Installation and Configuration

The installation process for RDC2 is simple, without any special configuration changes required.

[Ann  Install Remote Desktop C

I Installing Remote Desktop Connection

© Introduction

© Read Me

o License

© Destination Select

© Installation Type Preparing Remote Desktop Connection

© Installation -

Running Autolipdate Installer seript

)

E{
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Establishing the Remote Desktop Connection

The process for establishing the remote desktop connection is similar to what would be expected
when using a Windows based machine. It requires only the IP address (or computer name)...

# RDC File Edit View Help 9 1 O4 Q

\ — R
% Remote Desktop Connection for Mac

R el Connect

And authentication information.

[

RDC _File Edit View Help 9 D4 Q

Enter your c:

These credestias wil 5e wsed 10 conmect 0 187.54.160.158.
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Opening the remote session on Windows 7:

C Please wait for WIN7-ULTIMATE\Administrator to respond.

. Windows 7 Ultimate
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The result is a fully functional remote desktop connection to the Windows machine (screenshot
taken with a Windows Server remote connection):

" Adobe Reader
9

" start J hm e JI%ServerManager
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Conclusion:

In today’s heterogeneous environments, the ability to remotely connect to systems operating under
dissimilar platforms enables many capabilities at both the user level and at the administrative level
that increases performance. Thanks to the Aqua Connect Mac Remote Desktop Beta and Microsoft’s
Remote Desktop Client for Mac 2, we have been able to demonstrate a new level of interoperability
between these two heterogeneous platforms. We would like to extend our thanks to Aqua Connect
for allowing us to use a version of their software for this lab.

Links

For more information visit:

e http://interopvendoralliance.org/

Aqua Connect:

e http://www.aquaconnect.net

Remote Desktop Client for Mac 2:

e  http://www.microsoft.com/mac/products/remote-desktop/default.mspx
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http://www.aquaconnect.net/
http://www.microsoft.com/mac/products/remote-desktop/default.mspx
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Appendix: The Interop Vendor Alliance

The Interop Vendor Alliance (IVA) is a cross-industry group of global software and hardware
vendors that share the common goal of making mixed technologies work better together for their
customers. When people work together, the solutions they design are more likely to work together
as well. The IVA provides a venue for its members to share customer feedback and to tackle
common interoperability challenges. Through member meetings, hands-on labs, and online forums,
IVA members work together to solve common interoperability challenges while improving the
effectiveness of their own solutions. Scenarios addressed by the IVA include system management,
virtualization, identity management, data integration, storage management, interoperability of
developer tools, in addition to portal integration.

The IVA supports:

e Vendor collaboration to foster interoperability
e Scenario-based testing for interoperability
e Communicating with customers about interoperability solutions

17
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The information contained in this document represents the current view of Microsoft Corporation
on the issues discussed as of the date of publication. Because Microsoft must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and
Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES,
EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, no part of this document may be reproduced, stored in or introduced into a
retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), or for any purpose, without the express written permission of Microsoft
Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Microsoft, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

Microsoft, Active Directory, Exchange, Office, SharePoint, Visual Studio, Windows are either
registered trademarks or trademarks of Microsoft Corporation in the United States and/or other
countries. The names of actual companies and products mentioned herein may be the trademarks
of their respective owners.

© 2010 Microsoft Corporation. All rights reserved.
Distributed under Creative Commons Attribution-Noncommercial-No Derivative Works 3.0
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