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Abstract

This IVA Lab demonstrates how to use Weston Software Inc.’s Power Tool Administrator to securely
manage and control non-Windows systems from a Microsoft desktop. In this Lab, you will see how you
can use this non-intrusive solution that does not require system modification or the installation of
software agents. As this Lab demonstrates, Power Tool Administrator does not require any specific skills
to manage a heterogeneous environment.
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Introduction

With the increasing complexity of heterogeneous and mixed IT systems, the necessities of securely
managing and controlling heterogeneous environments represents a significant challenge to the IT field.
This Lab explores various scenarios on how to use Weston Software Inc.’s Power Tool Administrator to
securely manage and control non-Windows systems from a Microsoft desktop.

Power Tool Administrator is a non-intrusive, agent-less, and interoperable solution for managing
accounts in heterogeneous IT environments where identity management, security, compliance auditing,
and efficient control of IT administration costs are critical requirements for an enterprise. Power Tool
Administrator enables you to control and manage heterogeneous environments regardless of their
location ensuring that your systems can reside in emerging Computing Clouds, Virtualized environments
(VMWare, Xen Source, and Hyper-V), or in Data Centers.

The Power Tool Framework™ merges the SSH protocol, the Microsoft Management Console API, the
Windows Audit and Event log API, and the Microsoft Windows Security APIs to form a new platform for
the secure management of non-Microsoft systems. Power Tool Administrator eliminates the need for a
server-based management infrastructure by leveraging the value of advanced multi-processor
architecture on a Windows-based desktop. Power Tool Administrator also serves as a trusted application
that enables organizations to securely delegate user and group maintenance tasks to Windows-based
help desk and support staff instead of highly-skilled UNIX administrators. The following list provides the
key benefits of using Power Tool Administrator:

e Reduce costs: delegate tasks to authorities that do not need in-depth knowledge of other
operating system commands, eliminate updates, installations, or configurations in the existing IT
environment, leverage built-in SSO integration, automate maintenance tasks

e Achieve compliance: real-time reporting, consolidated reporting (orphan, access), real-time
audit and event correlation, path-level reporting

e Improve efficiency: use one console to natively manage all environments (cloud, virtual, data
center)

e Ensure security and reduce attacks: fine-grain, role-based administrative control of accounts and
groups, administrative efficiency, and cross-platform auditing



The following illustration outlines how Power Tool Administrator accesses a UNIX or Linux host from a
security-enabled Microsoft host.

1. Useris authenticated by Windows.

User executes an authorized task within a Secure Store Enabled Management Console.

3. Credentials for connecting to the remote UNIX or Linux host are looked up within the Windows
Credential Manager.

4. SSH connection started and communication to the remote host is performed over an encrypted
communication channel.

5. Task execution is performed based on the authenticated token. Task execution is based on
token allowed tasks as defined by the UNIX or Linux authorization sub-system.

6. Results of the command are displayed in the Secure Store Enabled Console.

N

For more information of Weston Software’s solutions, visit:

e http://www.westonsoftwareinc.com/products/Products.aspx



http://www.westonsoftwareinc.com/products/Products.aspx

Lab Scenarios

This IVA Lab consists of various scenarios that demonstrate how to use Power Tool Administrator to
securely manage and control non-Windows systems from a Microsoft desktop. In this Lab, you will see
that Power Tool Administrator does not require system modification or the installation of software
agents on non-Windows systems. As this Lab demonstrates, Power Tool Administrator does not require
any specific skills to manage a heterogeneous environment.

Scenario 1: Configuring Power Tool Administrator

Before you can start managing and controlling heterogeneous environments, you must first configure
the Power Tool Administrator software that is installed on a Windows host. Power Tool Administrator
does not require any additional deployment or configuration on the rest of the systems or the IT
environments that you want to manage.

Adding Power Tool Administrator in the Microsoft Management
Console
Before you can start using Power Tool Administrator, you must first add Power Tool Administrator in the

Microsoft Management Console of the Windows host. To add Power Tool Administrator in the Microsoft
Management Console, perform the following steps:

1. Click the Start button, and then click Run.
The Run dialog box appears.

2. Inthe Open box, type mmc, and then click OK.
The Microsoft Management Console appears.
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3. On the File menu, click Add/Remove Snap-in.

',’n Consolel - [Console Root]
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[Enables you to add snap-ns to or remove them from the snap-n consale, | {




The Add/Remove Snap-in dialog box appears.

Add/Remove Snap-in



4. Click Add.
The Add Standalone Snap-in dialog box appears.

Add Standalone Snap-in 1 Il XI

Available standalone snap-ins:
Snap-in |vendor  |a]
a Performance Logs and Alerts Microsoft Corporation
Powver Tool - Admiristrator (retail ... SRS TRET STNCTTRS (T8
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 Removable Storage Managemerk Microsoft Corporation
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@ Security Configuration and Analysis  Microsoft Corporation
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— Description
Weston Software Power Tools () 2008, 2009 - (build 3.1.3.0)

[ add | gose |

5. Click Power Tool — Administrator, click Add, and then click Close.

6. Inthe Add/Remove Snap-in dialog box, click OK.
The Console Root now displays Power Tool Administrator.
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Adding a User

To ensure that only authorized users operate Power Tool Administrator, users and their roles are
configured in the Power Tool Administrator. To add a user to Power Tool Administrator, perform the
following steps:

1. On the Microsoft Management Control window, right-click on the Power Tool Administrator the
folder, and then select Properties.
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2. Click Add.

The Select Users, Groups and Computers dialog box appears.
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3. Select the users that you want to add and then click OK. To add a user from a locale or domain
other than the local machine, click Add, click Location, select the appropriate folder, and then
click OK.

The users that you added appear in the Power Tool Administrator Access Control Editor.
4. To define and and set the security rights for the user, click Roles.
The Security Wizard dialog box appears.
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5. Inthe Select Role list, click the role that you want to set for this user, and then click Done.

x|
Weston Software, Inc.

Opening doors through Windows
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The user that you added can now use Power Tool Administrator.



Adding a Host

Adding non-Windows hosts to Power Tool Administrator allows you to securely manage and control
various hosts from a Microsoft desktop. Power Tool Administrator eliminates the need for additional
deployment or configuration on the rest of the systems or the IT environments that you want to

manage.

To add a host to Power Tool Administrator, perform the following steps:

1. On the Microsoft Management Control window, right-click on the Power Tool Administrator the

folder, and then click Add a Host.
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2. Add the appropriate information in each field, and then click Test.
Power Tool Administrator starts an interactive terminal that enables the verification of SSH Host



Keys/password. It also provides queries of the remote host for kernel information, users, and
groups.

Once all Provisioning Tasks are green, which confirms that each task is complete and the
connection to the host is successfully established, click OK.
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Power Tool Administrator now allows you to manage and control this non-Windows host from a
Windows desktop.



Scenario 2: Creating a New User in a Linux System by Using
Power Tool Administrator on a Windows System
This Lab demonstrates how to use Power Tool Administrator to add a user to a Linux host, from a

Microsoft desktop.

Using Power Tool Administrator, you can add a new user to the Linux host, from the Windows desktop,
by performing the following steps:

1. On the Microsoft Management Control window, under the Power Tool Administrator the folder,
click the Expand icon for the Linux host to which you want to add a new user.
2. Right-click Users, and then click New Account.
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The Create Account dialog box appears.
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3. Enter the appropriate information in each field, and then click OK.

The user account is created in the Linux system.



Scenario 3: Creating a New Group in a Linux System by
Using Power Tool Administrator on a Windows System
This Lab demonstrates how to use Power Tool Administrator to create a group in a Linux host from a

Microsoft desktop.

Using Power Tool Administrator, you can create a new group in the Linux host, from the Windows
desktop, by performing the following steps:

1. On the Microsoft Management Control window, under the Power Tool Administrator folder,
click the Expand icon for the Linux host where you want to create a new group.
2. Right-click on Groups, and then select Create Group.
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The UnixGroupForm dialog box appears.
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3. Enter the appropriate information in the Group Name and Group ID field.
4. To add members to this group, click Add.
The Select Users dialog box appears.
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5. Select the users that you want to add to this group, and then click OK.
The users that you selected appear in the Group Members list.
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6. Click OK.
The group, with its appropriate group members, is created in the Linux system.



Scenario 4: Viewing Linux Group Information from a
Windows Desktop by Using Power Tool Administrator

Power Tool Administrator provides reports that display significant information about various systems.
This Lab scenario demonstrates how to use Power Tool Administrator to view significant information
about various groups within a Linux host.

Using Power Tool Administrator, you can view group information within a Linux host, from the Windows
desktop, by performing the following steps:

1. On the Microsoft Management Control window, right-click on the Power Tool Administrator
folder, select Reports, and then Group Report.
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2. The Group Report appears on the right pane.
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Scenario 5: Exporting Power Tool Administrator Reports

This Lab demonstrates how to use Power Tool Administrator to export a report. Power Tool

Administrator allows you to export reports to many different formats, such as comma-delimited files

(CSV) or tab-delimited files (TXT). This allows you to save, analyze, share, open, or convert data to a
Microsoft Excel spreadsheet. The comma-separated format also allows you to easily import data into
databases, such as Microsoft SQL Server, and leverage reporting services for custom report generation.

To export a report, perform the following steps:

1.

Right-click on the desiredreport, and then select Export List.
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The Export List dialog box appears.
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2. Save the report in the required file type.




Scenario 6: Viewing Power Tool Administrator Process
Information

The Power Tool Administrator Process Manager provides various process-related information, such as
the CPU usage, dispatch state, active tasks, completed tasks, and tasks waiting in queue.

To view process-related information, on the Microsoft Management Control window, right-click the
Power Tool Administrator folder, and then click Process Manager.

The Process Manager dialog box appears and displays the CPU usage, dispatch state, active tasks,
completed tasks, and tasks waiting in queue.
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Scenario 7: Automating Tasks by Using Existing Information
in Your Environment

This Lab demonstrates how to use Power Tool Administrator to automate tasks by using existing
information in any of the systems that are added to Power Tool Administrator. With this feature in
Power Tool Administrator, you can now perform and complete tasks in a matter of minutes.

In this Lab, a Linux system named RHEL5-WESTON has a user named operator2. This Lab demonstrates
how you can create the same user, operator2, in other systems by simply using the drag and drop
feature in Power Tool Administrator.

You can create the same user in all other systems that are added to Power Tool Administrator by
performing the following steps:

1. On the Microsoft Management Control window, under the Power Tool Administrator folder,
click the Expand icon for the system where the user currently exists. For example, in this Lab,
the user Operator 2 exists on a Linux system named RHEL5-WESTON so you must click the
Expand icon for RHEL5-WESTON.
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2. Click Users.
The list of users that exist in this system appear.




—
in Consolel

[Console Root'\Power Tool Administrator (retail)\RHELS-WESTON\Users]

") Eie  Acton View Favorites  Window  Help

= OE B 2E

(L) Conscle Root
=1l Power Tool Admmnistrator (retail)
) M RHELS-WESTON

R Users |
& Groups

% M RHELS-WESTONZ

shutdown

IO DN U W e O

AR oocoNan—~O

-

Jroot

Join

Jfsbin

fvarfadm
Ivarlspoolfipd
Jsbin

Jsbin

fbin
Ivar/spoolimail
fetcfnews

| =181 x|
foinf...  root
fsbin... bin
fsbin... daemor
fsbin... adm
Jsbin... Ip
foinf.., sync
Jsbin... shutdot
febin... hak
fsbin... mal

Drag and drop the user that exists in the system to the Power Tool Administrator folder. For
example, in this Lab, drag and drop operator2 to the Power Tool Administrator folder.
Power Tool Administrator creates the user in all the systems that are added to Power Tool

Administrator.
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Scenario 8: Viewing Event Logs for Windows and Non-

Windows Systems

This Lab demonstrates how to use Power Tool Administrator to view event logs for Windows and Non-
Windows systems. With this feature in Power Tool Administrator, you can now view events that occur in

various heterogeneous systems from one central location.

To view event information for a system, perform the following steps:

1. On the Microsoft Management Control window, click the Expand icon for the Event Viewer.
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2. Click Weston Software Power Tools.

The right panel displays the events for Windows and non-Windows systems.
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4) Application &f Success Audit 4/1/2010 9:48:47 AM  SecureShellClass
Directory Service of Success Audit 4/1/2010 9:48:44 AM  SecureShellClass
DﬂS DY f Success Audit 4412010 9:48:44 AM  SecureShellClass

- ::Zﬁ:::‘;‘::emstS i(’ Success Audit 4412010 9:48:34 AM  SecureShellClass

= : J)lnfon'nation 4f1f2010 9:48:32 AM  SecureShellClass
Speranons W' @lnformation 4/1j2010 9:48:32 AM  SecureSheliClass
Microsoft Office Sessions y
S N J) Information  4/1/2010 9:48:32 AM  AccountManager

5] System %(Smcess Audit 4/172010 9:48:32AM  SecureshellClass

3 5 o e o _»_|—|




3. Double-click the event type for which you want to view more information.
The Event Properties dialog box appears with the event information. The image below illustrates
a sample event log.

Event I

Date: 4172010  Source:  SecureShellClass 1 |
Time: 9:48:32 AM Category: None

Type: Information  Event [D: 1000 + I
User: SCOM\&dministrator
Computer: DRG1-1S4

Description:

Host 192.0.32.10
Unix ID root
Command''cat fetc/shadow'

For more information, see Help and Support Center at
http: //go.microsoft. com/fwlink /events. asp.

Data: % Bytes € Words

0K Cancel | Spply




Appendix: The Interop Vendor Alliance

The Interop Vendor Alliance is an industry group working to identify and share opportunities to better
connect people, data, and diverse systems through better interoperability with Microsoft systems and
to jointly market the interoperability solutions of its members.

The organization serves as a collaborative forum for developing and sharing common technology
models, facilitating scenario-based testing of multivendor solutions, and communicating additional best
practices to customers and partners.

Since its formation in 2006, alliance membership has more than doubled as the IVA has developed
multiple interoperability labs, including System Management, Centralized Directory, Federated Identity,
Content Management, and Open XML.

You can learn more by visiting http://interopvendoralliance.com/.

@
&»in

VENDOR ALLIANCE

HOME ABOUT EVENTS INTEROP LABS MEMBER DIRECTORY

Working Together Toward
Interoperable Solutions

announces
The Interop Vendor Aliance s a community - LI e oft Windows
of software and hardware vendors working
together to enhbance interoperability with

Microsoft Systems.

' Interop Labs . Member Solutions

Foderatod Identity | at



http://interopvendoralliance.com/
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