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[bookmark: _Toc263255166][bookmark: _Toc264441857]Lab: Creating a Virtual Organization Using Federated Identity Services with CA SiteMinder and Microsoft Active Directory Federation Services
Published: June 2010     
[bookmark: _Toc263255167][bookmark: _Toc264441858]Abstract
 This lab explores a scenario that shows how two companies, who have agreed to complete a shared project, can seamlessly manage user access through a Virtual Organization or V-Org using CA SiteMinder with Federated Services, Microsoft Active Directory Federation Services and SharePoint.  
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[bookmark: _Toc263255168][bookmark: _Toc264441859][bookmark: _Toc201634973]
Introduction: the Need for Virtual Organizations

Virtual organizations, or V-Orgs, occur when a number of users from across many organizations need to collaborate for a common purpose.  As technology becomes an integral part of doing business, it has become the key to sharing information and services between organizations.  V-Orgs need to share sensitive information and provide verified members with access to protected content and services at different security levels across organizations. 

[image: ]

The need to share information creates the responsibility of protecting it to avoid business losses, limit civil liability, and fulfill compliance obligations of government regulation.  Virtual organizations can pose difficult IT challenges:
· strength of the user registration process 
· potential liability issues to the policies 
· technologies used for authentication, authorization, and information protection.  
Now, more than ever, organizations need a means to establish trust with each other through technology.   
[bookmark: _Toc263255169][bookmark: _Toc264441860]Options for Virtual Organizations
[bookmark: _Toc263255170][bookmark: _Toc264441861]External Server Solution
It might seem that the simplest solution to this scenario would be to create a separate external server and provide individual user access from all of the participating organizations. 
[image: ]
Users from each Organization access a single external server to exchange information via assigned credentials.   
This solution has a number of potential problems and hidden costs.  
· An external server requires the creation of an external management structure that crosses all of the involved organizations to verify the credentials of users and the mutual development and maintenance of IT resources.  
· Organizations lose direct control of their information and services when it is uploaded to an external server outside of their control.  Organizations under this solution surrender control over who is allowed to access their proprietary materials.  
· Each collaboration project with another organization would require an additional external server, which will only increase cost and add confusion as employees transition into new roles.
· Redundant security credentials across different systems make it difficult to monitor changes across the organizations.  For example, an employee might transition out of one organization and still retain the ability to access the external server.
[bookmark: _Toc263255171][bookmark: _Toc264441862]Federated Identity 
Federated identity distributes identity information and tasks across security domains so that the parties involved can focus on the jobs they do best.  Providing secure and seamless connectivity to these applications requires building “trust-based” relationships that enable organizations to share a user’s digital identity and access rights. When properly constructed, these trust relationships allow identity information (and related security policy information) to flow across organizational boundaries, independent of platform, application, or security model. 
The first step to establishing trust is the ability to recognize and verify the identity of parties accessing information or services. The next step is to make decisions about what the verified party can and cannot access, and the manner in which the resources and services can be accessed.
Organizations work with partners, suppliers, and contractors that they trust. These partnerships can include standard vendor relationships as well as outsourcing relationships for internal functions like benefits, human resources, or travel. 
Federated trust relationships allow organizations to work together more efficiently. The key is that every user is authenticated by its own organization, as opposed to asking to the partner organization to take on the burden of extra shadow accounts.. 




[bookmark: _Toc263255172][bookmark: _Toc264441863]How Federated Identity Works Within a V-Org
In this scenario, two companies have agreed to create a Virtual Organization to complete a shared project.  
Company B has agreed to be a Service Provider or Relying Party in the V-org.  This means that Company B will host shared information and files on their internal servers.  In this scenario, Company B has created a collaboration portal on their server and assigned the appropriate security levels to the documents within it. 
Company A has agreed to join the V-Org.  As such it will act as an Identity Provider for users having their identity managed by Company A. This means that Company A will include additional V-Orgs membership details for users of their company and will provide access to an Identity Provider Security Token Service (STS) to issue tokens to verify credentials. Company B decides to trust Company A’s user to access its own info and will rely on tokens to allow access.  
Note:  This example is purposely limited for the flow of the narrative.  Two-way trust is also possible.  For example, both companies might want to be a Service Provider and an Identity Provider if they both want to share some resources to each other’s user bases for the execution of the project. 

Here’s the flow:
[image: ]

1. John Smith from Company A enters the specified URL into his web browser to gain access to the Collaboration Portal.   
2. Company B’s server does not immediately recognize John Smith and redirects him to the Security Token Service to process the Authentication.
3. Company B’s Security Token Service returns a web form to the user asking him to select the proper Identity Provider, in case the V-Org has multiple ones.  

[image: ]

Note:  For the purpose of this lab we left the selection of the Identity Provider to the user. In general the selection can be avoided by setting up the Identity Provider page in such a way that the user’s identity provider is detected and the use does not need to select it. This is the case, for instance, of environment where Windows integrated Authentication is used, in that case the user is already recognized as authenticated and it is automatically redirected to the resource’s URL.
4. Once John Smith selects “Company A” as its Identity Provider, he will be redirected to the STS from Company A.   
5. [bookmark: _GoBack]In general the STS sends a web form for the user to enter its credential. In this particular lab, the STS from Company A will rely on an authentication dialog displayed to John Smith requesting verification of login credentials.  

[image: ]

Note: In the case of the user being already authenticated with a Kerberos based system (like Windows environment with domains and windows integrated authentication, the user won’t need to type username/password because he is already recognized as authenticated user
6. John Smith enters account name and password into the authentication dialog.
[image: ]
7. The STS from Company A will authenticate the user information and create a token with ‘claims’ properties that define the identity of the user. A claim is a fact about an entity (the “subject”), stated by another entity (the “authority”).  In this scenario, Claims are used to describe user attributes. For example, the trust relationship could have been established by agreeing to use user’s first name, last name, job title and email address as a way to describe him.  When the Service provider receives the claims, it can decide based on the claims what type of profile should be assigned to the user.
8. The STS sends the signed security token back to the user’s browser.  Note: all exchanges between the two systems are done using secure channels (such as HTTPS).
9. John Smith’s browser is now directed to Company B’s STS for processing Collaboration Portal with the token.
10. Company B’s STS validates and transforms the token into a new token which the Collaboration Portal can use.
11. Company B’s STS sends back to the browser the new token. 
12. John Smith’s browser posts the new token to the Collaboration portal and is granted access to the files base on his profile determined by the claims.
[bookmark: _Toc258585254][bookmark: _Toc257617440][bookmark: _Toc204600896][image: enduser4.png]

[bookmark: _Toc263255173][bookmark: _Toc264441864]Lab Products and Solutions
[bookmark: _Toc263255174][bookmark: _Toc264441865]CA SiteMinder
SiteMinder is a centralized Web access management system that enables user authentication and single sign-on, authentication management, policy-based authorization, identity federation and auditing of access to Web applications and portals.

More information at: http://www.ca.com/us/internet-access-control.aspx 
[bookmark: _Toc263255175][bookmark: _Toc264441866][bookmark: _Toc258585256]Microsoft Active Directory Federation Services (AD FS) 2.0
Active Directory Federation Services (AD FS) 2.0 is a server role in Windows Server that provides simplified access and single sign-on for on-premises and cloud-based applications in the enterprise, across organizations, and on the Web. AD FS 2.0 helps IT streamline user access with native single sign-on across organizational boundaries and in the cloud, easily connect applications by utilizing industry standard protocols and provide consistent security to users with a single user access model externalized from applications.  From an Interoperability perspective, AD FS is based on industry standard protocols that enable applications based on different programming models, languages and devices to interoperate. AD FS connects systems for identity based access using the claims-based architecture and can easily adapt new authentication methods with minimal application code changes.
More information at:
http://www.microsoft.com/windowsserver2008/en/us/ad-fs-2-overview.aspx 
[bookmark: _Toc263255176][bookmark: _Toc264441867]Microsoft Office SharePoint Server (MOSS) 2007
Microsoft Office SharePoint Server 2007 is an integrated suite of server capabilities that can help improve organizational effectiveness by providing comprehensive content management and enterprise search, accelerating shared business processes, and facilitating information-sharing across boundaries for better business insight. Additionally, this collaboration and content management server provides IT professionals and developers with the platform and tools they need for server administration, application extensibility, and interoperability.  Windows Identity Foundation Federation Utility for SharePoint 3.0 was used to make MOSS2007 a claim-aware application.  Claim-based support is a built-in feature in MOSS 2010 
More information at: http://sharepoint.microsoft.com



Environment Used 
AD FS 2 (Service or Resource Provider (SP or RP)):
· Windows 2008
· With Roles: ADCS, ADDS, DNS Server, Web Server

CA SiteMinder (Identity Provider):
· Windows 2003 R2
· SiteMinder r12 SP1 
· Active Directory 
· IIS6
· ServletExec AS 6

This document presumes that all software needed on both sides has been installed. Also the certificates are in place to enable SSL for the web servers on both ends. 

[bookmark: _Toc258585253]

[bookmark: _Toc263255177][bookmark: _Toc264441868]Lab Overview
This lab demonstrates how to use Microsoft Office SharePoint Server 2007 (MOSS) and CA SiteMinder to create a V-Org.  The lab explores various scenarios on how to use Microsoft Office SharePoint Server 2007, AD FS and CA SiteMinder to generate Identity Providers, Service Providers, and authorization control.
Here’s an overview of the architecture of the solution: The sample Federation is using AD FS and MOSS as Service Provider and CA SiteMinder as the Identity Provider.

[image: ]

In this case we are using AD FS as the Service Provider as it’s allowing the user to access the protected resource after successful authentication from the CA SiteMinder (Identity Provider/Account Partner).


[bookmark: _Toc263255178][bookmark: _Toc264441869]Using MOSS 2007 to Build a V-Org Connection with CA WS-FED
[bookmark: _Toc263255179][bookmark: _Toc264441870]Step One: CA SiteMinder (IdP) Configuration:

1. Install web Agent Option pack and configure the Federation Web Services as per the steps mentioned in the FSS guide.  (Refer Page No. 184)

2. Add a Web Agent for IIS for 4.x agents and provide ip of the Web Agent.  Click OK.

[image: ]


3. Click Add to add a Web Agent Config Object using a default iis config object and provide DefaultAgentName, DefaultUserName and password.   Click OK to continue.


[image: ]


4.  Add above created Web Agent Config Object in the FederationWebServiceAgentGroup

5. Add an Authentication scheme for the Basic Over SSL Template.

[image: ]

6. Click OK.



7. For SSL, configure IIS and import CA root certificate in the trusted root cert store.

8. Create SSL user store object using AD namespace for the SSL AD port and test it using the view contents button.

[image: ]



9. Protect the resource (/affwebservices/redirectjsp/) as it is required to set the Authentication URL parameter while adding a Resource Partner to an affiliate domain. To protect this resource, use the FederationWebServiceAgentGroup as an agent, Basic over SSL authentication scheme and SSL user store.

[image: ]


10. Create an affiliate domain to identify the SP or RP to the IdP, provide Authentication URL as  https://ca-w2k332wa-01.testcontoso.com/affwebservices/redirectjsp/redirectjsp.jsp , Assertion Consumer URL as https://ADFS_FQDN/ADFS/LS/, use POST profile  and signing alias to the default alias specified in the keystore. 


[image: ]


11. Add Service Provider in the affiliate domain and provide the required parameters. 	         
a. NameIds: UPNuserPrincipleName
b. Attributes: EmailAddressmail
c. In SSO tab, https://ADFS_FQDN/ADFS/ls/  use it as a Security Token Consumer Service URL and
d. Authentication level: 10 as we are using Basic+SSL authentication scheme.

[image: ]


12. Also create a new Affiliate and provide the required parameters.

[image: ]






[bookmark: _Toc263169222][bookmark: _Toc263255180][bookmark: _Toc264441871]Step Two: Configuring AD FS 2.0 

1. The first step is to protect a resource and add it as a Relying Party Trust in AD FS 2.0  MMC console.

2. Add SiteMinder as a Claims Provider Trust

3. Right click on Claims Provider Trust  and select Add Claims Provider Trust

4. Select manual configuration and provide the Display Name, IdP identifier and provide CA certificate in Signature. IdP identifier will be like
https://<IdP domain>/affwebservices/public/wsfeddispatcher 

[bookmark: _Toc263255181][bookmark: _Toc264441872]Add SiteMinder in the list of Trusted Claims Providers in AD FS.0:
Ensure that you have the federation identifier specified in the Service Properties written down. We will use the same identifier we used as IdP ID on SP side (http://<IdPdomain>/adfs/services/Trust).

1. [bookmark: _Toc263153560]In the Microsoft Geneva Server Management MMC, add a Claims Provider Trust by right-clicking on Claims Provider Trusts under the Trust Relationships node.

[image: ]

2. Click Start to add a claims provider.

[image: ]

3. Select the Enter claims provider trust data manually option and click Next.

[image: ]

4. Enter Display Name and click Next.

[image: ]

5. Select the AD FS 2.0 profile option and click Next.

[image: ]

6. Select the Enable support for the SAML 2.0 WebSSO protocol option.

Enter the URL for the protocol file.  For this example, it is https://ca-w2k332wa-01/testcontoso.com/SPSSample/welcome.html  

Click Next.

[image: ]



7. Click Next.

[image: ]

8. Add token certificate and then click Next.

[image: ]
9. Click Next.

[image: ]




10. Click Finish.

[image: ]


[bookmark: _Toc263255182][bookmark: _Toc264441873]Step Three: Configuring Microsoft SharePoint Server
[bookmark: _Toc263255183][bookmark: _Toc264441874]Part One: Install Microsoft Federation Extensions for SharePoint 3.0

1. Download and run the Microsoft Federation Extensions for SharePoint 3.0 at http://www.microsoft.com/downloads/details.aspx?FamilyID=8e7b6d99-991e-44fc-a74e-9adb152ddc37&displaylang=en

[bookmark: _Toc263255184][bookmark: _Toc264441875]Part Two: Create Collaboration Portal Using SharePoint Server

1. Go to SharePoint 3.0 Central Administration > Administrative Tools > Application Management.

[image: ]

2. Click Extend an existing Web application.
[image: ]
3. Select the Create a New IIS web site radio button and enter External User’s Web Site into the Description field.

4. Enter information into the Port, Host Header, and Path fields.

[image: ]

5. Verify the information.

6. Enter the URL of the Collaboration portal and click OK.



[bookmark: _Toc263255185][bookmark: _Toc264441876]Part Three: Add SSL Certification to the IIS Website

1. Open IIS Manager.

2. Open External Users Web site in the left panel as seen below.
[image: ]

3. Click Bindings.
[image: ]

4. Click Add.
[image: ]
5. Enter Site Binding and click OK.  

6. Go to SharePoint Central Administration > Application Management > Authorization Providers and click Edit Authentication.
[image: ]
7. Click Default
[image: ]
8. Verify that SharePoint has the correct information.



[bookmark: _Toc263255186][bookmark: _Toc264441877]Part Four: Running the Federated Utility for SharePoint 3.0

1. Start Federated Utility for SharePoint 3.0


[image: ]
2. Click Browse to find your Application configuration location.
[image: ]
3. Browse to the web.config file and click Open.
[image: ]
4. Enter Application URL and click Next.
[image: ]

5. Select Use An Existing STS.

6. Browse to the STS WS Federation metadata document location.  Click Next.
[image: ]

7. Select Disable certificate chain validation on the STS signing certificate chain validation error window and click Next.

8. Select No Encryption on the Security token encryption window and click Next.


[image: ]

9. Verify the following claims.  Click Next to continue.
[image: ]
10. Verify the information and click Finish. 

11. The process will take a few minutes to complete.  Click OK when finished.


[bookmark: _Toc263169229][bookmark: _Toc263255187][bookmark: _Toc264441878]Part Five: Adding a Relying Party

1. Open AD FS 2.0
[image: ]

2. Select Relying Part Trusts 
[image: ]
3. Click Start.
[image: ]
4. Select Import data about the relying party published online or on a local network.

5. Enter the URL for the federation metadata file.  Click Next.

[image: ]

6. Enter Display Name into the field and click Next.
[image: ]

7. Select Permit All Users Access to this Replying Party and click Next.
[image: ]
8. Verify the information and click Next.
[image: ]

9. Click Close.
[image: ]
10. Select Send Claims Using a Custom Rule and click Next.  
Note: In this case we used a custom rule to ensure that the claim type for the nameidentifier claim will use the same type format sent by the Identity Provider (SiteMinder)
[image: ]
11.  Enter custom rule and click Finish.  For this example, use the following
x:[Type ==
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifer]
  =>add(Issuer = x.Issuer, OriginalIssuer = x.OriginalIssuer, Value =x.Value, ValueType = x.ValueType, Type = x.properties [http://schemas.xmlsoap.org/ws/2005/05/identity/claimsproperties/format]);

12. Enter rule name and click Next.
[image: ]
Verify information and click Finish.  In this rule we map the incoming nameID claim to the Name claim that is then used by SharePoint to identity the user on the site.


[bookmark: _Toc263255188][bookmark: _Toc264441879][bookmark: _Toc194321027][bookmark: _Toc201634981]Links
For more information visit: 
· http://interopvendoralliance.org/
Microsoft Office SharePoint Server:
· http://sharepoint2007.microsoft.com
CA SiteMinder
· http://www.ca.com/us/internet-access-control.aspx


[bookmark: _Toc257617450][bookmark: _Toc259624590][bookmark: _Toc263255189][bookmark: _Toc264441880]The Interop Vendor Alliance
[bookmark: _Toc194321028]The Interop Vendor Alliance is an industry group working to identify and share opportunities to better connect people, data, and diverse systems through better interoperability with Microsoft systems and to jointly market the interoperability solutions of its members. 
The organization serves as a collaborative forum for developing and sharing common technology models, facilitating scenario-based testing of multivendor solutions, and communicating additional best practices to customers and partners. 
Since its formation in 2006, alliance membership has more than doubled as the IVA has developed multiple interoperability labs, including System Management, Centralized Directory, Federated Identity, Content Management, and Open XML. 
You can learn more by visiting http://interopvendoralliance.com/.
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