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Abstract

This lab exploresa scenario that shows howtwo companies, who have agreed to complete a
shared project, can seamlessly manage user access through Virtual Organization or V-Org
using CA SiteMinder with Federated Services, Microsoft Active Directory Federation Servicesand
SharePoint
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Introduction :the Need for Virtual Organizations

Virtual organizations, or V-Orgs, occur when a number of users from across many organizations
need to collaborate for a common purpose. As technology becomes an integral part of doing
business, it has become the key to sharing information and services betveen organizations. V-
Orgs need to share sensitive information and provide verified members with access to protected
content and servicesat different security levels across organizations

Organization &

Virtual
Organization

Organization D OrganizationB

Organization C

The need to share information creates the responsibility of protecting it to avoid b usiness losses,
limit civil liability, and fulfill compliance obligations of government regulation . Virtual
organizations can pose difficult IT challenges.

9 strength of the user registration process
9 potential liability issues to th e policies
i technologies used for authentication, authorization, and information protection.

Now, more than ever, organizations need a means to establish trust with each other through
technology.
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Options for Virtual Organizations

External Server Solution

It might seem that the simplest solution to this scenario would be to create a separate external
serverand provide individual user accessfrom all of the participating organizations.

External Server

A
CompanyA N\, CompanyB
£ Multiple -

Q Login IDs Q
NS | S s
el el
‘i.\- :i,\.

- -

Users from each Organization access a single external server texchange information via
assigned credentials.

This solution has a number of potential problems and hidden costs.

1 An external server requires the creation of anexternal management structure that
crosses all of the involved organizations to verify the credentials of users and the mutual
development and maintenance of IT resources.

1 Organizations lose direct control of their information and services when it is uploaded to
an external server outside of their control. Organizations under this solution surrender
control over who is allowed to access their proprietary materials.

1 Each collaboration project with another organization would require an additional
external server, which will only increase cost and add confusion as employees transition
into new roles.

1 Redundant security credentials across different systems make it difficult to monitor
changes across the organizations. For example, an employee might transition out of one
organization and still retain the ability to access the external server.
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Federated | dentity

Federated identity distributes identity information and tasks across security domains so that the
parties involved can focus on the jobs they do best. Providing secure and seamless connectivity

to these applicationdasedodoi mred abuiohdhngsothast enc:

share a userds digital identity and access

relationships allow identity information (and related security policy information) to flow across
organizational boundaries, independent of platform, application, or security model.

The first step to establishing trust is the ability to recognize and verify the identity of parti es
accessing information or services. The next step is to make decisions about what the verified
party can and cannot access, and the manner in which the resources and services can be
accessed.

Organizations work with partners, suppliers, and contractors that they trust. These partnerships
can include standard vendor relationships as well as outsourcing relationships for internal
functions like benefits, human resources, or travel.

Federated trust relationships allow organizations to work together mor e efficiently. The key is
that every user is authenticated by its own organization, as opposed to asking to the partner
organization to take on the burden of extra shadow accounts..

rigt



How Federated Identity Work s With in a V-Org

In this scenario, two companies have agreed to create a Virtual Organizationto complete a
shared project.

Company B has agreed to bea Service Provideror Relying Party in the V-org. This means that
Company B will host shared information and files on their internal servers. In this scenario,
Company B hascreated a collaboration portal on their server and assigned the appropriate
security levels to the documents within it.

Company A has agreedto join the V-Org. As such it will act as anldentity Provider for users
having their identity managed by Company A. This means that Company A willinclude
additional V-Orgs membership details for usersof their company and will provide access to an
Identity Provider Security Token Servicg(STS to issue tokens to verify credentials. Company B
decidesto trust CompanyAd s user t o a cacdevil ely donttokensotoatiow iaatdso

Note: This example is purposely limited for the flow of the narrative. Two-way trust is also

possible. For example both companies might want to be a Service Provider andan Identity

Provider if they both want to share some resourcst 0 each ot hefortheexecgtienr bases
of the project.

Hereds the fl ow:

Company B

(Company A )

Trust Relationship

Identity Provider Service Provider

+ User Interactions >
+ HTTP/redirects
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1. John Smith from Company A enters the specified URL into his web browser to gain
access to the Collaboration Portal.

2 Company BO0s server does not i mmediately recogn
Security Token Service toprocess the Authentication.

3. Company Bd&ds Security Token Service returns a w
the proper Identity Provider, in case the \AOrg has multiple ones.

win2k8r2-geneva.contosol.com

The site that you are accessing requires you to sign in. Select your organization from the
following list

| win2k8r2-geneva contosol.com »|

IBM WSFED
Oracle FED

SUN SAML2
SUN WSFED

Note: For the purpose of this lab we left the selection of the Identity Provider to the

user. In general the selection can be avoided by setting up the Identity Provider page in

such a way that the userds identity provider i
select it. This is the case, for instance, of environment where Windows integraed

Authentication is used, in that case the user is already recognized as authenticated and it

is automatically redirected to the resourceds

4. Once John Smith selects 0Company A6 as its | de
STS from Company A.

5. In general the STS sends a web form for the user to enter its credential. In this particular
lab, the STS from Company A willrely on an authentication dialog displayed to John
Smith requesting verification of login credentials.



indows Security
The server ca-w2k332wa-01.testcontoso.com at SPResourcePolicyRealm
[12:52:03:9912] requires a username and password.

T User name
!E‘ J assword
B Remember my credentials

Note: In the caseof the user being already authenticated with a Kerberos based system

(like Windows environment with domains and windows integrated authentication, the
t o /password becasse hensalready recognized as

userwo n ot need

authenticated user
6. John Smith enters account name and password into the authentication dialog.

(Company A )
o

Authenticate,‘.. -

Create «*
Tokens
w/ Claims",.
: . Trust Relationship _ _
Identity Provider Service Provider

* User Interactions >
« HTTP/redirects

......... T—

+ Internal Pracessing
of th
(the

The STS from Company A will authenticate the user information and create a token with
es that def Adaenistaliaet aboud anrentify t y
b. yin tressaenatioeClaimearet i t vy

@lamsd properti
ecté), stated

(the O0subj
used to describe user attributes. For example, the trust relationship could have been
t o wane,lastaaene, (oB titld and email address as

8
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a way to describe him. When the Service provider receives the claims, it can decide
based on the claimswhat type of profile should be assigned to th e user.

8. The STS sends thesigned security token back to the userd s b r. dNetes &lliexchanges
between the two systems are done using secure channels (such as HTTRS

9. JohnSmithd s b risnow directedto Co mpany B fpocesing3olabmnation
Portal with the token.

10. Company B 6 s vd&idates and transformsthe token into a new token which the
Collaboration Portal can use.

11. Company B 6S3 Ssends back to the browser the new token.

12.John Smith s br owser posts the new aankdisgraned t he Col
access to the filesbase on his profile determined by the claims.

Home

## Document Center

Al Sites -
Home |DocumentCentend News - Reports  Search | Sttes
View All Site Content Home Docurr
Site Hierarchy Document Center site
e Announcements
& Announcements
welcome to Dacument Center. 12/4/2009 11:25 AM
4l Tasks by IECLAB\administrator
Welcome to your new Document Center. Use this site to centraly manage documents in your
enterprise.
Add new announcement
Upcoming Tasks
There are no items to show in this view.
Relevant Documents
B test 4/30/2010 11:21 AM Documents 3=
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Lab Products and Solutions

CA SiteMinder

SiteMinder is a centralized Web access management system that enables user authentication
and single sign-on, authentication management, policy-based authorization, identity federation
and auditing of access to Web applications and portals.

More information at: http://www.ca.com/us/internet -accesscontrol.aspx

Microsoft Active Directory Federation Services (AD FS 2.0

Active Directory Federation Services(AD FS)2.0 is a server role in Windows Server that provides simplified
access and single signon for on -premises and cloud-based applications in the enterprise, across
organizations, and on the Web. AD FS 2.0 helps IT streamline user access with native single sigon across
organizational boundaries and in the cloud, easily connect applications by utilizing industry standard
protocols and provide consistent security to users with a single user access model externalized from
applications. From anInteroperability perspective, AD FSs based on industry standard protocols that
enable applications based on different programming models, languages and devices to interoperate. AD
FSconnects systems for identity based access usig the claims-based architecture and can easily adapt
new authentication methods with minimal application code ¢ hanges.

More information at:
http://www.microsoft.com/windowsserver2008/en/us/ad -fs-2-overview.aspx

Microsoft Office SharePoint Server (MOSS) 2007

Microsoft Office SharePoint Server 2007 is an integrated suite of server capabilities that can help
improve organizational effectiveness by providing comprehensive content management and
enterprise search, accelerating shared business processes, and facilitating informatiorsharing
across boundaries for better business insight. Additionally, this collaboration and content
management server provides IT professionals and developers with the platform and tools they
need for server administration, application extensibility, and interoperability. Windows Identity
Foundation Federation Utility for SharePoint 3.0 was used to make MOSS2007 a clairaware
application. Claim-based support is a built-in feature in MOSS 2010

More information at: http://sharepoint.microsoft.com

10
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Environment Used

AD FS2 (Service or Resource Provider (SP or RP)):
A Windows 2008
A With Roles: ADCS, ADDS, DNS Server, Web Server

CA SiteMinder (Identity Provider):
A Windows 2003 R2
SiteMinder r12 SP1
Active Directory

11S6

ServletExec AS 6

> 3> I» >

This document presumes that all software needed on both sides has been installed. Also the
certificates are in place to enable SSL for the web servers on both ends.

11



Lab Overview

This lab demonstrates how to use Microsoft Office SharePoint Server 2007 (MOSS) and CA
SiteMinder to create a V-Org. The lab explores various scenarios on how to use Microsoft Office
SharePoint Server 2007 AD FSand CA SiteMinder to generate Identity Providers, Service
Providers, andauthorization control.

Hereds an overview of t hEhesamgeradératianisusing ADd-$and he s ol
MOSS as Service Provideand CA SiteMinder as the Identity Provider.

Company A ) ( Company Bw

a :
SiteMinder: %”
&

£

Trust Relationship
Identity Provider Service Provider

In this case we are usingAD FSasthe ServiceProvider as it& allowing the user to access the
protected resource after successful authentication from the CA SiteMinder (Identity
Provider/Account Partner).

12



Using MOSS 2007 to Build a vV -Org Connection
with CA WS -FED

Step One: CA SiteMinder (IdP) Configuration:

1. Install web Agent Option pack and configure the Federation Web Services as per the steps
mentioned in the FSS guide. (Refer Page No. 184)

2. Add a Web Agent for IIS for 4.x agents and provide ip of the Web Agent. Click OK.

siteMinder Agent Dialog x|

Agent Properties -

(v | Eiteilifder:

YWeh Agent R

13



3. Click Add to add a Web Agent Config Object using a default iis config object and provide
DefaultAgentName, DefaultUserNameand password Click OK to continue.

-5 SiteMinder Agent Configuration Object Dialog El
Agent Configuration Object Properties HELP |
*Mame: Description:
|i|5AgentCnnﬂgonject |||5 Agent Configuration Object
—— Configuration Yalues
Parameter Mame | Yalue =l
#AgentMamesareF QHostNames no =
#AppendlSSemnverlog no
#BadCssChars
#BadFormChars == 8 %22
#BadGuernyChars
#ConformToRFC2047 Yes
#CookiePath no
#CookiePathScope froot
#CookievalidationPeriod no
#CesErrorile
#CUustom401 ErrorFile no
#CustomipHeader no .
a | [
add || meete | Edit |

] | Cancell Applyl

Agent Configuration Ohject 1SAgentConfinChject

14



4. Add above created Web Agent Config Object in the FederationWebServiceAgentGroup
5. Add an Authentication scheme for the Basic Over SSL Template.

SiteMinder Authentication Scheme Dialog X|

Authentication Scheme Properties -

pesicosLAutocheme I

Basic over S5L Template |

ca-w2k 33 2wa-01 testeontoso.com: 443
isiteminderagentnocert'smgetcred. scetbasic

_ K| cancel | _spny |

6. Click OK.

15



7. For SSL, configure IIS and import CA root certificate in the trusted root cert store.

8. Create SSL user store object using AD namespace for the SSL AD port and test it using the
view contents button.

SiteMinder User Directory Dialog x|

User Directory Properties -

o 7
ca-w2k332ps-01:636

Subtree ¥ ch=Usars, de=testcontosa, de

16
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9. Protect the resource (/affwebservices/redirectjsp/) as it is required to set the Authentication
URL parameter while adding a Resource Partner to an affiliate domain. To protect this
resource, use the FederationWebServiceAgentGroup as an agenBasic over SSL
authentication scheme and SSL user store.

siteMinder Realm Dialog x|

Realm Properties -

faffwehsenvices/redirectizp/

17



10. Create an affiliate domain to identify the SP or RP to the IdP, provide Authentication URL as
https://ca -w2k332wa-01.testcontoso.com/affwebservices/redirectjsp/redirectisp.jsp , Assertion Consumer
URL ashttps://ADFS_FQDN/ADFS/LS/use POST profile and signing alias to the default alias
specified in the keystore.

siteMinder Affiliate Dialog |

Affiliate Properties -

-
— ——
[

hitps:ifca-w2k332wa-01 testcontoso. comiaffivebservicesiredirer

hitps:ifconT-w2k3r264anyv.contoso? .comfadfsiss

tos:icon1-w2kar264gnv.contoso1 comjadsfls/
-

m ﬂ =) || (L
defaultenterpriseprive

18


https://ca-w2k332wa-01.testcontoso.com/affwebservices/redirectjsp/redirectjsp.jsp
https://ca-w2k332wa-01.testcontoso.com/affwebservices/redirectjsp/redirectjsp.jsp
https://adfs_fqdn/ADFS/LS/

11. Add Service Provider in the affiliate domain and provide the required parameters.

a.
b.
C.

Namelds: UPNA userPrincipleName
Attributes: EmailAddressA mail

In SSO tab,https://ADFS_FQDN/ADFS/Is/ use it as a Security Token Consumer
Service URL and

Authentication level: 10 as we are using Basic+SSL authentication scheme.

SiteMinder Resource Partner Dialog x|

Resource Partner Properties -

hitpsfca-w2k332wa-01 festcontoso.comiaffwehservicesiredirect spiredin

SELTLE Certificate

hitps:fecont-w2k8r264gnv.contosol .comfadfsilss

19
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12. Also create a new Affiliate and provide the required parameters.

siteMinder Affiliate Dialog x|

Affiliate Properties -

[
hitps:ifca-w2k332wa-01 testcontoso comiaffiveb servicesiredirer

hitpsicon1-wik8r264gnv.contosol .comiadfsiss

m I =6 |t =
defaultenterpriseptrive

20



Step Two: Configuring AD FS 2.0

1. The first step isto protect a resource and add it as a Relying Party Trust in AD FS 2.0 MMC
console.

2. Add SiteMinder as a Claims Provider Trust
3. Right click on Claims Provider Trust and select Add Claims Provider Trust
4. Select manual configuration and provide the Display Name, IdP identifier and provide CA

certificate in Signature. IdP identifier will be like

https://<IdP domain>/affwebservices/public/wsfeddispatcher

Add SiteMinder in the list of Trusted Claims Providers in AD FS.0:

Ensure that you have the federation identifier specified in the Service Properties written down.
We will use the same identifier we used as IdP ID on SP side
(http://<ldPdomain>/adfs/services/Trust ).

1. Inthe Microsoft Geneva Server Management MMC , add a Claims Provder Trust by right-
clicking on Claims Provider Trustaunder the Trust Relationshipsnode.

¥ AD FS 2.0 Management

@ File Acton View Window Help
&= 2m HE
B ADFS 2.0 Claims Provid
| Service -
= | TrustRelationships Di .l Na’
= Ve Do
" Relying Party Trusts Add Claims Provider Trust...
| Attribute Stores View »
| Information Card New Window from Here
Refresh
Help

2. Click Start to add a claims provider.

21



@ Welcome

@ Select Data Source
@ Readyto Add Trust
@ Finish

el

Add Claims Provider Trust Wizard e x|

Welcome to the Add Claims Provider Trust Wizard

This wizard will help you add a new claims provider trust to the AD FS configuration
database. Claims providers issue claims about a userin a security token for a particular
transaction.

The claims provider trust that this wizard creates defines how this Federation Service
recognizes the claims provider and consumes the claims that it issues. You can define
acceptance transform rules for issuing claims to the relying party after you complete the

< Previous | Start l Cancel I Help |

3. Select the Enter claims provider trust data manuallyoption and click Next .

r

" Add Claims Provider Trust Wizard

Select Data Source

: Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure URL

@ Configure Identifier
@ Configure Certfficates
@ Ready to Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this claims provider:

¢ Import data about the claims provider published online or on a local network

Use this option to import the necessary data and certificates from a claims provider organization that
publishes its federation metadata online or on a local network.

Federation metadata address (host name or URL):

Example: fs fabrikam.com or https://fs fabrikam.com/

" Import data about the claims provider from a file
Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.
Federation metadata file location:

| Browse... |

¢ Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

<Previous [[ Net> |  Cancel Help

4. Enter Display Name and click Next .

22



¥ Add Claims Provider Trust Wizard

Specify Display Name

: Steps
@ Welcome
@ Select Data Source
@ Specify Display Name
@ Choose Profile
@ Configure URL
@ Configure Identifier
@ Configure Certificates
@ Ready to Add Trust
@ Finish

Type the display name and any optional notes for this claims provider.

Display name:

|CA_SiteMinder|

Notes:
=
I

<Previous |[ Net> | Cancel Help

5. Select the AD FS2.0 profile option and click Next .

"3 Add Claims Provider Trust Wizard

Choose Profile

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure URL

@ Configure Identifier
@ Configure Certificates
@ Readyto Add Trust
@ Finish

This wizard uses configuration profiles to aid in creating the claims provider trust. Choose the appropriate
configuration profile for this claims provider trust.
& AD FS 2.0 profile
This profile supports claims providers that are interoperable with new AD FS 2.0 features, such
as the SAML 2.0 protocol.
¢ ADFS 1.0and 1.1 profile
This profile supports claims providers that are interoperable with AD FS 1.0and 1.1.

<Provious [ Ned> | Cancedl | Hep

6. Selectthe Enable support for the SAML 2.0 WebSSO protoamption.

Enter the URL for the protocol file. For this example, it is https://ca-w2k332wa-
O1/testcontoso.com/SPSSample/welcome.html

Click Next .

23
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%il Add Claims Provider Trust Wizard

Configure URL

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Identifier

@ Corfigure Certificates
@ Readyto Add Trust

@ Finish

7. Click Next.

Add Claims Provider Trust Wizard

Configure Identifier

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure URL

@ Corfigure Certificates
@ Readyto Add Trust
@ Finish

8. Add token certificate and then click Next .

24



9. Click Next.

%l Add Claims Provider Trust Wizard

Configure Certificates

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure URL

@ Configure Identifier

CN-WM. G

@ Readyto Add Trust
@ Finish

Add Claim: ider Trust Wizard

25



10. Click Finish.

26



Step Three: Configuring Microsoft SharePoint Server

Part One: Install Microsoft Federation Extensions for SharePoint 3.0

1. Download and

run the Microsoft Federation Extensions for SharePoint 3.0 at

http://www.microsoft.com/downloads/details.aspx?FamilylD =8e7b6d99-991e-44fc-a74e-

9adb152ddc37&displaylang=en

Part Two: Create Collaboration Portal Using SharePoint Server

1. Go to SharePoint 3.0 Central Administration > Administrative Tools > Application
Management.

{2 Create or Extend Web Application - Windows Internet Explorer

a -l
i B =8|
@Q:jv[g http://con1-moss2007:2 =4l x| o 5ing P~

< Favorites |5 @ Suggested sites ~ ] Web Slice Gallery +

(@ Create or Extend Web Application | | 23 B - [ o= - Page~ Safety~ Tooks~ @+

Central Administration

)'go Central Administration
Home  Operations | Application Management

Welcome CONTOSO 1\administrator v | My Site | My Links :.J

Central Administration > Application Management > Create or Extend Web Application

Create or Extend Web Application

View Al Site Content Use this page to create a new Windows SharePoint Services application or to extend an existing application to another IIS Web Site. Learn about creating or extending

Central Web applications.
Administration
= Operations Adding a SharePoint Web Application Create a new Web application
ARl Creating a new Web application is the most common option. When creating a new
ousinrid i SharePoint Web application, you create a new database to store data, and define the Extend an existing Web application
g authentication method used to connect the SharePoint application to that database.
harod Senioes Choose Extend an existing web application if you need to have separate IIS Web Sites
that expose the same content to users. This is typically used for extranet deployments
» SharedServices1 where different users access content using different domains. This option will reuse
the content database from an existing Web application.
8] Recycle Bin

1|
[ [ [ [ [ [ [6 Localintranet | Protected Mode: OFf [%a ~ [®00% -

| ;
oo B &2 J]5]E P e

2. Click Extend an existing Web application.

27
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[4 * Extend Web Application to Another IIS Web Site - Windows Internet Explorer ol :
G@ 4 |g http://con1-moss2007: 20206/_admin/extendwebfarm.aspx?WebApplicationId= | l Ib Bing

7 Favorites | 5% @ Suggested Sites » @ | Web Slice Gallery ~

(@ Extend Web Application to Another IIS Web Site I | Z3 v B - [ e - Page~ Safety~ Tools~ @~ 7
Central Administration

% Central Administration
Home  Operations

Welcome CONTOSO1\administrator ¥ | My Site | My Links ¥ | =

Central Administration > Application Management > Create or Extend Web Application > Extend Web Application to Another IIS Web Site

Extend Web Application to Another IIS Web Site

View All Site Content Use this page to extend a web application onto another IIS Web Site. This allows you to serve the same content on another port or to a different audience. Learn about
Central creating or extending Web applications.
Administration
= Operations Web Application Web Application: | No selection 2
¥ o
= Application Select a Web application.
Management
Shared Services TIS Web Site € Use an existing IIS web site
Administration Choose between using an existing IIS web site or create a new one to serve the - _J
i i i ication. Default Web Site 4
e Windows SharePoint Services application | ult V i
— = If you select an existing IIS web site, that web site must exist on all servers in the farm % Create a new IIS web site
|2} Recycle Bin and have the same description, or this action will not succeed, -
Description
If you opt to create a new IIS web site, it will be automatically created on all servers in |Sharepoint - 27786
the farm. If an IIS setting that you wish to change is not shown here, you can use this =3
option to create the basic site, then update it using the standard IIS tools. Port
|27786
Host Header
Path

IC :\inetpub\wwwroot\wss\VirtualDirectoi

Security Configuration

Kerberos is the recommended security configuration to use with Integrated Windows Authentication provider:
authentication. Kerberos requires the application pool account to be Network Service )

or spedal configuration by the domain administrator. NTLM authentication will work € Negotiate (Kerberos)

with any application pool account and the default domain configuration. -

i T e LY T

ped B B C || S|5]@ P E

3. SelecttheCreate aNew lISwebsite r adi o button and enter Extern
into the Description field.

4. Enter information into the Port, Host Header, and PatHields.
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7~ Extend Web Application to Another IIS Web Site - Windows Internet Explorer

: IR

® v [g, http: //con1-moss2007: 20206/_admin/extendwebfarm.aspx?WebApplicationld=

< Favorites | 3% & suggested Sites ~ @ Web Slice Gallery ~

= SharedServices1

15/ Recycle Bin

& Extend Web Application to Another IIS Web Site
indows Shareroint Services application.

=14 |[x| o 5ns

BB -oe-

Page ~

28

Safety ~ Tools~ @~

If you select an existing IIS web site, that web site must exist on all servers in the farm
and have the same description, or this action will not succeed.

If you opt to create a new IIS web site, it will be automatically created on all servers in
the farm. If an IIS setting that you wish to change is not shown here, you can use this
option to create the basic site, then update it using the standard IIS tools.

Security Configuration

Kerberos is the recommended security configuration to use with Integrated Windows
authentication. Kerberos requires the application pool account to be Network Service
or special configuration by the domain administrator. NTLM authentication will work
with any application pool account and the default domain configuration.

If you choose to use Secure Sockets Layer (S5L), you must add the certificate on each
server using the IIS administration tools. Until this is done, the web application will be
inaccessible from this IIS Web Site.

Load Balanced URL

The load balanced URL is the domain name for all sites users will access in this
SharePoint Web application. This URL domain will be used in all links shown on pages
within the web application. By default, itis set to the current servername and port.
http://go.microsoft.com/fwlink/?LinkId=114854

[
oo & &

JUerault Web Site

¥ Create a new I1S web site
Description

=

|External Web User's Site

Port

[aa3
Host Header

[con1-moss2007
Path

[s\irtualDirectories\con1-moss2007443

Authentication provider:
" Negotiate (Kerberos)
& NTLM
Allow Anonymous:
€ Yes
& No
Use Secure Sockets Layer (S5L):
€ Yes
& No

URL
[http://con1-moss2007:443

Zone

| Default

=)

|

[ [ [ [ [ [ tocalintranet | Protected Mode: Off

Sm|alsfe

5. Verify the information.

6. Enter the URL of the Collaboration portal and click OK.

Fa~ [Roo% ~
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Part Three: Add SSL Certification to the IIS Website

1. Open lIS Manager.

2. Open External Users Web sitén the left panel as seen below.

"E Internet Information Services (IIS) Manager . ; = IEI_XJ
% | @ » contmoss2007 » sites » External Users Website & = @ -
File View Help
i External Users Web site Home ‘
Q- i s l& £ Explore
4 StartPage = = Edit Permissions
€5 CON1-MOS52007 (CONTOSO 1hadmif | Fiter? - Bfco - Gshow Al |Groupby: Area - - :
2} Application Pools ASP.NET Al Edit Site
-8l Sites P > . Bindings...
-8 Default Web Site = AP ( F 1\ ‘) Basic Settings...
- o EEm a2 < P = © @2
& NET NET NET Error NET NETProfle  .NETRoles  .NET Trust View Applications
4| _controltemplates Authorizati... Compilation Pages Globalization Levels View Virtual Directories
-] layouts . - . -
A .L 6. (R 3 | rt Manage Web Site )
= |ab| 4 CE| ) 4
£ = : . Restart
B1-G5 _wpresources .NET Users Application Connection  MachineKey  Pages and Providers  Session State
2 Settings Strings Controls P start
-__| App_Browsers s
- | App_GlobalResources Y Stop
-] aspnet_dient { = Browse Web Site
&- TJ bin SMTP E-mail [€] Browse *:443 (https)
[+~ | wpresources
- 0 Office Server Web Services Advanced Settings...
(-6 SharePoint - 15600
€D SharePoint - 80 Lo Configure
€ SharePoint Central Administr \ — S Failed Request Tracing...
; g% ﬁ& \ﬁl @ Limits...
ASP Authentication CGI Compression Default Directory Error Pages @ Help
Document Browsing 5
Online Help
= = e Y #=] ] |
& 2 Cty o 8 »
Failed Request ~ Handler HTTP Redirect HTTP ISAPI Filters Logging MIME Types
TracingRules  Mappings Respo...
. i =
<=1 i! = o=
Modules Output Request SSL Settings
Caching Filtering ;l
q | 5 Features View |/ 2 Content View
<

e B & | W] GRS

3. ClickBindings .

e
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Site Bindings
Type | Host Name | Port | IP Address | Binding | Add... |
https 443 *
Edit... |
Remove I
Browse |
d L
_ Cese |
4. Click Add.
2]
Type: IP address: Port:
Ihttp _:J |A|I Unassigned _:J |443
Host name:

Icon 1-moss2007.contoso1

Example: www.contoso.com or marketing.contoso.com

[ o | conce |

5. Enter Site Binding and clickOK.

6. Go to SharePoint Central Administration > Application Management >
Authorization Providers and click Edit Authentication.
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ion Providers - Windows Internet Explorer
°° @ [8] htto://con1-moss2007: 20206/ _admin/authenticationproviders.aspx
g Favorites |5 @ Suggested Stes v B | Web Sice Galery »
(& Authenscaton Providers [ |
Central Administration

(2 B3 5

%‘j@ Central Administration

Home  Operations.
Central > Providers
Authentlcatlon Providers

Web Apphcation: | hittp://con1-moss2007:15600/ ~
Zone Membership Provider Name

Windows

[Done

[T T [ [ tocalntranet | rotected Mode: OFF [Fa~ [H00% ™~
e & o @ a|Tfe o

7. Click Default

entication - Windows Internet Explorer

'I& htp:/ 20206/ 2 Dk

g Favorites | 5 @ Suogested Stes > 8 Web Sice Galery »

pld=17cbfe93%20b803%2D4ad2%2Dae 13%: 7] [ #2.1| X | & Bng

@ edt Authentication I | i - B) - v Page~ Safety Toos+ @
| Central Admi > ion Providers > Edit i Al
(Edit Authentlcatlon

| |
b S et Agpicatin: htp:/[con1-moss2007:15600/
Zone Zone
These ttings are bound to the following zone. Default
Type Authentication Type
Choose the type of authentication you want to use for this zone. Leam about @ Windows
configuring authentication,
€ Forms
€ Web single sign on
Anonymous Access I Enable anonymous access
You can enable anonymous access for sites on this server or disallow
access for all sites. Enabling anonymous access allows site advv\nsn'amls tn tum
onymous access on. Disabling anonymous access blocks anonymous users in the
web.tonfig fle for te zone.
1S Authestication Settings ¥ Integrated Windows authentcation
Kerberos s the recommended security :onﬁwrauon to use with Integrated Windows A
aumm Ksberos requres lhe tion pool account to be Network Service Negotiate (Kerberos)
i by the domai . NTLM wil work @ amm
it sy s ikation pao St ane the defact dasn conf o
I Basic authentication (password is sent in dear text)
Client Integration Enable Clent Integration? L
Disablng dient integration wil remove features which launch dient applications. Some e
authentication mechanisms (such as Forms) don't work well with chent applicatons. In LA
this configuration, users will have to work on documents locally and upload ther
changes.

5]

[ [ [ [ & ocalintranet | Protected Mode: OFf Fa~[Rwoo% =
ol & & _lm|as6 R

8. Verify that SharePoint has the correct information.
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Part Four: Running the Fe derated Utility for SharePoint 3.0

1. Start Federated Utility for SharePoint 3.0

;,- Administrator: Federation Utility j - |D|£I

Welcome to the Federation Utility wizard ="
This wizard helps you to establish a trust relationship between a claims-aware application and a Security Lm
Token Service (STS).

e R

" =

(Example: c:\inetpub \wwwroot\application 1\web .config)

i Application URI

| =

(Example: https://www .contoso.com/application1/}

2. Click Browse to find your Application configuration location .
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(U ) 1~ vwhabrectores - con1moss2007443 «

X
- [ Search con 1-moss 2007443 g
J

Organize v  New folder =~ E®
- i Name - | Date modfied | Type

B Desktop . _20p_bin S5/6/2010 11:17AM  File folder

98- Oownloads . B pwt S/6/2010 11:17AM  Fie folder

4 RecentPces ; App_Browsers /2010 11:17AM il folder

=3 Ubraries I App_GlobaResources $/6/2010 11:17 AM File folder

. aspoet_dient S/6/2010 12:31PM  Fie folder

‘B Computer 5 bn S/6/2010 11:17AM  Fie folder

). Wpresources S/6/2010 11:17 AM File folder

S Network ] global.asax SE/210 11:17AM  ASAX Fle

1 web $/6/2010 2:12PM CONFIG File

«| | i
File name: lweb.coohg E]
4
3. Browse to the web.config file and click Open.
2 Administrator: Federation Utility - Iﬁlﬂ

Welcome to the Federation Utility wizard A
This wizard helps you 1o establish a trust relationship between 3 clams-aware spplication and a Securty m
Token Servica (STS)
i~ Applcation corfiguration location

|C:\netoub \wwwroot \wes \Vitual Drectones \con 1moss 200744 3\web corfig
{Example: ¢ \inetpub \wwwroot \application 1\web corfig)

i~ Apphcation URI |

Jhtps://con1moss 2007 contoso.com 4|
(Example: https.//www contoso com/apphcation 1/)

4. Enter Application URL and clickNext .
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§% Administrator: Federation Utility

Security Token Service
Select a Security Token Service (STS) option.

€ NoSTS
Enables claims programming model for the selected application.
Service.

| Create a new ST projectin the current solution
Anew STS project will be added to the cument solution. The sel
modified to trust and accept claims issued by this STS. This opti
reference.. menu item in Visual Studio.

% Use an existing STS
The selected application’s configuration will be modified to trust

STS. Specify the WS-Federation metadata document location for the existing STS.

This option does not require a Security Token

lected application’s configuration wil be
jon is only available through the Add STS

and accept the claims issued by an existing

STS WS-Federation metadata document location

]https ://win2k8-geneva.contorso 1.com Browse... | Test location... |
(Example: htp: /Fe /2007-06/F ml)
<Back | Next > I Cancel |

5. SelectUse An Existing STS.

6. Browse to the STS WS Federation metadata document location. ClichNext .

7. SelectDisable certificate chain validation
error window and click Next .

8. SelectNo Encryption on the Security token

on the STS signing certificate chain validation

encryption window and click Next .
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