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Abstract

This lab demonstrates how to configure PingFederate to connect to Microsoft SharePoint 2010.
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Introduction

This lab explores various scenarios on how to configure PingFederate to access Microsoft SharePoint
Server 2010.

The key benefits of using PingFederate are:

e Ability to control access to information
e Ability to use a single username and password to access multiple resources across many
domains over the Internet

Business Scenario

Sharing of real-time information over the Internet and collaborating among different organizations has
become critical to the smooth functioning of the businesses. This trend of information sharing implies
that users, such as employees, must access many resources on the Internet to perform their tasks. The
resources on the Internet can include the Software as a Service (SaaS) sites and managed services. This
situation requires that the users perform the difficult task of remembering their usernames and
passwords for each Internet resource that they access.

Maintaining a secure working environment is a complex task. Sometimes, when the resources exist
within the network or intranet of an organization, you can implement Single Sign-On (SSO) to solve the
problem of securely accessing the resources. SSO is widely implemented in many organizations. SSO can
be easily implemented if all the Internet resources exist within the same network domain.

The advent of sharing information among multiple organizations has resulted in the need to manage
employee identities across different domains. A typical example is when mergers and acquisitions
happen, employees need to access corporate resources in different domains. It is difficult to manage
and share identity information across different domains. In such scenario, identity federation enables
organizations to share the identity information of the employees with the other service providers. The
main advantage of identity federation is that it enables organizations to control the ability of the
employees to access information.

Overview of the Products Used in the Lab

The following products are used in this lab:

e PingFederate

e  Microsoft SharePoint Server 2010
e Windows Server 2008 R2

e SQL Server 2008

e IDK1.6
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Overview of PingFederate

PingFederate is an identity server product from Ping Identity and uses the principles of federated
identity. PingFederate enables users to access multiple Internet resources that are spread across
different domains using SSO. Suitable for the browser-based SSO, identity enabled Web services, and
associated user account management, PingFederate uses the standards-based identity federation to
provide an Internet identity security platform. PingFederate eliminates the use of repetitive logon
process to different applications spread across different domains and helps to reduce the unauthorized
usage of passwords. PingFederate WS-Trust Security Token Service (STS) enables organizations to
extend SSO-based identity management to the Web services. You can extend identity management to
the SOAP and REST-based distributed systems by using the optional add-on PingFederate Web Services.

The main features of PingFederate are:

e Standards based identity federation

e Optional connection templates

e Automated user provisioning for the selected SaaS applications
e Tailored kits to simplify integration with the existing applications

Overview of Microsoft SharePoint 2010

Microsoft SharePoint Server 2010 is a rich server application for the enterprise that facilitates
collaboration, provides full content management features, implements business processes, and provides
access to information that is essential to organizational goals and processes. It provides an integrated
platform to plan, deploy, and manage intranet, extranet, and Internet applications across and beyond
the enterprise. Organizations can use the platform to connect and empower people, and facilitate
collaboration among colleagues, partners, and customers.

Microsoft SharePoint 2010 provides the Information Technology professional with:

e Increased productivity by improving the administrative experience and by giving the
administrator deeper operational insight. Increase in productivity is facilitated by a new,
streamlined Central Administration Web site, new capabilities to manage and monitor the
SharePoint farm, and the Windows PowerShell™ support.

e A scalable unified infrastructure that includes better control over server resources (for
example, to improve the performance and management of large lists) and data management
and protection by using high availability. In SharePoint 2010, a new scalable services
architecture is also included that allows SharePoint administrators to effectively manage and
centralize services such as Search, My Sites, and Taxonomy. The new services architecture is
extensible to allow Independent Software Vendors (ISVs) to build services and add them to the
platform. Resource Throttling is implemented across the platform, from the HTTP request,
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processor and memory usage to the list and document handling to ensure the performance and
protect the availability of the server farm.

e Flexible deployment options by providing a quick and simple installation and configuration
process and a predictable and consistent upgrade path from Windows SharePoint Services 3.0
and Office SharePoint Server 2007. Functionality has also been introduced that allows
administrators to manage how users use SharePoint. For example, you can now safely allow site
administrators to upload and run custom code within a controlled sandbox environment by
using Sandboxed Solutions. Administrators also have more governance control: If you want to
maintain a centralized SharePoint deployment versus a more decentralized approach, you can
either block those deployments through Group Policy or track them by using the Active
Directory® marker support.

Overview of Federated Identity

Federated identity distributes the identity information and tasks across security domains so that
stakeholders can focus on the jobs that they are good at. Providing a secure and seamless connectivity
to any application requires building trust-based relationships that enable the organizations to share a
user’s digital identity and access rights. These trust relationships allow the identity information and
related security policy information to flow across organizational boundaries, independent of the
platform, application, or security model.

The first step towards establishing trust is to recognize and verify the identity of parties that access
information or services. The next step is to decide how and what the verified party can and cannot

access.

Organizations work with the partners, suppliers, and contractors whom they trust. These partnerships
can include standard vendor relationships and outsourced relationships for internal functions such as
benefits, human resources, or travel.

Federated trust relationships enable organizations to work together more efficiently. Every organization
authenticates its own users, instead of requesting the partner organization to maintain the accounts.

How Federated Identity Works

In this scenario, a user from Company A accesses an application that Company B hosts.

Company B agrees to be a service provider or a relying party. This means that Company B hosts the
shared information and files on its internal servers. In this scenario, Company B creates a collaboration
portal on its server and assigns the appropriate security levels to the documents within it.

Company A agrees to implement the federated identity. Federated identity acts as an identity provider
for the users whose identity is managed by Company A. This means that Company A provides access to
the Identity Provider Security Token Service (STS) to issue tokens to Company B so that the credentials



of the user can be verified. Company B relies on tokens issued by STS and trusts the user of Company A
to provide access to the user and to access its information.

Note: The above example is purposely limited for the flow of the narrative. You can also implement
two-way trust in a scenario where users of two companies can access each other’s resources. If two
companies want to share resources with their users, both the companies can act as both service
providers and identity providers.

The following diagram describes the flow during the implementation of a federated identity:

( Company E?]\

(Company A )

J

Trust Relationship

Identity Provider Service Provider
+ User [nteractions >
« HTTP/redirects @ seeowmss=-- tletdedtded o

The following steps describe the flow in the above diagram:

1. To access the Microsoft SharePoint 2010 portal, a user from Company A enters the required
Uniform Resource Locator (URL) into a Web browser.



{= Sign In - Windows Internet Explorer Q@@
Go- [ T EIEEIE Ik
File Edit Wiew Favorites Tools  Help

T Favortes | 53 © o EFree Hotmail & >

. Signi In - B | @m v Page~ Safety~ Tooks~ -~

0 Sign In

Select the credentials you want to use to logon to this SharePoint site:
A

PingsSTS-Local
|PingSTS-Remate

Done &P Internet fa v Hioow -

The server of Company B does not recognize the user immediately, and redirects the user to the
Security Token Service (STS) to process the authentication.

The STS of company B returns a Web form and requests the user to select the appropriate
identity provider.

Note: For the purpose of this lab, the selection of the identity provider is decided by the user. In
general, you can set up the identity provider in such a way that the user’s identity provider is
detected automatically and the user does not need to select it. This scenario is achieved in an
environment where both the companies use Integrated Windows Authentication. In such a
scenario, the user is already recognized as authenticated and is automatically redirected to the
URL of the resource.

After the selection of the identity provider, the user is redirected to STS from Company A.

STS sends a Web form to the user to enter the logon credentials. In this lab, STS of Company A
relies on the authentication dialog box that requests the user to verify the logon credentials.

Note: If the user is already authenticated with a Kerberos-based system such as Windows
environment with domains and Integrated Windows Authentication, the logon credentials are
not required because the user is already recognized as an authenticated user.

The user enters the logon credentials in the authentication dialog box.
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7. STS from Company A authenticates the user information and creates a token with the claims
properties that define the identity of the user. A claim is a fact about an entity (subject), that
another entity (authority) states. In this scenario, claims are used to describe the user
attributes. For example, the trust relationship can be established by agreeing to use the user’s
first name, last name, job title, and e-mail of the user to describe the user. When the service
provider receives the claims, it can assign a profile type to the user based on the claims.

8. The STS sends the signed security token to the user’s Web browser.

Note: For all the exchanges between the two systems, secure channels such as HTTPS are used.

9. The user’s browser is directed to STS of Company B to process the Microsoft SharePoint 2010
collaboration portal with the token.

10. Company B’s STS validates and transforms the token into a new token that the collaboration

portal uses.
11. Company B’s STS sends the new token back to the browser.

12. The user’s browser posts the new token to the Microsoft SharePoint 2010 collaboration portal.
The user can now access files based on the user profile information that the claims contain.
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Lab Scenarios

This lab consists of various scenarios that demonstrate how to use the federated identity for Microsoft
SharePoint 2010.

These lab scenarios assume that the following software is installed:

e  Windows Server 2008 R2

e SQL Server 2008 along with the latest patches
e Microsoft SharePoint Server 2010

e PingFederate

Step One: Configuring PingFederate for Microsoft SharePoint
2010

This lab scenario shows how to configure PingFederate for Microsoft SharePoint 2010.
This lab scenario assumes the following:

e JDK1.6isinstalled.
e JavaScript is enabled in the Web browsers.

The configuration of PingFederate involves the following steps:

Establishing SSL Certificate

Enabling the IdP WS-Federation Role
Creating an Adapter

Creating a Connection

P wbhe

Part One: Establishing SSL Certificate

To establish SSL certificate, perform the following steps:

1. Start the Web browser and type the following URL:
https://<host>;9999/pingfederate/app
The PingFederate administrative console starts.

10



2.

3.

# Main Menu

o Interop.

Help | Support | About | Logout {Administrator)

My IdP Configuration My Server My SP Configuration

Application Integration
Settings

Adanters
Default URL
Application Endpoints

o

& Federation Settings
Protocol Endpoints

B SP Connections (1)
Derma 5P
P Manage All SP | Create Mew

litil SP Affiliations (D)

b Manage Al Affiliations | Create Mew

«» Auto-Connect Settings

0 ritial setun
Sllowed SP Dormains (1)

[ system Settings

Seryer Settings
Data Stores
IdP-to-5P Adapter Mapping

Administrative Functions

Metadata Export

XKML File Signatures
Configuration Archive
Account Managernent
License Managernert
Wirtual Host Marnes

Security

Trusted CAs

SEL Server Certificates

SEL Client Keys & Certificates

Digital Signing & XML
Decryption Keys &
Certificates

Application Authentication
Certificate Revocation
Checking

ﬂﬂr Application Integration
Settings

Adanters
Default LURLs

Target Resource Yalidation
Application Endpoints

&ft Federation Settings
Protocol Endpoints

E IdP Connections (1)

ERFN Demo 140
b Manage All IdP | Create Mew

&% Auto-Conhect Settings

[ 1ritial setun
Allowyed IdP Domains (1)

In the My Server column, under Security, click SSL Server Certificates. The Certificate

Management screen appears.

PingFederate®

Configuring My Server

# Main | Certificate Management

L J Manage SSL Server Certificates

Serial Subject DN

01:28:06:B1:E0:62

(‘Create New... ) [ Import... )

CN=localhost, OU=Development,
O=PingIdentity, L=Denver, ST=C0, C=US

B Establish and maintain the SSL certificate your server presents to incoming SSL connections.

Expires

Tue May 26 16:18:21 MDT 2020

Status

Valid

Help | Support | About | Logout (Administrator)

Active Action

v Activate
Export
Certificate Signing
Delete - Certificate in use

Certificate already active

If you are using a pre-established certificate and key, to use the Import wizard to import the

certificate, click Import.

If the import is successful, you can see the imported certificate in the list of certificates. The

11



Certificate Management screen displays a check mark for the imported certificate in the Active
column.
4. Inthe Password text box, type the appropriate password.

PingFederate’

Configuring My Server Help | Support | About | Logout (Administrator)

& Main = Certificate Management = Import Certificate

b Import Certificate ]

[El Please select the file containing the desired certificate.

Filename | Browse... | =

Password I -

Generating a certificate
You can generate and export the certificate. You can use the certificate generation wizard to generate a

certificate.
To generate a certificate, perform the following steps:

1. On the Certificate Management screen, click Create New.
The Create Certificate screen appears.

PingFederate®

Configuring My Server Help | Support | About | Logout (Administrator)

# Main @ Certificate Management Create Certificate

k3 Create Certificate |

Create a new Certificate and Private Key.

Common Name

Organization

Organizational Unit

T

City

State

Country *
Validity (days) Ir -
Key Algorithm Im *
Key Size (bits) m +

12
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In the Common Name text box, type the name that you provided during the pre-installation
steps.

Enter the appropriate information in the text boxes.

Click Next.

The Certificate Summary screen appears.

Click Done.

The Certificate Management screen appears.

On the Certificate Management screen, click Save.

You can now view the certificate.

In the Action column of the new certificate, click Export.

Select Certificate only, and click Next.

On the Certificate Summary screen, click Export and select a location to download the
certificate.

You can use the certificate to configure the Microsoft SharePoint 2010.

Part Two: Enabling the IdP WS-Federation Role

You must enable the Identity Provider (IdP) role within PingFederate.

To enable IdP WS-Federation, perform the following steps:

1.

5.

On the PingFederate administrative console screen, in the My Server column, select Server
Settings.

The Server Settings screen appears.

Click Roles and Protocols.

The Roles and Protocols screen appears.

Select the Enable Identity Provider checkbox.

Select the WS-Federation check box.

PingFederate"

Configuring My Server Help | Support | About | Logout {Administrator)

4 Main | Server Settings

+ System Administration | ¥ SystemInfo | ¥ Runtime Motifications | ' Runtime Reporting | " Account Management | % [TYOrNIe™ |  Federation Info | +
System Options | ¥ Summary
[ Select the role(s) and protocol(s) that you intend to use with your federation partners.
# Enable Identity Provider (IdP) role and support the following:

) SAML 2.0

[J SAML 1.1

) SAML 1.0

¥ WSs-Federation

) SaaS Provisioning

) WS-Trust
) Enable Service Provider (SP) role and support the following:

() Enable TdP Discovery role (SAML 2.0 only)

Fe: 1) (<P ) (Next > ) (s A
( Cancel ) < Previous ) [ Next > )  Save )

Click Next.

13



6.

The Federation Info screen appears.
PingFederate®

Configuring My Server Help | Support | About | Logout (Administrator)

4 Main | Server Settings

v System Administration | ¥ System Info | ¥ Runtime Notifications | ¥ Runtime Reporting | ¥ Account Management | ¥ Roles & Protocols | ¥ [fLTIEICTROIN] | v
System Options | ¥ Summary

El You must create a unique identifier for your server for use with your federation partners. A unique identifier is required for each protocol enabled. You will need to
communicate this with your partners out-of-band or through metadata exchange. The Base URL is used to construct other URLS in the system and may be used as part of
your system ID.

Base URL https://localhost:903 1 *

WS-Federation Realm myrealm *

e |
Cancel < Previous Mext > Save

In the Base URL text box, type the appropriate URL.

If the Base URL text box displays an invalid value, you can update the information in this text
box.

In the WS-Federation Realm text box, type a realm name.

Note:

This value is the internal PingFederate realm name. You can type any ASCII value.

Click Save.

You can now view a My IdP Configuration section on the PingFederate administrative console.
You can now configure IdP role related information.

PingFederate®

@ Main Menu Help | Support | About | Logout (Administrator)
fi Application Integration Settings [} system Settings

Adapters Server Settings

Default URL Data Stores

Application Endpoints
Administrative Functions

Jff Federation Settings Configuration Archive
Protocol Endpoints Account Management
License Management
& sP Connections (0) virtual Host Names
b Manage all SP | Creste New
ﬂ Security
[t SP Affiliations Trusted CAs

SS5L Server Certificates

SSL Client Keys & Certificates

Digital Signing & XML Decryption Keys & Certificates
Application Authentication

Certificate Revocation Checking

SP Affiliations disabled

14
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Part Three: Creating an IdP Adapter
An IdP adapter enables you to connect PingFederate to an IdM or authN system. PingFederate provides
the following types of adapters:

Adapter Description

LDAP Used to connect to Active Directory, or other Lightweight Directory
Access Protocol (LDAP) data stores

OpenToken Used to connect to applications that support OpenToken

To create an adapter, perform the following steps:

1. Create an instance of Active Directory, populate the instance with users, and use the instance as
the authoritative identity source.
2. Create an LDAP adapter that points to the Active Directory instance.

For more information on how to create an LDAP adapter, refer to the PingFederate Help.

Part Four: Creating a Connection to a Microsoft SharePoint 2010

Instance
To create a connection to a Microsoft SharePoint 2010 instance, perform the following steps:

1. On the administrative console, in the My IdP Configuration column, under SP Connections, click
Create New.
The Connection Template screen appears.

15



2.

PingFederate’

Configuring SP Connection Help | Support | About | Logout (Administrator)
# Main | SP Connection

E.J Connection Template | | | |

& PingFederate provides a built-in, quick-configuration template for connections to Service Providers using PingFederate
Express. Other templates are available separately for several SaaS providers. Please select an applicable template for this
connection, or continue to the next screen for more options.

¢ Do not use a template for this connection

¢  Use a template for this connection

Cancel I Next > |

Click Next till the General Info screen appears.

PingFederate®
Configuring SP Connection Help | Support | About | Logout (Administrator)

# Main | SP Connection

¥ Connection Type | ¥ Connection Options | % [EREPREYFar® | \ [

& This information identifies your partner's unique connection identifier (Connection 1D). Connection Name represents the plain-language identifier for this connection.
Optionally, you can specify a Virtual Server ID for your own server to use when communicating with this partner. If set, the virtual ID will be used in place of the unigue
protocol identifier configured for your server in Server Settings. The Base URL may be used to simplify configuration of partner endpoints.

Partner's Realm ({Connection ID} partnerRealm ®

Connection Name partnerRealm *

Virtual Server ID

Base URL https://myhost: 9031

Company

Contact Name

Contact Number

Contact Email
Logging Mode ) None
(®) standard
O Enhanced
OFull

Cancel < Previous Next >

In the Partner’s Realm text box, type the realm name that you provided during the pre-

installation steps.
In the Connection Name text box, if it is not populated, type the base URL of your server.
You can also use the value that you have typed in the Partner’s Realm text box.

16
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Note: The URL value should not end with a slash.

5. Click Next.
The Browser SSO screen appears.
PingFederate®
Configuring ‘a' SP Connection Help | Support | About | Logout (Administrator)

# Main = SP Connection

¥ Connection Template | ¥ Connection Type | ¥ Connection Options | ¥ Import Metadata | ¥ General Info ]*m

issofl s | Act

[E This task provides connection-endpoint and other configuration information enabling browser-based, secure Internet SSO
access to resources at your partner's site. Click the button below to create or revise this configuration.

Browser $S0 Configuration

Configure Browser SSO I

Save Draft Cancel | < Previous | Next > |
6. Click Configure Browser SSO.
The SAML Profiles screen appears.
PingFederate®
Configuring ‘a’ SP Connection Help | Support | About | Logout (Administrator)

® Main = SP Connection | Browser SS0
B a1 profies [R8 | s ton | Protoc Settngs | <

[E A SAML Profile defines what kind of messages may be exchanged between an Identity Provider and a Service Provider, and
how the messages are transported (bindings). As an IdF, you configure this information for your SP connection.

Single Sign-0On (S$50) Profiles Single Logout (SLO) Profiles
W Idp-Inttiated 550 ™ 1dp-Initiated SLO
™ sp-Initiated 550 I sp-Initiated SLO
Save Dratt | Cancel | Next> |

17




7. Select IdP-Initiated SSO check box and click Next.
The Assertion Lifetime screen appears.

8. Click Next.
The Assertion Creation screen appears.
H -
PingFederate
Configuring ‘a’ SP Connection Help | Support | About | Logout (Administrator)

% Main SP Connection Browser S50

v SAML Profiles | ¥ Assertion Lifetime | 3 LB souia 1] | |

3 This task provides the configuration for creating SAML assertions to enable SSO access to resources at your SP partner's
site.

Assertion Configuration

Identity Mapping Standard
Attribute Contract SAML_SUBJECT
Adapter Instances 0

Configure Assertion Creation |

Save Draft Cancel -:F'reviousl Next > |

9. Click Configure Assertion Creation.

The Identity Mapping screen appears.
10. Click Next.

The Attribute Contract screen appears.
11. Click Next.

The IDP Adapter Mapping screen appears.
12. Click Map New Adapter Instance....

The Adapter Instance screen appears.

18



13. In the Adapter drop-down list box, select OTldpLdap and then click Next. The Assertion

Mapping screen appears.

PingFederate’

Help | Support | About | Logout (Administrator)

Configuring 'a’ SP Connection

4 Main | SP Connection Browser S50  Assertion Creation | IdP Adapter Mapping

k. Adapter Instance || | |

& Select an 1dP adapter instance that may be used to authenticate users for this partner. Attributes returned by the adapter
instance you choose (the Adapter Contract) may be used to fulfill the Attribute Contract with your partner.

Adapter Instance OTldplLdap =

Adapter Contract

subject

Manage Adapter Instances. ..

Save Draft Cancel | Next> |

14. Click Next.
The Attribute Contract Fulfillment screen appears.
15. In the Source list, click Adapter, and in the Value list, click subject.

PingFederate®

Configuring 'MyRealm' SP Connection Help | Support | About | Logout (Administrator)

4 Main | SP Connection | Browser SSO & Assertion Creation | IdP Adapter Mapping

v Adapter Instance | ¥ Assertion Mapping | * |

& Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values. Negotiate with your partner to determine what default values to

send.

Attribute Contract Source Value Actions

SAML_SUBJECT [ Adapter 4] [ subject <) None available
16. Click Next.

The Summary screen appears.
17. Click Done and then click Next.

19



The Summary screen appears.
18. Click Done.

The Assertion Creation screen appears.
19. Click Next.

The Protocol Settings wizard appears.

PingFederate”
Configuring 'MyRealm' SP Connection Help | Support | About | Logout (Administrator)
4 Main | SP Connection | Browser SSO ‘

v Assertion Lifetime | v' Assertion Creation | % [Jtned eIt |

[E This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the button below to create or revise this
configuration.

Protocol Settings
Signature Policy SAML-standard

Configure Protocol Settings

20. Click Configure Protocol Settings.
The Assertion Consumer Service URL screen appears.

PingFederate®

® Main = SP Connection = Browser SSO | Protocol Settings

k.3 Assertion Consumer Service URL ] | |

Configuring ‘a’ SP Connection Help | Support | About | Logout (Administrator)

[ As the IdF, you send SAML assertions to the SP's Assertion Consumer Service. The SP may request that the SAML
assertion be sent to one of several URLs, via different bindings. Please provide the possible assertion consumer URLs below
and select one to be the default.

Default Index Binding Endpoint URL Action

r [ - SELECT - =] * | - Add |

Save Draft Cancel | Next > |

20
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21. In the Binding drop-down list box, click POST binding and in the Endpoint URL text box, type the

22.
23.

24.
25.
26.
27.

28.

URL of the endpoint.

Click Add and then click Next.
Click Done and then click Next.
The Credentials wizard appears.

@ Main | SP Connection
v Connection Type | ¥ Connection Options | v General Info | ¥ Browser S5O | ¥ [o[CHERTETHY |

[E For each credential shown here, configure the necessary settings.
Credential Requirement
Digital Signature Mot Configured

( Configure Credentials )

("Save Draft )

PingFederate”
Configuring ‘'urn:MOSS-2010:local' SP Connection Help | Support | About | Logout (Administrator)

(‘Cancel) (< Previous ) (Next > )
ance < Previous ext >

Click Configure Credentials.

The Digital Signature Settings screen appears.

Click signing certificate from the drop-down list box.

Click Next and then click Done.

Click Next.

The Activation and Summary screen appears.

In the Connection Status section, select Active and then click Save.

Step two: Installing and Configuring Microsoft SharePoint
2010

This lab scenario shows how to configure Microsoft SharePoint 2010.

This lab scenario assumes the following:

An Active Directory user is created to represent SQL administrator.

An Active Directory user is created to represent Microsoft SharePoint 2010 administrator.

The configuration of Microsoft SharePoint 2010 consists of the following steps:

Setting up a server farm
Configuring a server farm
Setting up claims WA
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e Using certificates for HTTPS
e Resolving the host header name

Part One: Setting up a Server Farm

You can use the Products Configuration wizard to setup a server farm. When you create a server farm,
ensure the following:

e Enter the appropriate SQL server information. You can use the SQL administrator account that
you had created.

e (Create a passphrase. You can use the passphrase to join more machines that run SharePoint bits
to the farm.

e Ensure that the Specify port number check box is selected. You can type any numeric value to
represent the port number.

e Ensure that New Technology LAN Manager (NTLM) check box is selected.

Part Two: Configuring a Server Farm

The Farm Configuration wizard enables you to set up various service applications to the farm.

When you configure a server farm, ensure the following:

e Type the user name and password of the SharePoint admin account that you had created in the
Active Directory.
Note: Do not use the OOB site collection since this site collection is created under OOB non-claims
legacy Web app @ port 80.

Part Three: Setting up Claims WA

To setup claims WA, perform the following steps:

Click Start -> All Programs -> Microsoft SharePoint 2010 Products.
Right-click Microsoft SharePoint 2010 Management Shell and click Run as
administrator.

3. Edit the following script with the following parameters:

Parameter Description
SigninUrl New-SPTurestedldentityTokenlssuer
Identity New-SPClaimsPrinciple

Note: This value is the account that
PingFederate provides.
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ApplicationPoolAccount New-SPWebApplication
Note: This value is the SharePoint

administrator account name.

url New-SPWebapplication
Note: This value is the name of the
SharePoint machine.

New-SPSite Replace all occurrences of Microsoft
SharePoint 2010 with the name of your
machine.

Srealm = "urn:" + Senv:ComputerName + ":Ping"

Scertloc = "C:\certs\STSsigningcert.crt"

Srootcert = Get-PfxCertificate Scertloc

New-SPTrustedRootAuthority "PingSTSRootAuthority" -
Certificate Srootcert | Out-Null

Scert = New-Object
System.Security.Cryptography.X509Certificates.X509Certifica
te2 ($certloc)

Smapl = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier"
IncomingClaimTypeDisplayName "Ping UPN Claim" -
LocalClaimType "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"
SapSAML = New-SPTrustedIdentityTokenIssuer -Name "PingSTS"
-Description "PingSTS" -Realm Srealm -
ImportTrustCertificate Scert -ClaimsMappings $mapl -
SignInUrl "https://ping-wgclient.moss-ping.com:9031/idp/prp.wsf" -
IdentifierClaim
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier"
SCcpSAML = New-SPClaimsPrincipal -TrustedIdentityTokenIssuer
SapSAML -Identity "administrator"

New-SPWebApplication -Name "ClaimsWA-PingSTS" -
ApplicationPool "ClaimsWA-PingSTS" -ApplicationPoolAccount
"moss-ping\dozer" -Url https://moss-2010 -
AuthenticationProvider $apSAML -SecureSocketsLayer
New-SPSite "https://moss-2010.moss-ping.com" -
HostHeaderWebApplication "https://moss-2010" -Template "STS#1" -
OwnerAlias S$cpSAML.ToEncodedString ()
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# Token Cache Expiration Work-Around

Sstsc = Get-SPSecurityTokenServiceConfig
S$stsc.LogonTokenCacheExpirationWindow = (New-TimeSpan -
second 30)

Sstsc.Update ()

Iisreset

4. Run the updated script.
Microsoft SharePoint 2010 creates the claims.

Part Four: Using a Certificate for HTTPS

To use a certificate for HTTPS, perform the following steps:

1. Click Start -> Administrative Tools-> IS Manager.
2. Inthe Connections pane, expand Sites, and click ClaimsWA-PingSTS.

“E Internet Information Services (IIS) Manager |
& ) [© ) moss210 » stes » CamswapngsTs »
File View Help
—e,, 01218 9 ClaimsWA-PingSTS Home
€ Start Page r—
63 MOSS-2010 (MOSS-PING\dozer) Fiter: v (fiGo ~ show Al | Group by: &
L2 Application Pools ASP.NET =
- 8] Sites Py X -
R C = N2 F_‘J; { =
& &) Default Web Site 3 N\ 304 | 0 o
® SharePoint Central Administration v4 NET NET NET Error NET .NET Profile
@ Q) SharePoint Web Services Authorizati... Compilation Pages Globalization
T\ L3 o |
2 Q =y = Lab)
.NET Roles JNET Trust NET Users Application Connection
Settings Strings -
b 2 & (&
? \ ]
Machine Key Providers  Session State  SMTP E-mai
s
@ %& = cGI ﬁ
A 3 '
ASP Authentication Authorization CGI Compression
Rules ;l
[Trovever], . camentven

3. Right click ClaimsWA-PingSTS and select Edit Bindings.
The Site Bindings screen appears.
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Site Bindings L
| Type | Host Name | Port | IP Address
https 443
<] |
4. Click Add.

The Add Site Binding screen appears.

21

Type: 1P address: Port:
[N ~ | [+ Urossoned =] feo

Host name:

Example: www.contoso.com or marketing.contoso.com

o] e

5. Inthe Type drop-down list box, click https.
6. Type the appropriate information and select the correct certificate.
Note: If there are no special firewall requirements, you can use a self-issued certificate.

7. Click OK and then click Close.

Part Five: Resolving the Host Header Name
The site collection that you create by using New-SPSite is the host header site collection. To enable
resolving of the host header, you must add an entry to the hosts file of Windows.

To enable resolving of the site collection, perform the following steps:

1. Inthe machine where SharePoint is installed, open the hosts file in the following folder:

c:\windows\system32\drivers\etc
2. Type the IP address of the SharePoint machine and the name of the machine.

For example:
IP Address 192.168.0.12
Machine name moss-2010.moss-ping.com
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[ =T
‘é( J< [ |-+ Local Disk (C:) + Windows + System32 ~ drivers ~ etc v (B [searchetc Q‘
Organize v | Open New folder = v il @
< Favorites Name ~ |Da|zmo(iﬁed |Type |Sme | I
B Desktop !
& Downloads || imhosts.sam 6/10/2009 2:00PM  SAMFie 4KB
i Recent Places _— o dice At S - iz
=Ioix]
aLixanes File Edit Format View Help
< Documents  [¥ Copyright (c) 1993-2009 microsoft Corp. |
H #
“‘? Mueic # This is a sample HOSTS file used by Microsoft Tcp/IP for windows.
= Pictures #
B videos # This file contains the mappings of IP addresses to host names. Each
# entr¥ should be kept on an individual line. The IP address should
# be placed in the first column followed bg the corresponding host name.
1% Computer # The IP address and the host name should be separated by at least one
g # space.
& LoalDisk () |#
< pvDrive (0:) | |# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
#
€ Network # For example:
#
# 102.54.94.97 rhino. acme. com # source server
# 38.25.63.10 X.acme. com # x client host
# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# o & Tocalhost
192.168.0.12 moss-2010.epiq.msftlabs.com
# 192.168.0.12 moss-2010.moss-ping. com
# 208.229.101.168 ping-client.ping.com 5]
»
hosts pa | 4] 4 87
File Size: 948 bytes

w

Start Internet Explorer.
Click Tools-> Connections ->LAN Settings.
5. Click the following checkboxes to clear:
e Automatically detect settings
e Use automatic configuration script
6. Inthe Proxy Server section, select the following check boxes:
e Use a proxy server for your LAN
e Bypass proxy server for local address
7. Click Advanced.
In the Exceptions text box, type *.moss-ping.com.
9. Click OK.

e

o

Windows can now resolve the host header.
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For more information on Interop Vendor Alliance, visit:

http://www.interoperabilitybridges.com/

For more information in Ping ldentity, visit:

http://www.pingidentity.com/

For more information on SharePoint, visit:

http://sharepoint.microsoft.com/Pages/Default.aspx

For more information on Interoperability Bridges and Labs Center, visit:

http://interopvendoralliance.org/Labs.aspx
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Appendix: Interop Vendor Alliance

The Interop Vendor Alliance (IVA) was created to support and promote interoperability. The IVA is a
cross-industry group of global software and hardware vendors that share the common goal of making
mixed technologies work better together for their customers. When people work together, the solutions
they design are more likely to work together as well. The IVA provides a venue for its members to share
customer feedback and to tackle common interoperability challenges. Through member meetings,
hands-on labs, and online forums, IVA members are working to solve common interoperability
challenges while improving the effectiveness of their own solutions. Scenarios addressed by the IVA
include system management, virtualization, identity management, data integration, storage
management, and portal integration, in addition to the interoperability of developer tools.

The IVA supports:
e Vendor collaboration to foster interoperability.
e Scenario-based testing for interoperability.

e Communicating with customers about interoperability solutions.
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This document is provided “as-is.” Information and views expressed in this document, including URL and
other Internet Web site references, may change without notice. This document does not provide you
with any legal rights to any intellectual property in any Microsoft product. You may copy and use this
document for your internal, reference purposes. You may modify this document for your internal,
reference purposes.

Distributed under Creative Commons Attribution-Noncommercial-No Derivative Works 3.0
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