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[bookmark: _Toc282851232][bookmark: _Toc283207441]Introduction
This lab explores various scenarios on how to configure PingFederate to access Microsoft SharePoint Server 2010.
The key benefits of using PingFederate are:
Ability to control access to information
Ability to use a single username and password to access multiple resources across many domains over the Internet
[bookmark: _Toc283207442]Business Scenario
[bookmark: _Toc263255173]Sharing of real-time information over the Internet and collaborating among different organizations has become critical to the smooth functioning of the businesses. This trend of information sharing implies that users, such as employees, must access many resources on the Internet to perform their tasks. The resources on the Internet can include the Software as a Service (SaaS) sites and managed services. This situation requires that the users perform the difficult task of remembering their usernames and passwords for each Internet resource that they access.
Maintaining a secure working environment is a complex task. Sometimes, when the resources exist within the network or intranet of an organization, you can implement Single Sign-On (SSO) to solve the problem of securely accessing the resources. SSO is widely implemented in many organizations. SSO can be easily implemented if all the Internet resources exist within the same network domain.
The advent of sharing information among multiple organizations has resulted in the need to manage employee identities across different domains. A typical example is when mergers and acquisitions happen, employees need to access corporate resources in different domains. It is difficult to manage and share identity information across different domains. In such scenario, identity federation enables organizations to share the identity information of the employees with the other service providers. The main advantage of identity federation is that it enables organizations to control the ability of the employees to access information.
[bookmark: _Toc283207443]Overview of the Products Used in the Lab

The following products are used in this lab:
[bookmark: _Toc265493782][bookmark: _Toc282851236][bookmark: _Toc263255175][bookmark: _Toc258585256]PingFederate
Microsoft SharePoint Server 2010
Windows Server 2008 R2
SQL Server 2008
JDK 1.6
[bookmark: _Toc283207444]Overview of PingFederate
PingFederate is an identity server product from Ping Identity and uses the principles of federated identity. PingFederate enables users to access multiple Internet resources that are spread across different domains using SSO. Suitable for the browser-based SSO, identity enabled Web services, and associated user account management, PingFederate uses the standards-based identity federation to provide an Internet identity security platform. PingFederate eliminates the use of repetitive logon process to different applications spread across different domains and helps to reduce the unauthorized usage of passwords. PingFederate WS-Trust Security Token Service (STS) enables organizations to extend SSO-based identity management to the Web services. You can extend identity management to the SOAP and REST-based distributed systems by using the optional add-on PingFederate Web Services.
The main features of PingFederate are:
Standards based identity federation
Optional connection templates
Automated user provisioning for the selected SaaS applications
Tailored kits to simplify integration with the existing applications
[bookmark: _Toc283207445]Overview of Microsoft SharePoint 2010

Microsoft SharePoint Server 2010 is a rich server application for the enterprise that facilitates collaboration, provides full content management features, implements business processes, and provides access to information that is essential to organizational goals and processes. It provides an integrated platform to plan, deploy, and manage intranet, extranet, and Internet applications across and beyond the enterprise. Organizations can use the platform to connect and empower people, and facilitate collaboration among colleagues, partners, and customers.
Microsoft SharePoint 2010 provides the Information Technology professional with:
Increased productivity by improving the administrative experience and by giving the administrator deeper operational insight. Increase in productivity is facilitated by a new, streamlined Central Administration Web site, new capabilities to manage and monitor the SharePoint farm, and the Windows PowerShell™ support.
A scalable unified infrastructure that includes better control over server resources (for example, to improve the performance and management of large lists) and data management and protection by using high availability. In SharePoint 2010, a new scalable services architecture is also included that allows SharePoint administrators to effectively manage and centralize services such as Search, My Sites, and Taxonomy. The new services architecture is extensible to allow Independent Software Vendors (ISVs) to build services and add them to the platform. Resource Throttling is implemented across the platform, from the HTTP request, processor and memory usage to the list and document handling to ensure the performance and protect the availability of the server farm.
Flexible deployment options by providing a quick and simple installation and configuration process and a predictable and consistent upgrade path from Windows SharePoint Services 3.0 and Office SharePoint Server 2007. Functionality has also been introduced that allows administrators to manage how users use SharePoint. For example, you can now safely allow site administrators to upload and run custom code within a controlled sandbox environment by using Sandboxed Solutions. Administrators also have more governance control: If you want to maintain a centralized SharePoint deployment versus a more decentralized approach, you can either block those deployments through Group Policy or track them by using the Active Directory® marker support.
[bookmark: _Toc283207446]Overview of Federated Identity
Federated identity distributes the identity information and tasks across security domains so that stakeholders can focus on the jobs that they are good at.  Providing a secure and seamless connectivity to any application requires building trust-based relationships that enable the organizations to share a user’s digital identity and access rights. These trust relationships allow the identity information and related security policy information to flow across organizational boundaries, independent of the platform, application, or security model. 
The first step towards establishing trust is to recognize and verify the identity of parties that access information or services. The next step is to decide how and what the verified party can and cannot access.
Organizations work with the partners, suppliers, and contractors whom they trust. These partnerships can include standard vendor relationships and outsourced relationships for internal functions such as benefits, human resources, or travel. 
Federated trust relationships enable organizations to work together more efficiently. Every organization authenticates its own users, instead of requesting the partner organization to maintain the accounts.
[bookmark: _Toc263239251][bookmark: _Toc283207447]How Federated Identity Works 
In this scenario, a user from Company A accesses an application that Company B hosts. 
Company B agrees to be a service provider or a relying party.  This means that Company B hosts the shared information and files on its internal servers.  In this scenario, Company B creates a collaboration portal on its server and assigns the appropriate security levels to the documents within it. 
Company A agrees to implement the federated identity.  Federated identity acts as an identity provider for the users whose identity is managed by Company A. This means that Company A provides access to the Identity Provider Security Token Service (STS) to issue tokens to Company B so that the credentials of the user can be verified. Company B relies on tokens issued by STS and trusts the user of Company A to provide access to the user and to access its information.  
Note:  The above example is purposely limited for the flow of the narrative.  You can also implement two-way trust in a scenario where users of two companies can access each other’s resources.  If two companies want to share resources with their users, both the companies can act as both service providers and identity providers. 

The following diagram describes the flow during the implementation of a federated identity:
[image: ]
The following steps describe the flow in the above diagram:
To access the Microsoft SharePoint 2010 portal, a user from Company A enters the required Uniform Resource Locator (URL) into a Web browser.   
[image: ]
The server of Company B does not recognize the user immediately, and redirects the user to the Security Token Service (STS) to process the authentication.
The STS of company B returns a Web form and requests the user to select the appropriate identity provider.  

Note:  For the purpose of this lab, the selection of the identity provider is decided by the user. In general, you can set up the identity provider in such a way that the user’s identity provider is detected automatically and the user does not need to select it. This scenario is achieved in an environment where both the companies use Integrated Windows Authentication. In such a scenario, the user is already recognized as authenticated and is automatically redirected to the URL of the resource.
After the selection of the identity provider, the user is redirected to STS from Company A.   
STS sends a Web form to the user to enter the logon credentials. In this lab, STS of Company A relies on the authentication dialog box that requests the user to verify the logon credentials. 

Note: If the user is already authenticated with a Kerberos-based system such as Windows environment with domains and Integrated Windows Authentication, the logon credentials are not required because the user is already recognized as an authenticated user.
The user enters the logon credentials in the authentication dialog box.
[image: ]
STS from Company A authenticates the user information and creates a token with the claims properties that define the identity of the user. A claim is a fact about an entity (subject), that another entity (authority) states.  In this scenario, claims are used to describe the user attributes. For example, the trust relationship can be established by agreeing to use the user’s first name, last name, job title, and e-mail of the user to describe the user. When the service provider receives the claims, it can assign a profile type to the user based on the claims.
The STS sends the signed security token to the user’s Web browser.
Note: For all the exchanges between the two systems, secure channels such as HTTPS are used.
The user’s browser is directed to STS of Company B to process the Microsoft SharePoint 2010 collaboration portal with the token.
Company B’s STS validates and transforms the token into a new token that the collaboration portal uses.
Company B’s STS sends the new token back to the browser. 
[bookmark: _Toc263255177][bookmark: _Toc264441868]The user’s browser posts the new token to the Microsoft SharePoint 2010 collaboration portal. The user can now access files based on the user profile information that the claims contain.















[bookmark: _Toc282851237][bookmark: _Toc201634974][bookmark: _Toc283207448]Lab Scenarios
[bookmark: _Toc265493787]This lab consists of various scenarios that demonstrate how to use the federated identity for Microsoft SharePoint 2010.
These lab scenarios assume that the following software is installed:
Windows Server 2008 R2 
SQL Server 2008 along with the latest patches
Microsoft SharePoint Server 2010 
PingFederate 
[bookmark: _Toc283207449]Step One: Configuring PingFederate for Microsoft SharePoint 2010
This lab scenario shows how to configure PingFederate for Microsoft SharePoint 2010.
This lab scenario assumes the following:
JDK 1.6 is installed.
JavaScript is enabled in the Web browsers.
The configuration of PingFederate involves the following steps:
[bookmark: _Toc265493788][bookmark: _Toc282851239]Establishing SSL Certificate
Enabling the IdP WS-Federation Role
Creating an Adapter
Creating a Connection
[bookmark: _Toc283207450]Part One: Establishing SSL Certificate
To establish SSL certificate, perform the following steps:
Start the Web browser and type the following URL:
https://<host>;9999/pingfederate/app
The PingFederate administrative console starts.
[image: ]
In the My Server column, under Security, click SSL Server Certificates.  The Certificate Management screen appears.
[image: ]
If you are using a pre-established certificate and key, to use the Import wizard to import the certificate, click Import.  
If the import is successful, you can see the imported certificate in the list of certificates. The Certificate Management screen displays a check mark for the imported certificate in the Active column.
In the Password text box, type the appropriate password.

[image: ]
[bookmark: _Toc283207451]Generating a certificate
You can generate and export the certificate. You can use the certificate generation wizard to generate a certificate.
To generate a certificate, perform the following steps:
On the Certificate Management screen, click Create New.
The Create Certificate screen appears.
[image: ]
In the Common Name text box, type the name that you provided during the pre-installation steps.
Enter the appropriate information in the text boxes.
Click Next.
The Certificate Summary screen appears.
Click Done. 
The Certificate Management screen appears.
On the Certificate Management screen, click Save.
You can now view the certificate.
In the Action column of the new certificate, click Export.
Select Certificate only, and click Next.  
On the Certificate Summary screen, click Export and select a location to download the certificate.
[bookmark: _Toc265493789][bookmark: _Toc282851240]You can use the certificate to configure the Microsoft SharePoint 2010.
[bookmark: _Toc283207452]Part Two: Enabling the IdP WS-Federation Role
You must enable the Identity Provider (IdP) role within PingFederate. 
To enable IdP WS-Federation, perform the following steps:
On the PingFederate administrative console screen, in the My Server column, select Server Settings.
The Server Settings screen appears.
Click Roles and Protocols.
The Roles and Protocols screen appears.
Select the Enable Identity Provider checkbox.
Select the WS-Federation check box.
[image: ]
Click Next.
The Federation Info screen appears.
[image: ]
In the Base URL text box, type the appropriate URL.
If the Base URL text box displays an invalid value, you can update the information in this text box.
In the WS-Federation Realm text box, type a realm name.
Note:  
This value is the internal PingFederate realm name.  You can type any ASCII value.
Click Save.
You can now view a My IdP Configuration section on the PingFederate administrative console. You can now configure IdP role related information.
[image: ]
[bookmark: _Toc265493790][bookmark: _Toc282851241]
[bookmark: _Toc283207453]Part Three: Creating an IdP Adapter
An IdP adapter enables you to connect PingFederate to an IdM or authN system. PingFederate provides the following types of adapters:
	Adapter
	Description

	LDAP
	Used to connect to Active Directory, or other Lightweight Directory Access Protocol (LDAP) data stores

	OpenToken
	Used to connect to applications that support OpenToken


 
To create an adapter, perform the following steps:
Create an instance of Active Directory, populate the instance with users, and use the instance as the authoritative identity source.
Create an LDAP adapter that points to the Active Directory instance.
For more information on how to create an LDAP adapter, refer to the PingFederate Help.
[bookmark: _Toc265493791][bookmark: _Toc282851242][bookmark: _Toc283207454]Part Four: Creating a Connection to a Microsoft SharePoint 2010 Instance
To create a connection to a Microsoft SharePoint 2010 instance, perform the following steps:
On the administrative console, in the My IdP Configuration column, under SP Connections, click Create New.
The Connection Template screen appears.
[image: ]
Click Next till the General Info screen appears.
[image: ]
In the Partner’s Realm text box, type the realm name that you provided during the pre-installation steps.
In the Connection Name text box, if it is not populated, type the base URL of your server.
You can also use the value that you have typed in the Partner’s Realm text box. 
Note: The URL value should not end with a slash.
Click Next.
The Browser SSO screen appears.
[image: ]
Click Configure Browser SSO.
The SAML Profiles screen appears.
[image: ]
Select IdP-Initiated SSO check box and click Next.
The Assertion Lifetime screen appears.
Click Next.
The Assertion Creation screen appears.
[image: ]
Click Configure Assertion Creation.
The Identity Mapping screen appears.
Click Next.
The Attribute Contract screen appears.
Click Next.
The IDP Adapter Mapping screen appears.
Click Map New Adapter Instance….
The Adapter Instance screen appears.
In the Adapter drop-down list box, select OTIdpLdap and then click Next. The Assertion Mapping screen appears.[image: ] 

Click Next.
The Attribute Contract Fulfillment screen appears.
In the Source list, click Adapter, and in the Value list, click subject. 
[image: ]
Click Next.
The Summary screen appears.
Click Done and then click Next.
The Summary screen appears.
Click Done.
The Assertion Creation screen appears.
Click Next.
The Protocol Settings wizard appears.
[image: ]
Click Configure Protocol Settings. 
The Assertion Consumer Service URL screen appears.
[image: ]

In the Binding drop-down list box, click POST binding and in the Endpoint URL text box, type the URL of the endpoint.
Click Add and then click Next.
Click Done and then click Next. 
The Credentials wizard appears.
[image: ]
Click Configure Credentials.
The Digital Signature Settings screen appears.
Click signing certificate from the drop-down list box.
Click Next and then click Done.
Click Next.
The Activation and Summary screen appears.
In the Connection Status section, select Active and then click Save.
[bookmark: _Toc265493792][bookmark: _Toc283207455][bookmark: _Toc282851243]Step two: Installing and Configuring Microsoft SharePoint 2010
This lab scenario shows how to configure Microsoft SharePoint 2010.
This lab scenario assumes the following:
An Active Directory user is created to represent SQL administrator.
An Active Directory user is created to represent Microsoft SharePoint 2010 administrator.

[bookmark: _Toc265493793][bookmark: _Toc282851244]The configuration of Microsoft SharePoint 2010 consists of the following steps:
Setting up a server farm
Configuring a server farm
Setting up claims WA
Using certificates for HTTPS
Resolving the host header name
[bookmark: _Toc283207456]Part One: Setting up a Server Farm
You can use the Products Configuration wizard to setup a server farm. When you create a server farm, ensure the following:

Enter the appropriate SQL server information. You can use the SQL administrator account that you had created.
Create a passphrase. You can use the passphrase to join more machines that run SharePoint bits to the farm.
Ensure that the Specify port number check box is selected. You can type any numeric value to represent the port number.
Ensure that New Technology LAN Manager (NTLM) check box is selected.
[bookmark: _Toc265493794][bookmark: _Toc282851245][bookmark: _Toc283207457]Part Two: Configuring a Server Farm
The Farm Configuration wizard enables you to set up various service applications to the farm.
When you configure a server farm, ensure the following:

Type the user name and password of the SharePoint admin account that you had created in the Active Directory.
Note: Do not use the OOB site collection since this site collection is created under OOB non-claims legacy Web app @ port 80.
[bookmark: _Toc265493795][bookmark: _Toc282851246][bookmark: _Toc283207458]Part Three: Setting up Claims WA
To setup claims WA, perform the following steps:
Click Start -> All Programs -> Microsoft SharePoint 2010 Products.
Right-click Microsoft SharePoint 2010 Management Shell and click Run as administrator.
Edit the following script with the following parameters: 

	Parameter
	Description

	SignInUrl
	New-SPTurestedIdentityTokenIssuer

	Identity
	New-SPClaimsPrinciple
Note: This value is the account that PingFederate provides.

	ApplicationPoolAccount
	New-SPWebApplication
Note: This value is the SharePoint administrator account name.

	Url
	New-SPWebapplication
Note: This value is the name of the SharePoint machine.

	New-SPSite
	Replace all occurrences of Microsoft SharePoint 2010 with the name of your machine.




$realm = "urn:" + $env:ComputerName + ":Ping"
$certloc = "C:\certs\STSsigningcert.crt"
$rootcert = Get-PfxCertificate $certloc
New-SPTrustedRootAuthority "PingSTSRootAuthority" -Certificate $rootcert | Out-Null
$cert = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2($certloc)
$map1 = New-SPClaimTypeMapping -IncomingClaimType "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier" -IncomingClaimTypeDisplayName "Ping UPN Claim" -LocalClaimType "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"
$apSAML = New-SPTrustedIdentityTokenIssuer -Name "PingSTS" -Description "PingSTS" -Realm $realm -ImportTrustCertificate $cert -ClaimsMappings $map1 -SignInUrl "https://ping-wgclient.moss-ping.com:9031/idp/prp.wsf" -IdentifierClaim "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier"
$cpSAML = New-SPClaimsPrincipal -TrustedIdentityTokenIssuer $apSAML -Identity "administrator"
New-SPWebApplication -Name "ClaimsWA-PingSTS" -ApplicationPool "ClaimsWA-PingSTS" -ApplicationPoolAccount "moss-ping\dozer" -Url https://moss-2010  -AuthenticationProvider $apSAML -SecureSocketsLayer
New-SPSite "https://moss-2010.moss-ping.com" -HostHeaderWebApplication "https://moss-2010" -Template "STS#1" -OwnerAlias $cpSAML.ToEncodedString()
# Token Cache Expiration Work-Around :
$stsc = Get-SPSecurityTokenServiceConfig
$stsc.LogonTokenCacheExpirationWindow = (New-TimeSpan -second 30)
$stsc.Update()
Iisreset

Run the updated script.
Microsoft SharePoint 2010 creates the claims.
[bookmark: _Toc265493796][bookmark: _Toc282851247][bookmark: _Toc283207459]Part Four: Using a Certificate for HTTPS
To use a certificate for HTTPS, perform the following steps:
Click Start -> Administrative Tools-> IIS Manager.
In the Connections pane, expand Sites, and click ClaimsWA-PingSTS.
[image: ]
Right click ClaimsWA-PingSTS and select Edit Bindings.
The Site Bindings screen appears.
[image: ]
Click Add.
The Add Site Binding screen appears.
[image: ]

In the Type drop-down list box, click https.
Type the appropriate information and select the correct certificate.
Note: If there are no special firewall requirements, you can use a self-issued certificate. 
Click OK and then click Close.
[bookmark: _Toc283207460]Part Five: Resolving the Host Header Name 
The site collection that you create by using New-SPSite is the host header site collection. To enable resolving of the host header, you must add an entry to the hosts file of Windows.

To enable resolving of the site collection, perform the following steps:
In the machine where SharePoint is installed, open the hosts file in the following folder: c:\windows\system32\drivers\etc
Type the IP address of the SharePoint machine and the name of the machine. 

[bookmark: _Toc257617450][bookmark: _Toc259624590][bookmark: _Toc263255189][bookmark: _Toc282851248]For example:

	IP Address
	192.168.0.12

	Machine name
	moss-2010.moss-ping.com



[image: ]

Start Internet Explorer.
Click Tools-> Connections ->LAN Settings.
Click the following checkboxes to clear:
Automatically detect settings
Use automatic configuration script
In the Proxy Server section, select the following check boxes:
Use a proxy server for your LAN
Bypass proxy server for local address
Click Advanced.
In the Exceptions text box, type *.moss-ping.com.
Click OK.

Windows can now resolve the host header.





[bookmark: _Toc283207461]Related Links
For more information on Interop Vendor Alliance, visit: 
http://www.interoperabilitybridges.com/
For more information in Ping Identity, visit:
http://www.pingidentity.com/
For more information on SharePoint, visit:
http://sharepoint.microsoft.com/Pages/Default.aspx
For more information on Interoperability Bridges and Labs Center, visit:
http://interopvendoralliance.org/Labs.aspx



[bookmark: _Appendix_1:_Interop][bookmark: _Toc283207462]Appendix: Interop Vendor Alliance
The Interop Vendor Alliance (IVA) was created to support and promote interoperability. The IVA is a cross-industry group of global software and hardware vendors that share the common goal of making mixed technologies work better together for their customers. When people work together, the solutions they design are more likely to work together as well. The IVA provides a venue for its members to share customer feedback and to tackle common interoperability challenges. Through member meetings, hands-on labs, and online forums, IVA members are working to solve common interoperability challenges while improving the effectiveness of their own solutions. Scenarios addressed by the IVA include system management, virtualization, identity management, data integration, storage management, and portal integration, in addition to the interoperability of developer tools. 
The IVA supports:
Vendor collaboration to foster interoperability.
Scenario-based testing for interoperability.
[bookmark: _Appendix_2:_Open]Communicating with customers about interoperability solutions.
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