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[bookmark: _Toc201634973]This paper shows how to configure identity federation between CA SiteMinder and Microsoft SharePoint 2010, using the CA Federation Manager Add-on for SiteMinder. Two scenarios are presented. The first is an intra-organizational scenario that is useful where SiteMinder, the user accounts, and SharePoint are all maintained within the enterprise. The second is a traditional identity federation scenario where the user accounts are maintained outside of the enterprise hosting SharePoint.
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[bookmark: _Toc293381427]Introduction
This paper shows how to configure identity federation between CA SiteMinder and Microsoft SharePoint 2010, using the CA Federation Manager Add-on for SiteMinder. Two scenarios are presented. The first is an intra-organizational scenario that is useful where SiteMinder, the user accounts, and SharePoint are all maintained within the enterprise. The second is a traditional identity federation scenario where the user accounts are maintained outside of the enterprise hosting SharePoint. A federated identity environment features the following advantages:
Helps control Information Technology (IT) costs and gain efficiencies. Federation targets areas that require lots of manual processes such as user account management, and access management. These manual processes are the focus of cost control.
Enables compliance with expanding regulatory requirements. A standards-based identity federation can increase security of websites and portals and enable an organization to identify and authenticate a user only once. The organization can then use that identity information to access multiple systems which can include websites of external partners and various portals.
While both scenarios create a federated identity environment, the techniques or methodology used in the two lab scenarios is different. The two lab scenarios are:
Lab scenario 1 - Intra-organization scenario. In this lab scenario, SiteMinder is the Trusted Identity Provider for SharePoint and authenticates users to one or more user directories maintained within the organization. Once authenticated, these users (which may be employees, partners or customers) can access SharePoint as well as other applications protected by SiteMinder.  This lab scenario uses the CA Federation Manager Add-on to SiteMinder (a.k.a., SiteMinder Federation Security Services) to generate a WS-Federation 1.0  token that is in turn read by SharePoint 2010. 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Lab scenario 2 - Cross-organization, traditional Federation scenario. In this lab scenario, SiteMinder is deployed at the external partner organization, along with the CA Federation Manager Add-on, and Microsoft AD FS 2.0 is deployed within the enterprise where SharePoint is hosted. SiteMinder authenticates the partners to the partner organization’s user directory and generates a SAML 2.0 token. AD FS 2.0, which acts as a security token service, translates the SAML 2.0 token into a WS-Federation token for use with SharePoint. In this lab scenario, we also configure SharePoint’s native claims-based Windows provider to illustrate how employees within the enterprise could access SharePoint alongside partners who use the federated approach (The claims-based Windows provider is listed along with the other Identity Providers configured in ADFS 2.0, in the lab it is identified with as ADFSMachine.CompanyA.com).
[bookmark: _Ref283806712][bookmark: _Toc293381428]Scenario 1- Intra-organization, single domain
In this lab scenario, SharePoint 2010 is the service provider and CA SiteMinder is the identity provider. In this scenario users within the organization (which may include both partners and employees) can access SharePoint using the same authentication infrastructure used for other applications. 
There are some differences in the user experience when identity federation is used instead of the SiteMinder Agent. For more information, see the Comparing Federated and Agent-based Approaches to Integration section.
[bookmark: _Toc293381429]User Experience
This lab scenario shows how a user would authenticate to SiteMinder, access a SharePoint 2010 site, and then open a Microsoft Word file in a SharePoint document library.
In the address bar of a Web browser, the user types the URL of the SharePoint she wants to connect to, for example: https://SharePointMachineName1.CompanyA.com. SharePoint determines that SiteMinder is configured as a trusted identity provider for this site and redirects the user’s web browser to SiteMinder for authentication.

After the user successfully authenticates to SiteMinder, she is redirected back to SharePoint and the site appears. The user can now perform any operations in the SharePoint 2010 Web site based on the SharePoint permissions granted by the site administrator. 

Note: In this scenario, the e-mail address shown in the top right corner is the identity claim used to uniquely identify the user. For more information about the SharePoint 2010 claims model, see Appendix B.  Access to the SharePoint site is governed by the permissions set by the site administrator using the claims provided by the Trusted Identity Provider. Because of that there are some differences in the user experience between claim-based authorization and the default Windows-based authentication users are used to when connecting to a SharePoint site. In the claim-based authentication, SharePoint relies on the Trusted Identity Provider for the user authentication so multiple authentications might be required when the user, for instance, connects to the SharePoint site and then opens a document in a document library.   
The user can now open a Word file.
Microsoft Word starts and opens the Word file after the user provided her credentials required by Word in order to open the document.
The Microsoft Internet Explorer pop-up appears.


[bookmark: _Ref283805146][bookmark: _Toc293381430]Comparing Federated and Agent-based Approaches to Integration
Configuring identity federation between SiteMinder and SharePoint makes it possible for users in any SiteMinder supported directory, including those accessed via LDAP and ODBC to use SharePoint 2010. Federation is a secure and scalable approach to integration, but it is not as robust as SiteMinder agent-based solutions and this is something that is often misunderstood when comparing integration alternatives.
The following table compares federation and agent-based approaches to integrating applications with SiteMinder.
	Capability
	SiteMinder Agent-based
	SiteMinder Federation

	Authentication against any SiteMinder supported user directory
	Yes
	Yes


	Step-up authentication, on sensitive sites or sub-sites
	Yes
	No

	Bi-directional single sign-on with other SiteMinder protected applications
	Yes
	Inconsistent, see below.

	User activity auditing
	Yes
	No

	Authorization policies (at the site or URL level)
	Yes
	No

	Name resolution services for the People Picker and Check Names features in SharePoint
	Yes, see below.
	Requires custom development



Generally speaking, because there is no SiteMinder agent in the path of user requests to SharePoint, there is no opportunity for SiteMinder to audit user access or enforce course-grained (site or URL level) authorization policies. It’s also not possible for a SiteMinder policy to configure a step-up authentication challenge, such as a token-based authentication scheme, when the user navigates to a more secure site or sub-site in SharePoint.
Single sign-on (SSO) behavior in a federated scenario is somewhat one directional and to some extent may be perceived by the end user as inconsistent. When the user first accesses SharePoint there will be no SharePoint session so the user will be redirected to SiteMinder for authentication. The CA Federation Manager Add-on will authenticate the user and generate two tokens: an SMSESSION cookie and a SAML assertion. Another redirect will take the user back to SharePoint with these two tokens.
Assuming that all of these components are deployed within the enterprise, the user’s browser will send the SMSESSION cookie to SharePoint with each request. However, since there is no SiteMinder agent in the path of these requests the cookie will become stale and should the user be busy on SharePoint for a period of time the SMSESSION cookie may be considered expired by the time they access another SiteMinder-protected application within the enterprise. This will depend on how long they were working within SharePoint and what the idle timeout settings on the SiteMinder realms protecting the application the user goes to next. Because the user may have SSO sometimes and be required to authenticate again to SiteMinder at other times the behavior will be inconsistent and this could be problematic if expectations are not managed properly.
Where the user has a valid SMSESSION cookie from working in other enterprise applications, they will have SSO with SharePoint. This is because CA Federation Manager will see the SMSESSION cookie when SharePoint redirects the user for authentication and therefore an authentication challenge will be unnecessary. Thus the SSO experience is supported in this direction and is inconsistently supported in the reverse direction.
An additional capability provided by the CA SiteMinder Agent for SharePoint is a provider that looks up and validates information entered into fields associated with the SharePoint Check Names and People Picker features. This makes it possible for a SharePoint site owner to search for a user or group in a SiteMinder user directory when only a portion of the name is known or entered. It is possible to provision users via the People Picker without the Agent using federation as described in this paper, but user and group names must be spelled correctly in the field as there is no validation or “name resolution” capability offered out of the box. A custom claims provider can be developed for this purpose to support name resolution for federation-based deployments.
 CA SiteMinder Agent for SharePoint does not currently support SharePoint 2010, but this is planned for the next release. For more information about the CA SiteMinder Agent for SharePoint product roadmap, contact your CA Technologies representative.

[bookmark: _Toc293381431]Scenario 2: Cross-organization, traditional Federation
In this lab scenario, Microsoft AD FS 2.0 is the service provider, CA SiteMinder is the identity provider, and SharePoint 2010 is the relying party (see Entities in a Federated Network section for more details).
This is a traditional Federated Identity configuration where Microsoft AD FS 2.0 is used to manage federation with external partners so users on remote organizations can access resources shared within the organization (in this case a SharePoint site). CA SiteMinder represents the Identity Provider that will take care of authenticating the remote users that want to access the SharePoint site.  In this scenario Microsoft AD FS 2.0 is used to translate SAML2.0 tokens created by CA SiteMinder federation Add-on into valid WS-Federation tokens that can be processed by the SharePoint 2010 Claim-based feature.  
[bookmark: _Toc293381432]User Experience
This lab scenario shows how to log into a SharePoint Site and open a Microsoft Word file in SharePoint 2010.
In the address bar of a Web browser, the user types the URL of the SharePoint she wants to connect to, ex:
https://SharePointMachineName2.CompanyA.com/
AD FS 2.0 Identity Selector page is displayed. In the page users can select the Identity Provider they want to use to be authenticated. 


Note:
The user will see the Sign In page only if more than one identity provider is configured 

In this scenario there are two Identity Providers configured in the AD FS 2.0 server. In the identity providers list, the user selects labtest.ca.com (CA SiteMinder).

Note:
The user will see the Sign In page only if more than one identity provider is configured. The Sign In page is used to select the Identity Provider that the user wants to use to connect to SharePoint. The Web browser redirects the user to the logon page if only one identity provider is configured. 
The names shown in the dropdown list are the names the administrator defined when the federation was configured. It is important to use user friendly names so users can easily identity which is the correct Identity Provider to use. 

The user clicks on Continue to Sign In, she is then redirected to the login page the Identity Provider uses to authenticate users, in this case it is a simple username/password web form.

After the user successfully signs on, the SharePoint 2010 Web application appears. The user can now perform operations in the SharePoint 2010 Web application based on the permissions granted by the site administrator. 

User can now open a Microsoft Word file.

Microsoft Word starts and opens the Word file.

[bookmark: _Toc293381433]Some notes on the SharePoint Credential Selector
An important new capability in SharePoint 2010 is its ability to support multiple claims authentication providers on a single SharePoint zone. This means it’s possible to configure a SharePoint site to accept both Windows claims and trusted SiteMinder claims at the same time. This might be useful where the organization has SiteMinder licenses for partners in a LDAP directory but does not have SiteMinder licenses for the employees who are in Active Directory. 
When more than one provider is configured on a given SharePoint web application, the SharePoint Authentication Selection Dialog (shown below on the left) will appear automatically when the user first accesses a site from this web application. 


Similarly, when identity federation is configured via the AD FS 2.0 option and more than one Identity Provider is registered with AD FS 2.0 the AD FS Identity Provider Selection Dialog, shown above on the right, will appear automatically. 
You should note that the information displayed in the authentication dialog drop-down lists is taken directly from the names of the providers configured in SharePoint and AD FS 2.0. It is a good idea to choose user friendly names when configuring multiple providers so that your SharePoint users will better understand which option to select. It may be possible through customization to script the selection dialogs to be hidden under certain scenarios such as for partner requests that come through the DMZ.
In Scenario 1- Intra-organization, single domain case, since SiteMinder can authenticate users with a variety of authentication schemes, it’s generally not necessary to configure more than the single trusted identity provider on a given SharePoint web application. SiteMinder can passively authenticate employees on the internal network with the SiteMinder Windows Authentication Scheme while authenticating partners’ credentials to a LDAP directory using a logon form or token-based system. Because SiteMinder is a single Identity Provider from SharePoint’s perspective the SharePoint Authentication Selector is not required to support multiple SAML user directories or authentication schemes; thus simplifying the user experience.
[bookmark: _Toc293381434]Deploying the Federation Manager Add-on to CA SiteMinder 
To implement federation with SharePoint 2010, you have to deploy the Federation Manager Add-on to CA SiteMinder. Federation Manager Add-on provides federation capabilities to an existing SiteMinder implementation. This technique is known as CA SiteMinder Federation Security Services (CA FSS) or Web Agent Option Package (WAOP). After you have deployed Federation Manager Add-on to CA SiteMinder, you can create federation in the following ways: 
Using WS-Federation and SAML 1.1
This technique uses WS-Federation profile and SAML 1.1. In this scenario CA SiteMinder, using the WS-Federation profile, is configured as an identity provider in SharePoint so that access to a SharePoint’s Web applications is directly controlled by SiteMinder.
Using AD FS 2.0 and SAML 2.0
This technique uses AD FS 2.0 and SAML 2.0. In this scenario ADFS 2.0 is used as Service Provider, SharePoint 2010 is used as the relying party, and CA SiteMinder is used as the identity provider. Federation is created between ADFS 2.0 and SiteMinder. This approach offers the benefit of using the SAML 2.0 standard.
[bookmark: _Toc293381435]Overview of Lab Environment and Products Used
The lab described in this paper is the result of collaboration between Microsoft and CA Technologies. Identity federation between CA SiteMinder and Microsoft SharePoint was configured between each company’s interoperability labs; SharePoint 2010 at the Microsoft Interoperability Vendor Alliance (IVA) lab and CA SiteMinder software at CA Technologies’ interoperability lab. While federation between these lab environments spans the Internet, the steps for configuring identity federation within your enterprise are the same.
The products configured in the Microsoft IVA lab include:
Microsoft SharePoint 2010
Microsoft Active Directory Federation Services (AD FS) 2.0
Note: AD FS 2.0 is required for one of the two configuration options presented.
The products configured in the CA Technologies interoperability lab include:
CA SiteMinder r12.0 SP2
CA Federation Manager Add-on for SiteMinder r12.0 SP2
Note: CA Federation Manager stand-alone is not currently supported for federation to SharePoint 2010 as described in this paper. Support for the stand-alone option is planned for a future release of CA Federation Manager.
CA Directory 12.0
Note: the user identities used in this lab reside in CA Directory, but any SiteMinder user directory is supported for identity federation as described in this paper.
While the lab was configured with SiteMinder r12.0 SP2 the concepts and configuration procedures are similar for SiteMinder r6.0 SP5 and SP6. The procedure is also supported with r12.0 SP3 
For more information about these products, see 

Appendix A  
[bookmark: _Toc293381436]Microsoft SharePoint 2010
SharePoint 2010 is an Enterprise Content Management (ECM) system which offers an integrated suite of server capabilities. SharePoint 2010 provides IT professionals and developers with the platform and tools that they need for server administration, application extensibility, and interoperability.
Microsoft SharePoint Server 2010 is a rich server application that is suitable for enterprises and provides the following features:
Collaboration  facilitation
Content management
Business processes implementation, and 
Provision for access to information that is essential to organizational goals and processes.
For more information on SharePoint 2010, visit http://SharePoint.microsoft.com/en-us/pages/default.aspx.
[bookmark: _Toc293381437]Active Directory Federation Services 2.0
Active Directory Federation Services 2.0 (AD FS 2.0) helps IT enabled users to collaborate across organizational boundaries and access applications on-premises and in the cloud, while maintaining application security. AD FS 2.0 uses a claims-based infrastructure to enable a SSO experience for end users to applications without a separate account or password. Users can access applications that are located in partner organizations or hosted in the cloud.
For more information on AD FS 2.0, visit http://www.microsoft.com/windowsserver2008/en/us/ad-fs-2-overview.aspx.
[bookmark: _Toc293381438]CA SiteMinder
CA SiteMinder enables users to use the Web securely, to deliver applications and cloud services. CA SiteMinder is an enterprise-level Web access management software. This software enables organizations to manage their Web users and control their Web user’s access to applications, portals and Web services.
For more information on CA SiteMinder, visit http://www.ca.com/us/internet-access-control.aspx.
[bookmark: _Toc201634974][bookmark: _Toc293381439]Lab Scenarios
This lab consists of two scenarios that demonstrate how to configure CA SiteMinder Federation Manager to enable SSO for MOSS 2010.
Scenario 1 uses the following applications:
Windows Server 2008 R2 
SQL Server 2008 along with the latest patches
Internet Information Services (IIS) Manager
SharePoint 2010
CA SiteMinder r12.0 SP2, with the CA Federation Manager Add-on. The CA Federation Manager Add-on is also known as Federation Security Services (FSS) and Web Agent Option Pack.
In Scenario 2 an additional server with Microsoft AD FS 2.0 was added.
[bookmark: _Toc293381440]Scenario 1 - Intra-organization, single domain scenario
This scenario demonstrates how to enable SSO to SharePoint 2010 using the WS-Federation profile on CA Federation Add-on which is installed in CA SiteMinder. This technique is also known as using SAML 1.1 option.
Note: If CA SiteMinder is already implemented at your organization, you must also have CA Federation Manager Add-on installed to use the federation features.  If you already have CA SiteMinder Federation Security Services installed along with CA SiteMinder, then the following steps help you to setup SSO to SharePoint 2010.
This lab scenario involves the following steps:
Configuring Trusted Login Provider using PowerShell script
Creating SSL-enabled Web Application and Configuring the authentication providers 
Granting permission using SharePoint people picker tool 
Configuring SiteMinder Add-on
Note: You need to modify the parameters used in the following procedures as per your requirements.
[bookmark: _Toc293381441]Sample SharePoint 2010 Federation Worksheet
To configure the SiteMinder Federation Services, you require information. The following sample SharePoint 2010 federation worksheet displays this information:
	SharePoint 2010 Federation Worksheet

	Item
	Description
	Value
	Comments

	Trusted Identity Provider Name
	Name of the trusted identity provider
	CA Interop Federation
	You can have multiple trusted identity provider objects that are defined on your SharePoint 2010. You can use a name that helps you to identify the correct identity provider.

	Trust Certificate
	The X.509 certificate that is used to create the trusted authentication provider
 

	c:\certs\labtest.cer
	The public key in the certificate is used to verify the signature of a signed assertion. Copy this certificate file to the SharePoint server and load the file into the SharePoint keystore.
This can be a Self-Signed Certificate or CA-Signed Certificate.

	Certificate-Authority Certificates
	The root CA certificate and other intermediate CA certificates that issue the trust certificate.
	c:\certs\rootca.cer
	Your Trust Certificate can be either self-signed or CA-signed. If it is self-signed, this information does not apply. If it is CA-signed, you must obtain the signing Certificate Authority Certificates and copy them to the SharePoint server and load them into the SharePoint keystore.

	Claims Mappings
	Mapping of the claims from the original token to the SharePoint token. A mapping includes a claim URI and a name

	Email Address: http://schemas.xmlsoap.org/claims/emailaddress
Role: http://schemas.xmlsoap.org/claims/role
	These claims are asserted by identity providers and consumed by SharePoint. 
CA SiteMinder Federation provides claims in the following  format: http://schemas.xmlsoap.org/claims/AttributeName
The AttributeName parameter is used to distinguish between different attributes.

	Identifier-Claim
	Claim type that is used for the identity provider
	http://schemas.xmlsoap.org/claims/emailaddress
	Claim type that is used to identify a user ID on the SharePoint system

	Realm
	Realm or resource partner, that is associated with this trust relationship.
	urn:SharePointMachineName1:CASM
	This value must be in the format of a URI. It is sent to the Identity Provider to identify SharePoint and is also known as the Resource Partner ID while configuring CA SiteMinder Federation.

	SignInUrl
	Sign-in URLs for the trusted STS identity provider.
CA SiteMinder Federation uses the https://www.idp.demo:port/affwebservices/public/wsfeddispatcher format.
	https://labtest.ca.com/affwebservices/public/wsfeddispatcher
	When a user attempts to access a SharePoint resource without an existing session, the user is redirected to this URL. Use https while specifying the URL. 
This URL is responsible for:
interpreting the request that is sent to it
authenticating the user as appropriate
redirecting the user back with a signed SAML document as the authentication document for the user 

	UseWReply
	Includes a WReply with the token request.
	True
	The Wreply URL is dynamically determined by SharePoint. It is sent to CA SiteMinder Federation along with the token request. CA SiteMinder Federation redirects the Web browser to send the token to this URL.
If not used, omit the –UseWReply when using the command: New-SPTrustedIdentityTokenIssuer

	SharePoint 2010 Web Server Certificate for SSL Support
	The p12/pfx certificate that is used to provide SSL support needed by SharePoint 2010 Web Server.
	
	The certificate is imported into the SharePoint 2010 Web Server and used to secure the Web communication between a Web Browser and SharePoint 2010.

	Name ID
	Name ID that is created in the Assertion.
	Format: UPN
Value: User Attribute uid.
	SharePoint 2010 does not use this parameter. This parameter is configured to fulfill the SAML requirement.

	Account Partner ID
	Account Partner ID that is used for the partnership. The ID is specified in the URI format.
	urn:SharePointMachineName1ap:CASM
	SharePoint 2010 does not use this parameter. This parameter is configured to fulfill the CA SiteMinder Federation requirement.

	Signing Certificate
	The p12/pfx certificate that is used to sign the assertion.
	C:\certs\labtest.p12
	This certificate file is imported into CA SiteMinder smkeydatabase and is used to sign an assertion. The certificate file contains the private key that corresponds to the public key in the “Trust Certificate”.

	Security Token Consuming Service
	The security token consuming service the SharePoint has.
	(Empty Value)
	This is the URL on SharePoint where an assertion is sent to this URL on SharePoint. If the UseWReply parameter is true, then this value must be empty.
If your corporate security policy demands it, you must run tests to determine the actual value by using the UseWReply parameter. You can then set this parameter to false (turn it off).



[bookmark: _Step_1:_Configuring_2][bookmark: _Toc293381442]Step 1: Configuring the Trusted Login Provider
This process involves the following steps:
Importing the root certificate (Certificate-Authority Certificate)
Importing the token signing certificate (Trust Certificate)
Creating a trusted login provider
Creating a claim-type mapping
Creating a value for the SignInUrl parameter
Creating a trusted login provider
You need the following information from the SharePoint 2010 Federation Worksheet
Trusted Identity Provider Name
Trust Certificate
Certificate-Authority Certificates
Claims Mappings
Identifier-Claim
Realm
SignInUrl
UseWReply

To configure the trusted login provider for SharePointMachineName1 machine, perform the following steps:
On the Start menu, click All Programs.
Click Microsoft SharePoint 2010 Products.
Click SharePoint 2010 Management Shell.
At the Windows PowerShell command prompt, type the following commands:
To import the root certificate that signs the token signing certificate, at the Windows PowerShell command prompt, type the following command:
$rootCert = Get-PfxCertificate "c:\certs\rootca.cer"
New-SPTrustedRootAuthority –Name "rootca Cert" -Certificate $rootCert
Note: You must use a certificate without a private key. If the token signing certificate is self-signed, then you can skip this step since there is no extra root certificate to import. You can use the Certificate Authority Certificates provided in the SharePoint 2010 Federation Worksheet.
To import the token signing certificate, at the Windows PowerShell command prompt, type the following command:
$cert = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2("c:\temp\labtest.cer ")
New-SPTrustedRootAuthority -Name "Token Signing Cert" -Certificate $cert
Note: You can use the Trust Certificate in the SharePoint 2010 Federation worksheet.
To prepare a value for the realm parameter, at the Windows PowerShell command prompt, type the following command:
$realm = "urn:SharePointMachineName1:CASM"
Note: This command defines the realm or resource partition associated with this trust relationship. It is also known as Resource Partner ID in SiteMinder configuration. It is preferred that you use a naming convention for this realm name. The considerations for the naming convention usually include the Account Partner and the Resource Partner identities and the nature of the Web Application. You can use the Realm parameter provided in the SharePoint 2010 Federation Worksheet.
To create a claim type mapping to use in your trusted authentication provider, at the Windows PowerShell command prompt, type the following command:
$map1 = New-SPClaimTypeMapping -IncomingClaimType "http://schemas.xmlsoap.org/ claims/emailaddress" -IncomingClaimTypeDisplayName "EmailAddress" –SameAsIncoming
$map2 = New-SPClaimTypeMapping -IncomingClaimType "http://schemas.xmlsoap.org/claims/role" -IncomingClaimTypeDisplayName "Role" –SameAsIncoming
Note: These commands define two claim mappings, e-mail addresses and roles. The two URIs:
http://schemas.xmlsoap.org/claims/emailaddress and,
http://schemas.xmlsoap.org/claims/role
that are specified in the commands describe how the two claims exist in an SAML document generated by CA Federation Manager. You can define any number of claim mappings. You can use the Claims Mappings provided in the SharePoint 2010 Federation Worksheet.
To create a value for the signinurl parameter that points to the Security Token Service Web application, at the Windows PowerShell command prompt, type the following command:
$signinurl = "https://labtest.ca.com/affwebservices/public/wsfeddispatcher"
Note: This command defines the sign in Uniform Resource Locater (URL) where the SAML document is retrieved. This URL prompts the user to authenticate with the SAML document provider, whenever necessary. You can use the SignInUrl in the SharePoint 2010 Federation Worksheet.
To create the trusted login provider, at the Windows PowerShell command prompt, type the following command: 
$ap = New-SPTrustedIdentityTokenIssuer -Name "CA Interop Federation " -Description "CA SiteMinder Federation Add-on" -Realm $realm -ImportTrustCertificate $cert -ClaimsMappings $map1, $map2 -SignInUrl $signinurl -IdentifierClaim $map1.InputClaimType –UseWReply
Note: Use the same Identifier Claim value as used in the previous claim mapping. The above code defines the Trusted Identity Provider CA Interop Federation. The –Name parameter is followed by the Trusted Identity Provider Name. The -IdentifierClaim $map1.InputClaimType parameter indicates that the Trusted identity Provider uses the $map1 (in this case EmailAddress) as the user ID. The –UseWReply indicates that when SharePoint sends a token request, it needs to send the request with a WReply parameter. The WReply is used by CA Federation Manager to direct the browser back to the SharePoint site.
[bookmark: _Toc293381443][bookmark: _Toc263086378]Step 2: Creating an SSL-enabled Web Application that Uses Claims Based Authentication to Accept SAML Authentication 
You will need the following information from the SharePoint 2010 Federation Worksheet
Trusted Identity Provider Name
SharePoint 2010 Web Server Certificate for SSL Support

[bookmark: _Creating_an_SSL-enabled][bookmark: _Toc293381444]Creating a SSL-enabled Web Application Using Commands in PowerShell
To create a Web application, at the Windows PowerShell command prompt, type the following command:
$account = "InternalDomainName\" + $env:Administrator
Note: This command creates a value for the application pool account for the current user.
$webappurl = "https://" + $env:ComputerName
Note: This command creates a value for Web application URL.
To create a site, at the Windows PowerShell command prompt, type the following command:
$claim = New-SPClaimsPrincipal -TrustedIdentityTokenIssuer $ap -Identity $env:UserName
Note: This command creates a claim object.
$site = New-SPSite $webappurl -OwnerAlias $claim.ToEncodedString() -template "STS#0"
Note: This command creates a site.
[bookmark: _Creating_an_SSL-enabled_1][bookmark: _Toc293381445]Creating a SSL-enabled Web Application Using SharePoint 2010 Central Administration Console
To create a SSL-enabled Web application that uses claims bases authentication using SharePoint 2010 Central Administration console, perform the following steps: 
Start the SharePoint 2010 Central Administration console.

[image: ]
Under Application Management, click Manage Web Applications.
SharePoint 2010 displays a list of Web applications available.
In the SharePoint 2010 ribbon, click New.
The Create New Web Application window appears.
[image: ]

In the Authentication area of the Create New Web Application window, click Claims Based Authentication.

In the Claims Authentication Types area of the Create New Web Application window, select the Trusted Identity Provider check box. 
Note: You can view the list of Trusted Identity Providers only after you run the PowerShell scripts for this scenario.
[image: ]

Click to clear the checkboxes of all the other authentication modes.
Type all other appropriate details in their respective fields like Application pool account.
Click OK.
SharePoint 2010 creates the Web application.
Start Internet Information Services (IIS) Manager.
In the Connections pane, click the claims based Web application site that you have created in the above steps.

Click Edit Bindings in the Actions pane.
The Site Bindings dialog box appears.

Click https entry, and then click Edit.
The Edit Site Binding dialog box appears.

In the SSL Certificate list, click the appropriate certificate, and then click OK.
Note: To know more about creating a SSL certificate and registering it in the SSL certificate list, visit http://blogs.msdn.com/b/sowmyancs/archive/2010/02/12/how-to-enable-ssl-on-a-SharePoint-web-application.aspx   This is the SharePoint 2010 Web Server certificate mentioned in the SharePoint 2010 Federation Worksheet.
In the Site Bindings dialog box, click Close.
Note: If you do not find an appropriate certificate, you cannot bypass the certificate warning screen. If you have a certificate that is issued to the URL, you can import the certificate into the client to bypass the certificate warning.
[bookmark: _Step_2:_Granting][bookmark: _Toc293381446]Step 3: Granting Permissions Using SharePoint People Picker
To add users and grant permissions to users using SharePoint People Picker, perform the following steps:
Click the appropriate Web application, for which you want to add users.
On the SharePoint 2010 ribbon, click User Policy.

The Policy for Web Application window appears.

Click Add Users.
The Add Users dialog box appears.

Click Next.
The Add Users window appears.

In the Choose Users section, below the Users text box, click the  icon.
The Select People and Groups – Webpage Dialog window appears.

Click the user group where you want to search for the user.
The right pane displays the list of users in the user group.
Click the user to whom you want to give permissions, and then click Add ->. 
SharePoint 2010 adds the selected user.
Click OK.
The Add Users window appears and displays the selected user.
In the Choose Permissions section, select the check boxes for the permissions that you want to grant to the selected users.

Click Finish.
SharePoint 2010 adds the selected users and gives the selected permissions to the users.
[bookmark: _Step_3:_Generating][bookmark: _Step_4:_Configuring][bookmark: _Toc293381447]Step 4: Configuring the SiteMinder Add-on
This step involves the following sub-steps:
Importing a Certificate to Sign the SAML Assertion 
Configuring a Resource Partner
Testing the Federation Service
You will need the following information from the SharePoint 2010 Federation Worksheet:
Name ID
Realm (used as Resource Partner ID)
Account Partner ID
Claims Mappings (used to locate the user attributes that store these claims)
 Security Token Consuming Service
Signing Certificate (used to determine the Signing Alias name you used in the previous step)

[bookmark: _Toc293381448]Importing a Certificate to Sign the SAML Assertion
CA SiteMinder needs a certificate which SiteMinder uses to sign the SAML assertion. CA SiteMinder signs the SAML assertion and sends it to SharePoint 2010. To create a certificate which is used to sign the SAML assertion, you must import an existing certificate that contains both a private and public key. This certificate is often in the Public-Key Cryptography Standards #12 (PKCS) format. In the following example, the PKCS#12 file is protected by the word password. 
To import the certificate, perform the following steps:
1. At the Windows command prompt in the machine which contains SiteMinder Policy Server, type the following command:  
smkeytool -addPrivKey -alias labtest -keycertfile labtest.p12 -password password
CA SiteMinder imports the certificate.
2. At the Windows command prompt, type the following command to create the trust certificate file that SharePoint 2010 requires:
smkeytool -export -alias interop -outfile labtest.cer -type cert
Note: The labtest.cer file that you use is the same file that is used on the SharePoint 2010 PowerShell command.

[bookmark: _Toc293381449]Configuring a Resource Partner in CA SiteMinder Federation Security Services
To configure the SiteMinder Add-on, you must create a resource partner under an affiliate domain.
To configure resource partner, perform the following steps:
Start CA SiteMinder.
Start CA SiteMinder Federation Security Services (FSS) Administrative UI.
Open the SiteMinder Resource Partner Dialog window.
In the *Name text box, type the name of the resource partner. For example, cainteropmoss.
In the *Authentication URL text box, type the authentication URL.
This URL triggers authentication.

To allow users in the user directory to use the federation service, click the Users tab, and then click all.


Click the Name IDs tab, and in the *Name ID Format drop down list, click UPN.
In the *Attribute Name text box, type uid.
SharePoint 2010 does not use this setting.

Click the General tab, and then in the Resource Partner ID text box, type the value of the realm as provided in the SharePoint 2010 federation worksheet.
In the Account Partner ID text box, type the account partner ID in the URI format as per the naming convention.

In the Signing Alias text box, type the alias that you used to import the signing certificate.
To set the appropriate skew time value to allow time difference between SiteMinder Policy Server and SharePoint 2010, in the Skew Time text box, type 600.
To add the claim mappings, click the Attributes tab, and then click Create.
The SiteMinder Resource Partner Attribute Editor window appears.
In the Variable Name text box, type the following: 
emailaddress
In the Attribute Name text box, type the following:
mail
SiteMinder Add-on uses http://schemas.xmlsoap.org/claims as the attribute name space. The value of the variable name is added to this name space to form a claim that SharePoint 2010 accepts. In this case, it becomes http://schemas.xmlsoap.org/claim/emailaddress.  The attribute mail is taken from the user store and used as the value for the emailaddress claim.


The procedure for configuring a claim that can carry multiple values (such as a role claim) depends on the version of SiteMinder you are using. Follow step a or b below according to your SiteMinder version:
If you are using SiteMinder r12.0 SP3 CR1 and later, use the FMATTR:attribute format in the Attribute Name text box  as shown below:

If you are using SiteMinder r12.0 SP2 or the initial release of r12.0 SP3 (prior to CR1), you will need to download and deploy an assertion generator plug-in (AGP) that enables SiteMinder to generate multi-valued claim values in the format required by SharePoint 2010. A sample AGP is available for this purpose from CA Support. Follow the configuration steps below and download the AGP sample by logging into the CA Support web site and searching for Knowledge Base Article TEC546523.
Note: The following screen gives us the http://schemas.xmlsoap.org/claims/role claim and uses the businessCategory attribute from the user store.

Note: When AGP is used, you also need to configure the Advanced as shown below. Additional information is found in the CA Support Knowledge Base Article that was discussed previously.


Retain the default settings for the remaining tabs.
Note: 
Fields that are marked with a star are mandatory.
In the SSO tab, you must not type anything in the Security Token Consumer Service text box. Since the UseWReply setting is used on SharePoint 2010, the actual URL will be included in the request sent by SharePoint 2010.

[bookmark: _Toc293381450]Testing the Federation Service 
After the resource partner is configured and enabled on both the SharePoint 2010 Web application’s SSO settings and CA Federation Manager, you can open a Web browser to test the federation service. To test the federation service, see the section on End-User Scenario.
Note:
RP-Initiated: When a user visits a SharePoint 2010 Web application that uses the Trusted Identity Provider authentication, if an existing session does not exist, SharePoint 2010 invokes the federation service. Likewise, if you access any SharePoint 2010 pages a user added in the Favorites of the Web browser without an existing session, SharePoint 2010 also triggers the federation service.
[bookmark: _Using_Multi-Value_Attribute_1][bookmark: _Using_a_Multi-Value][bookmark: _Toc293381451]Scenario 2 - Cross-organization, traditional Federation scenario
This lab scenario demonstrates how to enable SSO for SharePoint 2010 using the SAML 2.0 standard on the CA SiteMinder Federation Manager Add-on. Microsoft AD FS 2.0 is required for this configuration. AD FS 2.0 is used as a Security Token Service to consume an SAML 2.0 document from CA Federation Manager and then passes the security token to SharePoint 2010.
This lab scenario uses the Sample AD FS 2.0 Federation Worksheet and involves the following steps:
Configuring the SharePoint Trusted Login Provider for AD FS 2.0
Creating a SSL-enabled Web Application that Uses Claims Based Authentication
Configuring AD FS 2.0 Claims Provider Trust for SiteMinder Add-on 
Configuring AD FS 2.0Relying Party Trust for SharePoint
Configuring SiteMinder Add-on
[bookmark: _Sample_AD_FS][bookmark: _Toc293381452]Sample AD FS 2.0 Federation Worksheet
To configure the SiteMinder Federation Services, you require information. The following sample AD FS 2.0 federation worksheet displays this information:
	AD FS 2.0 Federation Worksheet

	Item
	Description
	Value
	Comments

	Configure SharePoint Trusted Identity Provider for AD FS 2.0

	Trusted Identity Provider Name
	Name of the trusted identity provider
	ADFSMachineName
	You can have multiple trusted identity provider objects that are defined in SharePoint 2010. You can use a name that helps you to identify the correct identity provider. In this case, it is the AD FS 2.0.

	Trust Certificate
	The X.509 certificate that is used to create the trusted authentication provider
 

	c:\temp\ADFS-signing.cer
	The public key in the certificate is used to verify the signature of a signed assertion. Copy this certificate file to the SharePoint server and load the file into the SharePoint keystore.
This is the AD FS 2.0 Signing Certificate.

	Certificate-Authority Certificates
	The root CA certificate and other intermediate CA certificates that issued the certificated used to setup the Trust relationship .
	c:\temp\rootCert.cer
	Your Trust Certificate can be either self-signed or CA-signed. If it is self-signed, this information does not apply. If it is CA-signed, you must obtain the signing Certificate Authority Certificates and copy them to the SharePoint server and load them into the SharePoint keystore.
This is the Certificate Authority that issues the AD FS 2.0 Signing Certificate.

	Claims Mappings
	Mapping of the claims from the original token to the SharePoint token. A mapping includes a claim URI and a name.

	Email Address: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
Role: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role

	These claims are asserted by identity providers and consumed by SharePoint. 
Since the identity provider is AD FS 2.0, these URIs are the standard Microsoft URIs.

	Identifier-Claim
	Claim type that is used for the identity provider
	http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
	Claim type that is used to identify a user ID on the SharePoint system.

	Realm
	Realm or resource partner, that is associated with this trust relationship.
	urn:MSADFS:adfs
	This value must be in the format of a URI. It is sent to the Identity Provider (AD FS 2.0) to identify the SharePoint. This value is used as a Relying party trust identifier on the AD FS 2.0 configuration.

	SignInUrl
	Sign-in URLs for the trusted STS identity provider.
AD FS 2.0 uses the https://www.adfs.demo:port/adfs/ls/ format.
	https://ADFSMachineName.CompanyA.com/adfs/ls/
	When a user attempts to access a SharePoint resource without an existing session, the user is redirected to this URL. Use https while specifying the URL. 
This URL is responsible for:
interpreting the request that is sent to it
authenticating the user as appropriate
redirecting the user back with a signed SAML document as the authentication document for the user. 

	Configure AD FS 2.0 Claims Provider Trust for SiteMinder Add-on

	Claims Provider Trust Name
	Name of the Claims Provider Trust
	labtest.ca.com
	You may have multiple Claims Provider Trust objects defined on your AD FS 2.0. Use a name that helps you to identify the correct claims provider you want to use.

	Claims Provider Service URL
	Claims Provider Service URL
CA SiteMinder Federation uses the https://www.idp.demo:port/affwebservices/public/saml2sso format.
	https://labtest.ca.com/affwebservices/public/saml2sso
	You can use the IdP SingleSignOnService URL, since SAML 2.0 is used. You must specify https in the URL.

	Claims Provider Trust Identifier
	Claims Provider Trust ID
	http://labtest.ca.com/IdP
	The SAML 2.0 IdP ID is used in CA Federation Manager.

	Signature Verification Certificate
	X.509 certificate used to verify the Claims Provider Trust signature.
 
	C:\certs\labtest.cer
	The public key in the certificate is used to verify the signature of a signed assertion. You need to copy this certificate file to the AD FS 2.0 server and load it into the AD FS 2.0.

	Encryption Algorithm
	
	SHA-1
	You must perform configurations in the Advanced tab of Claims Provider Trust properties. CA Federation Manager supports only SHA-1. SiteMinder R12 SP3 CR1 and later also supports SHA-256.

	Claims Rules (SAML 2.0 to ADFS 2.0)
	Claims Rules  mappings from SAML 2.0 Assertion to ADFS 2.0.
	Name ID -> Email
	The rules used to transform incoming Claims to outgoing Claims that are used by a Relying Party Trust.
In this case, the Claims Provider Trust is SiteMinder Add-on which is sending SAML 2.0 Claims to AD FS 2.0.

	Configure AD FS 2.0 Relying Party Trust for SharePoint

	Relying Party Trust Name
	Name of the Relying Party Trust.
	SharePointMachineName2
	You may have multiple Relying Party Trust objects defined on your AD FS 2.0. Use a name that helps you to identify the correct relying party trust you want to use.

	WS-Federation Passive protocol URL
	The WS-Federation Passive protocol URL of the SharePoint 2010 site.
	https://SharePointMachineName2.CompanyA.com /_trust/default.aspx?trust=IEC%2DLAB%2DRP

	This is the WS-Federation Passive protocol URL your SharePoint uses to accept SAML Claims from the AD FS 2.0.
The URL endpoint on Sharepoint is always https://<sharepoint server name> /_trust/default.aspx with the HTTP param ‘trust’ set to the ID of the Identity Provider configured in SharePoint that needs to be used

	Relying Party Trust Identifier
	Relying party trust identifier.
	
	A relying party trust can be identified by one or more relying party trust identifier. In this case, this is the SharePoint 2010 Web Site. The Trusted Identity Provider ID is the name param used with the New-SPTrustedIdentityTokenIssuerPowershell command for the Trusted Identity Provider configuration 


	Claims Rules (ADFS 2.0 to SharePoint 2010)
	Claims Rule mappings from ADFS 2.0 to SharePoint 2010,
	Email Address -> Email Address
	

	
	
	
	

	Configure SiteMinder Add-on

	AD FS 2.0 Metadata
	Online AD FS 2.0 Metadata URL
ADFS 2.0 uses the format of https://www.sp.demo/federationmetadata/2007-06/federationmetadat.xml format
	https://ADFSMachineName.CompanyA.com /federationmetadata/2007-06/federationmetadata.xml
	Information is automatically derived from the content of the Federation Metadata XML file.

	Entity ID
	The entity ID of AD FS 2.0
ADFS 2.0 uses the https://www.sp.demo/adfs/services/trust format.
	https://ADFSMachineName. CompanyA.com/adfs/services/trust
	The entityID attribute of the EntityDescriptor tag of the Federation Metadata XML file. This attribute is used as the SP ID for the configuration of CA SiteMinder add-on.

	AuthnRequest Signing Certificate
	The X.509 certificate that is used to verify the AuthnRequest Signing signature.
	signing.cer
	The signing.cer file is created using the X509Certificate tag in the corresponding tag in the Metadata XML file. This Certificate is used by CA SiteMinder Add-on to verify an AuthnRequest sent by AD FS 2.0.

	Assertion Consumer Service
	Assertion consumer service that AD FS 2.0 provides
AD FS 2.0 uses the https://www.sp.demo/adfs/ls/ format.
	https://ADFSMachineName. CompanyA.com/adfs/ls/
	The URL on AD FS 2.0 where an Assertion is sent to. It is the Location attribute of the SPSSODescripter\AssertionConsumerService tag where Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST".

	Name ID
	Name ID that is created in the Assertion.
	Format: EmailAddress
Value: User Attribute mail
	Name ID is required for SAML 2.0. This is used by the corresponding AD FS 2.0 Claim Provider Trust to identify a claim based user.

	Signing Certificate
	The p12/pfx certificate that is used to sign the Assertion
	C:\certs\labtest.p12
	This certificate file is imported into CA SiteMinder smkeydatabase and used to sign an Assertion. It contains the private key that corresponds to the public key in the Signature Verification Certificate.

	SAML 2.0 Attributes
	Additional SAML 2.0 Attributes included in the SAML 2.0 Attribute Statement.

	Variable Name:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
Attribute: User Attribute mail

Variable Name:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
Attribute: User Attribute businessCategory
	These Attributes are asserted by SiteMinder Add-on. They are sent to AD FS 2.0 via the AD FS 2.0 Claims Provider Trust relationship.
When SiteMinder r12.0 SP3 CR1 and later is used, use the FMATTR:attributeName format for a multi-value attribute. Otherwise, use an AGP to help reformat the SAML 2.0 attribute value.




[bookmark: _Step_1:_Configuring][bookmark: _Toc293381453]Step 1: Configuring the SharePoint Trusted Login Provider for AD FS 2.0
To configure the Trusted Login Provider Trust in SharePoint 2010, you need the following information from the AD FS 2.0 Federation Worksheet 
Trust Identity Provider Name
Trust Certificate
Certificate Authority Certificates
Claims Mappings
Identifier Claim
Realm
SignInUrl
To configure AD FS 2.0 as the trusted identity provider for the AD FS 2.0 machine, perform the following steps:
On the Start menu, click All Programs.
Click Microsoft SharePoint 2010 Products.
Click SharePoint 2010 Management Shell.
At the Windows PowerShell command prompt, type the following commands:
	S.No
	Command

	1
	$rootCert = Get-PfxCertificate "c:\temp\rootCert.cer"

	2
	New-SPTrustedRootAuthority "MSADFS20" -Certificate $rootCert

	3
	$cert = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2("c:\temp\ADFS-signing.cer")

	4
	$map1 = New-SPClaimTypeMapping -IncomingClaimType "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress" -IncomingClaimTypeDisplayName "EmailAddress" –SameAsIncoming

	5
	$map2 = New-SPClaimTypeMapping -IncomingClaimType "http:// schemas.xmlsoap.org/ws/2005/05/identity/claims /role" -IncomingClaimTypeDisplayName "Role" –SameAsIncoming

	7
	$realm = "urn:MSADFS:adfs"

	8
	$signinurl = "https://ADFSMachineName.CompanyA.com/adfs/ls/"

	9
	$ap = New-SPTrustedIdentityTokenIssuer -Name "MSInteropADFS" -Description " MS Interop Lab ADFS SM" -Realm $realm -ImportTrustCertificate $cert -ClaimsMappings $map1, $map2, $map3 -SignInUrl $signinurl -IdentifierClaim $map1.InputClaimType –UseWReply

	10
	$ap = New-SPTrustedIdentityTokenIssuer -Name " ADFSMachineName" -Description " AD FS 2.0" -Realm $realm -ImportTrustCertificate $cert -ClaimsMappings $map1, $map2 –SignInUrl $signinurl -IdentifierClaim $map1.InputClaimType

	11
	$account = "InternalDomainName\" + $env:Administrator



Note: To know more about the commands, you can refer to the notes given in the Configuring the Trusted Login Provider section in Scenario 1 where AD FS 2.0 is not used.
[bookmark: _Step_2:_Creating][bookmark: _Toc293381454]Step 2: Creating a SSL-enabled Web Application that Uses Claims Based Authentication
To create a SSL-enabled Web application 
You can use the following two approaches to create a SSL-enabled Web application that uses claims- based authentication to accept SAML Authentication:
Using commands in PowerShell
Using SharePoint 2010 Central Administration console
For more information on how to create the Web application, see the following sections described in Scenario 1:
Creating a SSL-enabled Web Application Using Commands in PowerShell
Creating a SSL-enabled Web Application Using SharePoint 2010 Central Administration Console.
There are some differences in the Web Application configuration. In Scenario 2 SharePoint site is configured with the ADFS 2.0 machine as Trusted Identity Provider, so the Create New Web Application dialog will look like the following:
[bookmark: _Step_1:_Configuring_1][image: ]
Note: The name of Trusted Identity Provider (ADFSMachineName) is not displayed to the users because only one Trusted Identity Provider is selected and Windows Authentication is not selected.
[bookmark: _Toc293381455]Step 3: Configuring AD FS 2.0 Claims Provider Trust for SiteMinder Add-on
To configure the AD FS 2.0 Claims Provider Trust for SiteMinder Add-on, you need the following information from the AD FS 2.0 Federation Worksheet 
Claims Provider Trust Name
Claims Provider Service URL
Claims Provider Trust Identifier
Signature Verification Certificate
Encryption Algorithm
Claims Rules (SAML 2.0 to AD FS 2.0)
Then perform the following steps:
Start AD FS 2.0 Management.
In the left pane, under Trust Relationships, right-click Claims Provider Trust and then click Add Claims Provider Trust.
[image: ]
The Add Claims Provider Trust Wizard will appear.
[image: ]

[bookmark: optionstoselecttoobtaindataaboutclaims]In the Add Claims Provider Trust Wizard page, click Start.
The Select Data Source page appears.
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Select Enter claims provider trust data manually, and then click Next.
The Specify Display Name page appears.
[image: ]
Type the name of the Claims Provider Trust Name of the AD FS 2.0 Federation Worksheet in the Display name text box, and then click Next.
The Choose Profile page appears.
[image: ]
Select AD FS 2.0 profile, and then click Next.
The Configure URL page appears.
[image: ]
Select Enable support for the SAML 2.0 WebSSO protocol.
In the Claims provider SAML 2.0 SSO service URL text box, type the URL which is provided in the Claims Provider Service URL of the AD FS 2.0 Federation Worksheet.
Click Next.
The Configure Identifier page appears.
[image: ]
In the Claims provider trust identifier text box, type the URN provided in the Claims Provider Trust Identifier of the AD FS 2.0 Federation Worksheet.
Click Next.
The Configure Certificates page appears.
[image: ]
Click Add.
The Select a Token-Signing Certificate page appears.
[image: ]
Navigate to the location where the Signature Verification Certificate of the AD FS 2.0 Federation Worksheet is stored, and select the certificate file.
Click Open.
If the certificate has a key length of less than 2048 bits, then AD FS 2.0 displays the following warning.
[image: ]
Click Yes, if required.
The Configure Certificate page appears and shows the certificate which was selected in step 11.
	[image: ]
Click Next.
The Ready to Add Trust page appears.
[image: ]
Click Next.
Click Close.
Double click on the labtest.ca.com claims provider in the Claims Provider Trust pane.
The labtest.ca.com Properties dialog box appears.
Click Advanced tab.
The Advanced tab appears.
In the Secure hash algorithm list, click SHA-1.
Note: You can use the Encryption Algorithm in the AD FS 2.0 Federation worksheet.
[image: ]
Click OK.
Right-click the labtest.ca.com claims provider, and click Edit Claim Rules.
[image: ]
The Edit Claim Rules for labtest.ca.com dialog box appears.
[image: ]
Click Add Rule.
The Add Transform Claim Rule Wizard appears. 
Note: The following steps use the Claims Rules (SAML 2.0 to ADFS 2.0) in the sample AD FS 2.0 Federation Worksheet.
In the Claim rule template list, click Transform an Incoming Claim, and then click Next.
[image: ]
The Configure Rule page appears.



[image: ]

In the Claim rule name text box, type a name for the claim rule.
In the Incoming claim type list, click Name ID.
In the Incoming name ID format list, click Email.
In the Outgoing claim type list, click E-Mail Address.
Click Finish.









[bookmark: _Step_2:_Configuring][bookmark: _Toc293381456]Step 4: Configuring AD FS 2.0 Relying Party Trust for SharePoint
To configure the AD FS 2.0 Relying Party Trust for SharePoint, you need the following information from the AD FS 2.0 Federation Worksheet 
Relying Party Trust Name
WS-Federation Passive protocol URL
Relying Party Trust Identifier
Claim Rules (AD FS 2.0 -> SharePoint 2010)
To configure Sharepoint 2010 as Relying Party Trust in AD FS 2.0, perform the following steps:
Start AD FS 2.0.
In the left pane, under Trust Relationships, right click Relying Party Trust. 
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Click Add Relying Party Trust.
The Add Relying Party Trust wizard appears.
[image: ]
Click Start. [image: ]
Select the Enter relying party trust data manually, and then click Next.
In the Display name text box, type the name of the relying party trust provider, and then click Next.
The Choose Profile page appears.
Select AD FS 2.0 profile.

Click Next.
The Configure URL page appears.
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Select the Enable support for the WS-Federation Passive protocol check box.
In the WS-Federation Passive protocol URL text box, type the URL of the WS-Fed Passive protocol. You can refer to the value of WS-Federation Passive protocol URL given in the sample AD FS 2.0 Federation Worksheet.
Click Next.
The Configure Identifiers page appears.
[image: ]
In the Relying party trust identifier text box, type the URL of the relying party trust identifier. You can refer to the value of Relying Party Trust Identifier given in the sample AD FS 2.0 Federation Worksheet.
Click Add.
The wizard adds the URL.
Click Next.
The Ready to Add Trust page appears.
[image: ]
Click Next and then click Finish.
In the Relying Party Trust pane, right-click the appropriate relying party trust and then click Edit Claim Rules.
[image: ]
The Edit Claim Rules for SharePointMachineName2 dialog box appears.
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Click E-Mail Address claim and then click Edit Rule.
The Edit Rule Wizard appears.
[image: ]

In the Claim rule name text box, type a name for the claim rule.
In the Incoming Claim Type drop-down list, click E-mail Addresses.
Click Finish.
SharePoint 2010 configures the claim rules.










[bookmark: _Toc293381457]Step 5: Configuring the SiteMinder Add-on
This step involves the following sub-steps:
Importing a Certificate to Sign the SAML Assertion
Importing a Certificate to Verify the AuthnRequest Signature
Configuring SAML Service Provider 
You will need the following information from the ADFS 2.0 Federation Worksheet:
Signing Certificate
AD FS 2.0 Metadata
Name ID
Entity ID
Claim Provider Trust Identifier
Assertion Consumer Service 
SAML 2.0 Attributes

[bookmark: _Generating_a_Certificate][bookmark: _Toc293381458]Importing a Certificate to Sign the SAML Assertion
This procedure includes the same steps as described in step 4 of scenario 1 where AD FS 2.0 is not used where you import the Signing Certificate into SiteMinder. You will also need to record the Signing Alias name you use to import the certificate. For more details, see Importing a Certificate to Sign SAML Assertion.
[bookmark: _Generating_a_Certificate_1][bookmark: _Toc293381459]Importing a Certificate to Verify AuthnRequest Signature
You must import an X509 certificate that you can use to verify the AuthnRequest signature signed by AD FS 2.0. You can extract this certificate from AD FS 2.0 metadata XML file.
To generate a certificate to verify the AuthnRequest signature, perform the following steps:
Start your Web browser.
In the Web browser, type the URL of the AD FS 2.0 metadata XML file.
The browser opens and displays the contents of the AD FS 2.0 metadata XML file.  
In the <SPSSODescriptor> tag, under the <KeyDescriptor use=”signing”> attribute, locate the value of the X509 certificate tag.
[image: ]
Copy the value of the X509Certificate tag to a Notepad file.
Provide a name with a .cer file extension to the Notepad file and select All files when you save the file.
For example, you can name the file as mssign0.cer. This value is in a long string format. The string resembles MIIC9DCCAdygAwIBAgIQRwVg10o.
Start Windows Explorer and locate the .cer certificate file that you have created in step 4.
Double-click the certificate file.
The Certificate window opens.
To create a Base-64 encoded X509 file or certificate, click the Details tab, and then click Copy to File. The Certificate Export Wizard appears.
Click Next.
Click Base-64 encoded X509 (Cer).
Click Next.
Click Browse.
The Save as window appears.
In the File name text box, type a name for the certificate and then click Save. For example: you can name the file as mssigning.cer.
Click Finish.
To import this certificate into SiteMinder, in the CA SiteMinder machine, open Windows command prompt, and type the following command:
smkeytool -import -alias mssigning -infile mssigning.cer
To obtain the issuer and serial number of the certificate, in the CA SiteMinder machine, open Windows command prompt, and type the following command:
smkeytool -listcerts -alias mssigning
This command displays the following details:
Alias Name: mssigning
Type: CertificateEntry
Subject: CN=AD FS Signing - ADFSMachineName.CompanyA.com
Issuer: CN=AD FS Signing - ADFSMachineName.CompanyA.com
Serial Number: 470560D74A29B7A446B8A783DE637181
Valid from: Sat Feb 27 01:17:03 EST 2010 until: Sun Feb 27 01:17:03 EST 2011
[bookmark: _Configuring_SAML_Service][bookmark: _Toc293381460]Configuring SAML Service Provider 
To configure the SiteMinder Add-on, you must create a SAML service provider under an affiliated domain.
To configure SAML service provider, perform the following steps:
Logon to the FSS Administrative user interface.
Click the Domains tab, and expand the desired affiliate domain.
Click SAML Service Providers to display the list of Service Providers.
Open the SiteMinder SAML Service Provider Dialog window. 
In the *Name text box, type the name of the resource partner. For example, cainteropidpmslab.
In the Authentication URL text box, type the authentication URL.
This URL triggers authentication.
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Click the Users tab.
To use federation service, in the Users tab, click all to provide permissions to all users in the user directory.
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Click Name IDs tab.
In the Name ID Format list, click Email Address.
In the Attribute Name text box, type the mail address of the user.
Note: SharePoint 2010 does not use this setting.

[image: ]
Click General tab.
Enter appropriate information in each field using the AD FS 2.0 Federation Worksheet as a reference.



The following table lists each field and its description:
	Field
	Description

	SP ID
	Type the value that represents Entity ID in the AD FS 2.0 Federation Worksheet.

	IdP ID
	Type in the URN formataccording to your naming convention. This field represents Claims Provider Trust Identifier in the Worksheet.

	Signing Alias
	Type the alias name that you used to import the signing certificate.

	Issuer DN
	Type the values that are obtained through the smkeytool –listcerts.

	Serial Number
	Type the values that are obtained through the smkeytool –listcerts.

	Skew Time
	Type a suitable value to allow a minor time difference between the SiteMinder Policy Server and the SharePoint Server.



Note:  The Issuer DN and Serial Numbers fields are inactive or grayed out.
To enable these fields, select the Require Signed AuthnRequests check box in the SSO tab.
[image: ]

Click SSO tab.
Enter the appropriate information in each field. 
The following table lists each field and its description:
	Field
	Description

	Require Signed AuthnRequests
	Check this option and enter values in the Issuer DN and Serial Number fields of the General tab.

	Assertion Consumer Service
	Type the value that represents the Assertion Consumer Service field in the AD FS 2.0 Federation Worksheet.

	HTTP-Post
	Select the check box.

	HTTP-Artifact
	To provide only HTTP-Post Profile support, leave this check box unchecked.



[image: ]
Click the Attributes tab and refer to the SAML 2.0 Attributes of the AD FS 2.0 Federation Worksheet
The Attributes tab appears.
To add the Attributes that you want to assert, click Create.
The Attribute drop down box has the URI selected.
In the Variable name text box, type the following URL:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
The value of the variable name is set to the emailaddress claim. This mail attribute is taken from the configured SiteMinder User Directory and used as the value for the emailaddress claim.
[image: ]
The procedure for configuring a claim that can carry multiple values (such as a role claim) depends on the version of SiteMinder you are using. Follow step a or b below according to your SiteMinder version::
If you are using SiteMinder r12.0 SP3 CR1 and later type the following URL into the Variable Name text box:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
In the Attribute Name text box, type the following:
FMATTR:businessCategory
In this case, the SiteMinder Add-on takes the attribute businessCategory from the user store to generate the role claim and multiple values (if found) for the role claim are formatted properly for SharePoint because of the special “FMATTR:” prefix on the Attribute Name.

[image: ]
If you are using SiteMinder r12.0 SP2 or the initial release of r12.0 SP3, you will need to download and deploy an assertion generator plug-in (AGP) that enables SiteMinder to generate multi-valued claim values in the format required by SharePoint 2010. A sample AGP is available for this purpose from CA Support. Follow the configuration steps below and download the AGP sample by logging into the CA Support web site and searching for Knowledge Base Article TEC546523:

In the Variable Name text box, type the following URL:

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
	
In the Attribute Name text box, type the following:

businessCategory

In this case, the SiteMinder Add-on takes the attribute businessCategory from the user store to generate the Role Claim
[image: ]
[bookmark: _GoBack]Note: The AGP, configured on the Advanced tab below, reformats multiple values (if found) for the role claim into a format that is understood by SharePoint 2010 :[image: ]
Retain the default settings for the remaining tabs.
Note: Fields that are marked with a star are mandatory.
[bookmark: _Toc293381461]Testing the Federation Service 
After the service provider is configured and enabled on both the SharePoint 2010 Web application’s SSO settings and CA Federation Manager, you can open a Web browser to test the federation service. To test the federation service, see the section on End-User Scenario.
Note:
RP-Initiated: When a user visits a SharePoint 2010 Web application that uses the Trusted Identity Provider authentication, and if an existing session does not exist, SharePoint 2010 invokes the federation service through AD FS 2.0. Likewise, if you access any SharePoint 2010 pages a user added in the Favorites of the Web browser without an existing session, SharePoint 2010 also triggers the federation service.
[bookmark: _Using_Multi-Value_Attribute]






[bookmark: _Ref291621737]

[bookmark: _Toc293381462]Appendix A 
[bookmark: _Toc293381463]Related Links
For more information on Interoperability Bridges and Labs Center, visit: 
http://www.interoperabilitybridges.com/
For more information on Interop Vendor Alliance, visit:
http://interopvendoralliance.org/Labs.aspx
For more information on SharePoint 2010, visit:
http://SharePoint.microsoft.com/en-us/pages/default.aspx
For more information on CA SiteMinder, visit:
http://www.ca.com/us/internet-access-control.aspx
For more information on WS-federation, visit:
http://msdn.microsoft.com/en-us/library/bb498017.aspx
For more information on AD FS 2.0, visit:
http://www.microsoft.com/windowsserver2008/en/us/ad-fs-2-overview.aspx













[bookmark: _Toc293381464]Appendix: B
[bookmark: _Toc293381465]Overview of the Technologies Used
[bookmark: _Ref283805532][bookmark: _Toc293381466]Entities in a Federated Network
In a federated network, there are two entities. One of the entities generates SAML assertions, while the other entity uses the SAML assertions to authenticate a user and to establish a session for the user. Assertions contain information about a user whose identity is maintained locally at the site that generates them. 
These two entities are named differently depending on the protocol. However, both entities serve the same purpose.
	Protocol
	Generates Assertions
	Consumes Assertions

	SAML 1.0 and 1.1 
	Producer 
	Consumer 

	SAML 2.0 
	Identity Provider (IdP) 
	Service Provider (SP) 

	WS-Federation 
	Account Partner (AP) 
	Resource Partner (RP) 



A Web site or an application may function as both a producing authority (producer/IdP/AP) and a consuming authority (consumer/SP/RP).
[bookmark: _Toc293381467]The SharePoint 2010 Claims Model
 One of the key changes in SharePoint 2010 is its new and comprehensive support for claims-based authentication. When you first create a SharePoint web application, to support your sites and site collections, you need to choose between the Classic Windows and Claims authentication models. By selecting Claims, you are then presented with additional options to configure Windows, ASP.NET , and (once you have registered these) Trusted Identity Provider-based authentication. 
One or more of these claims-based authentication providers can be selected and used concurrently with your sites in this web application. 
Claims in this context are really just SAML assertions that have been mapped to SharePoint SPUser object. The CA Federation Manager AAdd-on authenticates the user, looks up configurable information about the user and generates a SAML Assertion for SharePoint (or for AD FS 2.0, depending on the federation approach chosen, scenario 1 or scenario 2). The diagram below shows some of the attributes that might be found inside a SAML assertion created for SharePoint.


SharePoint is configured to recognize specific attributes, or claims, in the SAML assertion through claims mapping commands performed by an administrator. One of these claims is configured to be the identifier claim, a special claim that uniquely identifies the user to SharePoint. This claim is used to track permissions and resources specific to each user. Other claims, including claims with more than one value, may be mapped to SharePoint groups (e.g., Visitors, Contributors, Site Owners) and/or permissions in order to provision each user with the appropriate SharePoint capabilities. In the lab we configured SharePoint to use the Email Address and Role claims to determine which SharePoint sites and capabilities should be available to each user.

[bookmark: _Toc293381468]WS-Federation
WS-Federation enables richer trust relationships and advanced federation of services. WS-Security, WS-Trust, and WS-Security Policy are specifications that provide a basic model for federation between identity providers and the relying parties. These specifications define mechanisms that codify the claims (assertions) of a requestor into security tokens. These tokens are used to protect and authorize Web service requests in accordance with policy. WS-Federation extends this foundation by describing how the claim transformation model that is inherent in security token exchanges enables richer trust relationships and advanced federation of services. WS-Federation enables high-value scenarios where authorized access to resources that are managed in one realm can be provided to security principals whose identities and attributes are managed in other realms. 
WS-Federation includes mechanisms which allow software to perform:
The brokering of identity
Attribute discovery
Retrieval, authentication and authorization of claims between federation partners
Protection of privacy of claims across organizational boundaries
These mechanisms are defined as extensions to the STS model that is defined in WS-Trust. The intention is to provide a common infrastructure to perform the Federated Identity operations for both the Web services and browser-based applications. 
For more information on WS-federation, visit http://msdn.microsoft.com/en-us/library/bb498017.aspx.
[bookmark: _Toc293381469]Windows Identity Foundation
Windows Identity Foundation (WIF) is a set of .NET framework classes. WIF is used to implement a claims-based identity in your applications. WIF enables applications and identity infrastructure services to communicate using claims. You can use WIF in any Web application or Web service that uses the .NET Framework version 3.5 SP1. 
WIF allows the .NET developers to:
Externalize identity logic from the application
Improve the developer’s productivity
Enhance the security of the application 
Enable interoperability between applications
WIF is based on industry-standard protocols and provides flexibility in the deployment of an application through interoperability. WIF enables applications and identity infrastructure services to communicate using claims. WIF is a part of the identity and access management solution of Microsoft, which is built on Active Directory.
For more information on Windows Identity Foundation, visit http://msdn.microsoft.com/en-us/security/aa570351.aspx.
[bookmark: _SAML_Tokens][bookmark: _Toc293381470]SAML Tokens
The Security Assertion Markup Language (SAML) tokens are standard-based XML tokens that are used to exchange security information, such as attribute statements. SAML tokens are extensible, which means that you can extend the schema of a token to meet additional requirements.
SAML tokens are important for the Web service security because they provide cross-platform interoperability. These tokens are used to exchange security information between clients and services that do not exist on a single security domain. You can use these tokens as part of a SSO solution so that a client application can communicate with services that run on different technologies.
[bookmark: _End-User_Scenario][bookmark: _Appendix:_B][bookmark: _Appendix_1:_Interop]

[bookmark: _Toc293381471]Appendix: C
[bookmark: _Toc293381472]Interop Vendor Alliance
The Interop Vendor Alliance (IVA) was created to support and promote interoperability. The IVA is a cross-industry group of global software and hardware vendors that share the common goal of making mixed technologies work better together for their customers. When people work together, the solutions they design are more likely to work together as well. The IVA provides a venue for its members to share customer feedback and to tackle common interoperability challenges. Through member meetings, hands-on labs, and online forums, IVA members are working to solve common interoperability challenges while improving the effectiveness of their own solutions. Scenarios addressed by the IVA include system management, virtualization, identity management, data integration, storage management, and portal integration, in addition to the interoperability of developer tools. 
IVA supports:
Vendor collaboration to foster interoperability.
Scenario-based testing for interoperability.
[bookmark: _Appendix_2:_Open]Communicating with customers about interoperability solutions.
Since its formation in 2006, alliance membership has more than doubled as the IVA has developed multiple interoperability labs, including System Management, Centralized Directory, Federated Identity, Content Management, and Open XML. 
You can learn more by visiting http://interopvendoralliance.com/. 
[image: ]
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